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1. Sope of Work for Security Problems

I. Intreduction

While much of the international exchange of messages
related to trade today is being carried out by teleprinter, it
is anticipated that with increased use of automatic data pro-
cessing and data transmission systems in the future, large
volumes of information will come to be transmitted with
greater speed in the form cf accumulated data. Improved
transmission efficiency will be bring about rapid progress
in the exchange of internaticnal trade information.

While Automatic Data Processing (ADP) systems which
include international data communications facilities will
provide us with many amenities, if the use of ADP systems
should spread haphazard and unsystematically, it could result
in occurrences of intentional or accidental breakdowns and,
consequently, a state of confusion. For the sake of the
maintenance of security, therefore, it is imperative that a

special study be conducted regarding this matter.
II. Importance of Security Problems

In order to illustrate the importance of security pro-
blems, we can describe them in terms of an analogy.

Today, the automobile is an essential means of trans-
portation in our daily life. In order that we can all drive
on public roads in safety, we have instituted various regu-
lations.

By issuing driver's licenses, we permit only those who
have certain qualifications to drive. With regard to the
manufacture and maintenance of automobiles, we have stipulated

safety standards to prevent people from driving vehicles in
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dangerous condition. We have adopted traffic laws which

require drivers to observe the various traffic signals and
signs. Those who violate these rules are subject to police
action.

If the number of cars was very low or if driving were to
take place solely on private property, it would not be neces-
sary to institute regulations or prosecute offenders.

When computers are being used gimilarly within a given
business enterprise or within a given business group, security-
related problems should probably be resolved internally by the
individual organization. '

But when we consider the case of trade data exchange via
telecommunication circuits by ADP systems used by shippers,
forwarding agents, carriers of many countries for sending
international messages, securityrmeasures become a major task
for the purpose of safeguarding the security of individuals
and businesses.

Much of information transmitted across national boundaries
must be kept confidential and is of such nature that trans-
mission errors would have grave consequenhces. In order fo make
ADP systems for this type of information feasible, therefore,
it is necessary to give adeguate consideration to measures for
guaranteeing the integrity and the.confidentiality of the
information.

In this connection, one may cite the example, the system
of Society for Worldwide Interbank Financial Telecommunications
(SWIFT), a data exchange system, designed with ample considera-
tion devoted to security measures, which is to go into actual
opefation shortly. This system has many featuresAof interest
to us. |

In the world of trade, it is expected that progress in
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the use of ADP systems will be accompanied by an essential need
for the establishment of a multi-faceted international trade
information system covering such areas as commercial transac-
tion information and information regarding transportation of
goods. The need to devise adeguate measures in the area of

security problems is thus likely to become even greater.
III. Background of Work for Security Problems

Having had security problems on the agenda since June of
last year, we have discussed the following items. As far as
security measures are concerned, however, we have not yet
begun discussing in concrete terms such security-related
matters as concepts, regulations and modes. In view of the
fact that the usc of ADP gystems in the area of trade informa-
tion is spreading faster than we had expected, we should set
out. the work to undertake concrete projects for the purpose of,
among other things, providing a guideline for those installing

such systems.

June, 1975: Regarding transmission errors in message exchange
through INTERFACE, we divided the problem into
the two areas of commercial practices and system
procedures and made a proposal regarding method
of investigation on the latter.

Reference: TRADE/WP.4/GE.1/R 56 Problems of

Errors in Data Transmission

September, On security problems in transmission and data

1975:

processing of international trade messages
using communications facilities and computers,
we made a propasal and gave a description
regarding the importance of the matter and the

scope within which a study should be conducted.




Reference: TRADE/WP.L/GE.1/R 66 Security

Problems

June, 1976: In connection with access control of data base

as proposed in TRADE/WP.4/GE.1/R 66 (Security
Problems), we described an example based on
CODASYL standards.

Reference: TRADE/WP.4/GE.1/R 74 Security

Problems

IV. Aspects to be Considered in Study of Security Problems

A study conducted under international collaboration on

security problems in the use of ADP systems in international

trade should be advanced by taking the following aspects into

consideration.

(1)

(2)

International trade is conducted with the participa-
tion of countries all over the world, and the number
of businesses and individuals involved in trading
operations is vast. Some ADP systems in the inter-
national trade are already in use and are expected
to continue to expand in the future. |

Tn view of this situation, it is necessary to under-
take a study aimed at standards and unified concepts
which will integrate on a long term basis the points
of view of different countries regarding security
preblems in the use of international data transmis-
sion and ADP systcms.

Depending on the subject of study, it will he
necessary to implement research projects in collabo-
ration with the task teams, i.e. TT 1.1 (Data Element
and Codes), TT 1.2 (Interface), TT 2.2 (Legal Pro-

blems), etc.. Alsoc, it would be desirable to conduct




V.

exchange of information with such international
agencies as International Organization for Standard-
ization (IS0}, International Chamber of Commerce
(ICC) and International Telecommunication Union
(1TU). '

{3) Since security problems cover a wide area, it is
necessary to define the scope of study, determine
the subjects to be studied and establish their
priority in the order of their importance so that
the study can be conducted efficiently.

(4) Sinee security problems relating to trade informa=-
tion span international boundaries and involve a
large number of people, it would seem that such
items as problems during data transmiséion, problems
associated with ADP svstemsg, problems of the person-
nel concerned, the authentication of messages and
the security level of the data element are particu-

larly important.
Scope of Work for Security Problems

l. With regard to security problems in the processing of
trade information by ADP systems including international
data communications, a specific study should be conducted
from such aspects as commercial practice, technology and
personnel in order to establish an approach aimed at the
formulation of unified interpretations and countermeasures

by the different nations involved.

2., Security problems shall be considered in terms of the
proklems of telecommunications {e.g. encipher, error check),

ADP systems (e.g. database access control, systems auditing),

personnel requirements (e.g. qualification of operators,




registration of accessors) authentication of transmitted

messages and security level of data element (e.g. security
level among speéial parties, security level of common data
elements) in order to define subjects of the study and to
clarify the nature of the study; at the same time, the
findings from research implemented by other organizalions
should be clarified and background materials relevant to the

trade information processing inventried and studied.

3. Medium- or long-term schedules shall be formulated for
such specific subjects of research. The followings may be
incorporated in the work programs which should be implement-
ed as the first step.

{1) Survey of security measures being impremented by
SWIFT as a concrete example.

(2) Survey of the attitude and measures toward security
problems being taken by such international agencies
as ICC, ITU and ISO.

{3) Establishment of terminology relating to security

congideration.
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Appendix: Security in Autcomatic Data Processing System

1. Motives of infiltration into systems

(1) Access to file and data base for the purpose of
reading, modifying or erasing the information

{2) Unlawful use primarily to get financial gains, such
as free use of hardware and software leased on fee
basis

{3) BSabotage against systems for social and political
reasons .

{4) Other motives such as detection of system know=how

and amusement

2. Forms of infiltration into information systems

(1) Infiltration due to accidental mishap: Hardware
breakdowns, faulty maintenance of software

{2) Intentional infiltration: Infiltration into systems
through normal procedures {pretending as a regular
user or abusing one's authority), infiltration into
system through means other than normal procedures
(taking advantage of hardware or software defects,
unlawful attachment of special equipment to circuits),
abuse by system operator, etc. Aquisition of
printer output, ribbons, etc., capturing of magnetic

flux from communication circuit.

3. Vulnerability of systems

The reason for the occurrence of the types of
infiltration listed in Section 1 lies in the existence of

weaknesses within the particular systems. These weak-

hesses may be classified into the following three




categories:

(1) Infiltration into hardware
Terminals, circuits, communications control
devices, CPU, channels, storages, other
peripheral devices

(2) Unlawful use of software
Operating System (0/S), command systems,
library programs, maintenance programs

(3) Infiltration by personnel
Operators, maintenance engineers, system

programmers, management personnel

L. Security and security measures

L-1. Condiseration to security and security meazures

(1) Method for protection of information from being
read by those who have ne right to know

(2) Method for preventing information and systems from
destraction

(3) Method for protecting information/system from
accidental mishaps and human error

(4) Method for recovering information/systems

(5) Maintenance security measures for computer system
environment from physical and mechanical aspects
as well as management aspect

{6) Legal protection of personal information

4=2. Various countermeasures against infiltration

(1) Control and identification of users and terminals
* User number and password, magnetic card, key,

physical description (e.g. fingerprint)
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(3)

(&)

(5)

(6)

Changeability of password

Identification of computer from terminals, identifi~
cation of terminals (automatic response)

Information access control

Control of access mode (read, write, update,
execute, etc.)

Management of access control information (capability
list, access control list)

Audit trail

Monitoring and recording of such items as rejected
calls, use of password, calls to special files, long-
time access, command assignment patterns, etc.
Encipher of information

Safeguarding of information on circuit and in data
base (especially removable media) by means of
enciphering

Improvement of safeguarding capability for software
Improvement of safeguarding capability with respect
to system programs, command programs, program
language level, etc.

Protection of information from statistical

deciphering and other methods

5. Problems concerning security measures

5-1.

Problems with usual password control modes

Simple dependence on reliability of access control
built in the 0/S

Over concentration of information on passwords system
into the hands of small number of personnels

Potential danger of lakage of password list
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Problems with 0/S in use

Defects in program design

* Function for identifying program callers and called

program
Lack of guarantee with respect to correctness/

completeness

Problems with enciphering

Consideration is necessary to adopt a eﬁciphering
system which corresponds with the data structure in

the file. Enciphering of messages on telecommunication
circuits is different in nature from enciphering of
information within the ADP system (e.g. data base), so
it is necessary to adopt a coding mode which can be
adapted to both coding schemes taking these inherent

difference inte consideration.
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Scope of Work for Seccurity Problems# 3
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