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Inteliectual Property

UsS Software IP System 1

Intellectual property (IP) law provides the framework within which the
legal rights in the ‘products of the mind’ are created allocated and
enforced | '

Intellectual property can be defined most generally
as the intellectual products of the human mind

A system of intellectual property law provides
property rights (ie rules of ownership and
permissible use) in these products

The fundamental purpose of US IP law is to
provide incentives to develop further innovations,
or new IP

The mechanism by which these incentives work
generally follows the mechanism employed in the
US system as a whole - namely economic
incentivization

Works not protected or not protectable under an IP
system are said to be in the ‘public domain’ -

other words no one holds any rights in the IP, and
No one can in any way restrict any member of the
public from using that IP in any way they see fit

1

2

Definition of the subject matter to
which the IP law applies

A set of requisites for protection, eg

— What qualities the subject matter must
possess to be protectable

— Who is entitled to assert the IP right

— What procedural steps must be taken to
acquire or retain the 1P rights

A set of (exclusive) rights to exclude
other people from certain activities

A public policy limitation on the
extent of the owner’s inteliectual
property rights

A procedure for determining whether
infringement has occurred

A specification of the remedies
available




IP Legal Context US Software IP System 1

IP protection rests in a sometimes uneasy balance with industry
standards and antitrust regulation

IP Protection

* Reward innovation with exclusive rights to
its exploitation

* Protected by legislative recourse usually
initiated by private litigation

* Uniform policy (aithough complex and
varied implementation)

Industry standards

Antitrust , . .
- * Encourage industry-wide adoption of

* Prevent exploitation of innovation by | common standards in emerging
individual companies to the detriment of | ' ' technologies

com petitors Or consumers

* No direct legislative recourse (about half of

* Protected by legislative recourse usually all standards are established through a
initiated by public litigation voluntary private / government process of
* Uniform policy (although complex and consensus)
varied implementation) : * No uniform policy (approximately 400

all private)
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Definition of Software for IP purposes

US Software IP System 1

In practical terms, ‘software’ consists of source code, object code

and documentation

In the commercial arena, the three components of
software are treated equally in the terms of a
licensee’s usage rights. Software is generally
defined to include all three, and licensee’s rights
refer to ‘software’ rather than individual
components

In general, however, commercial entities selling
pre-packaged software do not provide copies of
source code (with the exception of so-called
‘Open Source’ software). Contractors developing
work for hire do provide source code - this
requirement is usually explicitly addressed by the
parties’ contract

In practice, a commercial entity’s view is typically
that the best IP protection is non-disclosure of
source code. Commercial licenses are
consequently a ‘right to use’; users are prevented
from modifying software by the simple expedient
of not knowing enough about it




Software Legal Framework

Wocrresisr e

US Software IP System 1

Legal protection for software generally takes the form of ‘copyright’,
‘patent’ or ‘trade secret’

* As a'literary work’ or ‘writing’, software is protected by
copyright law. The Copyright Office began accepting source
code listings as copyrightable subject matter in 1964; in
1980, Congress explicitly added ‘machine-readable.
computer programs’ to the Copyright Act

* As a ‘machine’ which ‘processes’, software which is ‘new,
non-obvious and useful’ can be protected by patent.
Software was generally believed not to be patentable until a
landmark Supreme Court judgement in 1981, since which
the number of software patents has begun increasing
steadily

¢ As a ‘compilation of information” which is ‘used in one’s
business’ and ‘provides one with an opportunity for a
competitive advantage’ and also ‘which is maintained as a
secret’, software itself, and / or documentation, and / or
component tools, algorithms, techniques etc, can be held as
trade secrets. Trade secrets are protected by ‘common law’
(ie case-by-case application of general laws, rather than the
more specific ‘statutory law’) at a state level.



Software IP ‘Uniqueness’ : US Software IP System 1

Several unique characteristics of software pose fundamental
challenges to the IP protection system

Unique IP aspects of software

* The cost of software is almost entirely in development, with little or none in production /
replication / distribution, and the barriers to IP abuse that exist in other industries such as
automobiles or aircraft do not exist :

¢ Software combines aspects of a ‘literary work’, where the actual form of expression is important,
and a ‘machine’, where the process employed is important - this means that software is ‘eligible’
for both copyright and patent protection

» However, neither copyright nor patent protection for software keeps all stakeholders happy-a |
substitute generated by a competitor can be sufficiently different not to infringe copyright, and yet
perform the same essential function; a patent defined too broadly can impinge on parts of 5
software performing quite a different function as a whole; a patent defined too narrowly affords
no protection at all

« Software is generally combined from discrete elements put together in new ways - hence IP
protection can be misused to claim that other uses of the elements are infringements

12




Software Copyright Protection US Software IP System 1

| Today copyright is the principal mechanism for protection of
software IP




Software Patent Protection

Software patent protection is gradually increasing

*  Total patents in classes 364 and 395, to which software
patents belong. Note that some non-software {Jatents are also

included in thése figures, although the percen
Source: Software Patent Institute

« 11500 software patents were issued in 1997, and 80000
software patents could be in force by the year 2000 (‘Owning
the Future’, Seth Shulman)

age is not clear

US Software IP System 1

Software can be eligible for either ‘utility
patents’ (processes, improvements, ideas -
but not algorithms alone, which are held to be
‘expressions of laws of nature or science’ - 17
year protection) or ‘design patents’
(appearance, 14 year protection)

In return for public disclosure of his invention,
the owner of a patent can exclude others from
making, using or selling it in the US (or grant a
license to do in return for royalty payments)

In order to receive a patent, a software
invention must be ‘nove!’, have ‘utility’, be
‘non-obvious’, and be properly disclosed

Most debate over software patents centers on
the criterion of ‘non-obviousness’, which is
assessed by the Patent Office which performs
a search for ‘prior art’ (ie inventions and ideas
in existence at the time of the patent which
would have meant that the invention was in
fact obvious to those aware of them)

14




Software Patent Protection

R

US Software IP System 1

However, software protection by patents is highly controversial and
widely held to be detrimental to the software industry

One of the biggest problems with software patents is that the
US Patent Office does not have access to sufficient information
to be able to determine accurately the state of the ‘prior art’

Most software is not patented, but held as trade secrets - ie it is
not disclosed, and hence cannot be reviewed by the Patent
Office; in addition, unlike the chemical, mechanical and
biotechnology fields, the Patent Office does not yet have a
centralized computer database of software patents, although
they are being developed {eg by the Software Patent Institute
and by IBM (the ‘Intellectual Property Network’)}

The software industry is moving so fast, and attracting so much
talent from so many different areas, that establishing whether or
not an invention would have been obvious to anyone is an
almost impossible task

Software is so complex that establishing its purpose, and
perhaps its hidden purpose, can be very difficult for patent
examiners - Richard Stallman, the Open Source champion,
testified at the 1994 Patent Office Silicon Valley hearing that a
colleague of his had won a patent on an 1845 scientific theory
by embedding it in a software program

Those best qualified to establish prior art are often those
accused of infringement - while this is effective in repealing
inaccurate patents, it is costly for the companies affected

The cost of software patents to
the industry

* In 1993 Compton's New Media was
granted 41 patents which enabled them to
claim royalties on virtually all muitimedia
CD-ROMs. After lengthy and expensive
investigation, the patents were overturned

* Accepting that sooner or later they will
face patent infringement claims, many
companies ‘fight back’ by filing for patents
they feel they could ‘trade’ (in cross-
licensing agreements) if they were sued

* Many companies regularly spend millions

defending patent claims

— Adobe spent $4.5m and 3500 man
hours of its principal scientist defending
a 1992 claim

— Autodesk spent $1m defending 17
claims over a period of five years

— American Multi-Systems went out of
business due to loss of customer trust
after a patent suit (which they
ultimately defeated)

* In 1997, IBM used its arsenal of software
patents to secure cross-licensing
agreements with 52 companies




3.

Industry Support for Software IP Protection US Software IP System 1

5

T %

Industry support for both copyright and patent protection for
software is weak, except in certain key areas

Type of software function |Copyright| Patent Both Neither | Respondents E
Source code M | 2% 3% 8% 318
Object code . %9 2% 3% 27% 293
Pseudocode é?% ..... 1% 1% 61% 278
Module design 18% 9% 1% 72% 269 E
Algorithms 9% 12% 1% 79% 303
User interface commands 6% 1% 0% 92% 294 [
lcons 43% 1% 1% 56% 307 |
User interface layout 19% 1% 1% 79% 302
User interface sequences 9% 9% 0% ' 90% 295
Look and feel 5% ) 0% 0% 94% 312
User interface functionality 5% 4% 0% 91% 300
Computer images 1% 0% 18% 3186
{Weighted) Averages 4% 1% 63%

Source: Siggraph, from ‘The Impact of Intellectual Property Rights on US Competitive

Infrastructure’, NCMS 1994 6
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Importance of Non-Disclosur

e
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In practice, protection for software is
disclosure’ as it is of legal protection

A key issue for government contractors is therefore whether or not they are forced to
disclose source code to the government, and whether or not the government will
disclose it to others

US Software IP System 1

as much a function of ‘non-

A literary work, such as a novel, cannot
readily be reproduced by another who
simply reads it, since the production of a
work based on the same idea requires
literary skill equivalent to that of the
original author

However seeing software source code,
and understanding its operation, is often
enough for a skilled programmer to
produce a copy that is sufficiently
different not to risk copyright
infringement litigation, but essentially
‘copies’ the ideas of the original

Hence non-disclosure of source code is
a critical element of software IP
protection

17




IP System Reform . US Software IP System 1

Voices calling for radical reform in the US system of software IP
protectlon are growing louder

e Industry players are :ncreasmgly
complaining that the growth of software
patents is wasting valuable resources that
could be devoted to innovation

« Theorists are denouncing the current
system of IP protection as inadequate for
software, which has characteristics of IP
traditionally protected by both patent and
copyright, but which also comes
dangerously close to ‘fundamental
concepts’ which (according to 1P law)
should be available to all

* The Open Source movement is creating a
new mode! of IP ownership and .
distribution, the eventual impact of which
could be far-reaching (see Section E)

¢ Some view the:openness of government IP
as a threat to US international
competitiveness, enabling foreign
competitors to ‘catch up for free’

18




IP System Future Evolution US Software IP System 1

The US system of IP protection is almost certain to evolve in the near
future, but the direction of evolution is unclear |

* *> + . . . »> — ¢ * -
OPEN- CLOSED-
NESS NESS

MORE OPEN-NESS TODAY
* The amendments to the FOIA » Government-generated IP is open
accidentally mean that contractors may S
have to make source code available to  Private-generated IP is closed, and
competitors (this may or may not be increasingly protected by patents
reversed) MORE CLOSED-NESS

+ Government-funded private-
generated IP is closed ‘enough’ to
enable commercialization

« The growth of the Open Source
movement may encourage government
to provide similar provisions in its
dealings with contractors

« In response to the calils
- for more protection of

. US competitive assets,
the government could

* Government could eliminate software take a more
patents in the way that it decreed that protectionist stance of
its own IP

surgical procedures could not infringe NO CHANGE

atents in 1996 .
patents in « Basically the stance of the Report of the

Working Group on IP Rights ‘IP and the
' NI

+ Although legislative amendments have
been proposed in recent years (eg the
Morella Bill), few have been passed

19
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High-Level Government Policy

US Software IP System

Official government policy at the highest level is that private

contractors retain commercial rights in software developed under
government contract

21




High-Level Government Policy

Government policy is not to directly promote the software industry,

US Software IP System 1

but rather to let the action of the free market exploit software IP

* The US government does not seek to

promote the software US industry, but rather
to enable the software industry to help itself

In general, rights are available to contractors
for software they develop, but they must
proactively ‘claim’ them

In complex situations, the contractors are
able to negotiate up front - so that a fair
rights allocation is agreed before work
commences

Wherever possible, the government is
moving towards ‘COTS’ purchases, for which
it receives only similar rights to any other
buyer; as a monopsonist®, the government
can provide a substantial market for software
products in its own right - but it does not
support failing companies; rather, it
evaluates and purchases the best packages

"The US government does not
have much of a policy of
promoting the software industry,

- or intellectual property in

general”

John Overton, past Chairman of ABA
(American Bar Association) Committee
308 ‘Government Relations to
Copyright’

* A monopsonist is a single, dominant buyer {(a
monopolist is a single dominant seller)

22




Government in the software business

US Software IP System 1

The government cannot hold copyright in works it creates, and all
such works are in the ‘public domain’+

* 'Putting the government in the software business’ by reserving exploitation rights for
the government is considered undesirable

* Since the federal government operates for the benefit of the people, as set out in the
US Constitution, it cannot have a ‘financial’ interest in developmental technologies in
the way that a business or financial institution can (and should) have (the only
exception to this general principle would be when a national security interest requires
protection against improper disclosure of information)

* The federal government cannot hold copyright in any works it develops itself, and all
government works are deemed ‘public domain’. Government can however be
‘assigned’ copyright by the actual author*

* Public domain works are made available to the public through clearing houses such as
the General Services Administration’s ‘Federal Software Exchange Center

~* Government can ask a contractor to sign a ‘work made for hire’ agreement, in which
case the government is deemed the author, and the work would be in the public
domain. A ‘work made for hire’ agreement normally covers:

— a work prepared by an employee within the scope of his or her employment
— ora work specially ordered or commissioned (only under certain specific circumstances)

+ The case has been made that this weakens US international competitiveness, since the IP is
freeh‘_lavaliable to non-US companies as well as to US companies gthe Morella Bill of 1989
sought to allow government agencies to hold copyright, but was defeated in the House).

An author can assign copyright to any third party by written agreement (for example a book
author may assign %opyr%htg ina boo{ to thg prl.%lis%er) J (




IP from Federal Acquisition

S

US Software IP System

IP developed in the course of federal acquisition is governed
primarily by the FAR and DFARS

Intellectual property law provides a ‘default setting’
of rights allocation when software is created

When IP is developed under a contract between
parties, the contract can replace or supplement the
rights policy of intellectual property law

in the case of government acquisition, all contracts
are subject to the policy of the Federal Acquisition
Regulation (FAR), which has the force and effect
of law

- Individual agencies have the authority to adopt

supplementary regulations which can in some
circumstances contradict or change the FAR policy

As far as software IP is concerned, the most
noteworthy supplement is the DFARS (Defense
FAR Supplement), which is quite different from the

| FAR in its treatment of software IP

FAR

Part 27, entitled ‘Patents, Data
and Copyright’ deals specifically
with the acquisition of rights in
software and technical data

Part 52 sets out the standard
contract clauses (to be included in
acquisition contracts) that
implement this policy '

DFARS
DFARS section 227 includes the

-section ‘Rights in Technical Data

and Computer Software’ which
substitutes for FAR 27 in DOD
contracts

DFARS section 252 contains the |
DOD standard contract clauses to |
be used in place of those included }

in the FAR




Agency Software Spend US Software IP System 1

The DOD accounts for about half of government software spend,
with the various civilian agencies making up the remainder

* The FPDC (Federal
Procurement Data Center)
does not gather statistics on
software funded as a by-
product of contracts and
grants ostensibly for different
purposes

* Total government software
spend is actually a much
higher proportion of the $27
billion R&D spend, and of the
some $200 billion total
acquisition spend

* For example, studies of DOD
spend alone found that
software spend was around
$12bn in 1985, and (expected
to be) around $30bn in 1990*

Source; Federal Procurement Data Center

* ‘Comparative Studies in Software Acquisition’, Steven Glaseman, 1988




Government Non-Disclosure

US Software IP System 1

The legal terminology used in FAR and DFARS leaves much room for
debate over the treatment of source code

FAR 27.401 defines computer software to mean
‘computer programs, computer databases and
documentatiory. Government rights to software apply
equally to both programs and documentation. The
term 'source code’ is not used, but since source code
must be either a ‘computer program’ or
‘documentation’, it is implicitly covered.

In DFARS, computer software means ‘computer
programs and computer databases’. ‘Computer

- programs’ are defined in DFARS 227.421 as ‘a series
of instructions or statements in a form acceptable to a
computer, designed to cause the computer to execute
an operation or operations’.

Documentation is defined in DFARS 227.421 as
‘technical data ...". ‘Technical data’ is later defined as
‘recorded information, regardless of the form or
method of recording, of a scientific or technical nature’

L

—)

FAR definitions do not explicitly
distinguish source code, but the
FAR treats rights to all elements of
software in the same way

In DFARS definitions, source code
could be treated as either a '
‘computer pragram’ or as
‘documentation’ (‘technical data’),
and rights treatment - including the
ability to negotiate rights treatment
in individual cases - is consequently
open to interpretation and variation
on a case-by-case basis




Typés of Government Rights

[+ Use the software (FAR and DFARS)

the comp erfor | e

US Software IP System 1

37

Government rights to software purchased or developed using
government funds take one of three forms

5 1he software

» Duplicate it (FAR and DFARS) which it was obtained (FAR and » Duplicate it
¢ Release it (DFARS) DFARS) s Disclose it to support service
s Disclose it (FAR and DFARS) e Use it with a backup computer if the contractors under an NDA*
s Prepare derivative works of it (FAR) first computer becomes inoperable -
¢ Publicly display and perform it (FAR) (FAR and DFARS)
+ Pass the above rights to third parties « Copy it for backup purposes (FAR and
(FAR and DFARS) DFARS)
+ Modify it and combine it with other
software (FAR and DFARS)
+ Disclose it and reproduce it for use by
support service contractors (FAR)
» Use it with a replacement computer
(FAR}
Notes Notes Notes

s Unlimited rights are not the same as
ownership, because they are not
exclusive '

* They are also nct the same as placing
the work in the public domain, since
(whether FAR or DFARS) the
government receives only a subset of
all possible rights

s The government is allowed to use the

software for-its original purpose, and to

use it in further (originally unfareseen)
government work

The government is allowed to use the
software for the purpose for which it was
originally intended only

Government Purpose License Rights
are not explicitly so-named in the FAR,
but are the approximate equivalent of
the rights obtained if a cantractor claims
copyright

Under DFARS, Government Purpose
License Rights are available for
‘technical data’, but not for 'computer
software'

* NDA = Non-Disclosure Agreement

27




Government Rights Obtained

US Software IP System 1

The type of rights the government obtains for software depends on
the sources of funding, funding agency, and individual contract

negotiations
ﬁty)f;‘g::nd:!;ﬁltolf;ﬁ g « No copyright exists in work, and work is 'public domain'
(no rights are attached to the work)
| government funds
By default, government obtains 'Unlimited | « Contractor automatically recsives
Rights' but does not own copyright copyright, in which case govemment
Contractor has option to claim copyright in generally receives 'Restricted Rights' in
Software developed the work. If contractor claims copyright, ‘programs', and 'Government Purpose
by private entity and the government grants it, the License Rights' in 'technical data'

using government
funds

goverhment receives only 'Government
Purpose License Rights'

Copyright is generally sought and granted
Government can request contractor to

Government can append the 'special
works clause' (included in DFARS) to the
contract, in which case the government
vests copyright*, and holds 'Unlimited
Rights'

Software developed
using private funds
('COTS' = Commercial Off
the Shelf}

'assign’ copyright to government

Govemment generally obtains 'Restricted
Rights'

Government can negotiate for greater
rights

Government generally receives
'Restricted Rights' in ‘programs’, and
'Government Purpose License Rights' in
technical data' ;

Government can negotiate greater rights
Government can receive less than the set
of Restricted Rights only by a procedure
of 'permission to deviate' {but procedure
is cumbersome and rarely invoked)

Software developed

using 'mixed funds'
(some commercial parts,
perhaps modified using
government funds; some
government-funded parts)

Government generally obtains rights
equivaient to 'Government Purpose
License Rights'

The 50% point (based on % of total cost) is
generally the threshold for mixed funding
treatment (industry funding below 50%
receives the same treatment as 0%)

No separate treatment

* The government is prevented
by § 105 of the Copyright Act
from vesting a copyright in a
work (ie ‘claiming’ a copyright
in a work) - it is, however,
allowed to own previously-
existing copyrights assigned to
it.

This means that a copyright
supposedly vested by the
government according to the

‘special works’ provision may

not be enforceable in a Court
of Law. o

This legal uncertainty has not
been resolved or tested in the
Courts.

28




Government Rights Obtained US Software IP System 1

| Software developed using mixed funding is generally the most

controversial area, and much uncertainty over rights policy remains

Mixed funding software, which relies on in some fashion software that has already been
written (either commercially-available privately-funded software, or software developed
under a prior government contract, or both) forms an increasingly large proportion of
software developed under government contract

— Software is getting more complicated -

— The introduction of the ‘Modular Contracting’ acquisition strategy in the Information Technology
Management Reform Act of 1996 is a direct encouragement for contracting officers

Contractors using software they intend to sell commercially must be very careful in their
usage of the software, and in their contract negotiations, to preserve the restricted rights

that would pertain to the commercial software in its unmodified form

— The DFARS provides that commercial software procured from a third party is safe - ‘those
portions of the derivative software incorporating restricted rights software are subject to the
same restricted rights’ (227.471)

— The DFARS states that ‘only that portion of the resulting product in which the original product is
recognizable’ (227.481) will be eligible for restricted rights. This means that for example

‘modular additions’ to source code wouid leave the original code intact, and hence recognizable.

Line changes, however, would be subject to (arbitrary) judgement.

— Negotiation in defense contracts is only possible over technical data rights (which cover
documentation, but not necessarily source code)

— The FAR requires that when the commercial software costs less than 50% of the total, it will
receive the same treatment as the software under development. This cost assessment is often
very difficult to make, and consequently somewhat arbitrary. In practice, however, the
commercial contractor generally retains copyright, in which case the government receives
government purpose rights in the entirety of the software project

— Negotiation is however possible in every instance - it is expressly permitted by FAR 27.404

29



Universities power balance US Software IP System 1

Universities, historically the largest recipients of federal funds and
generators of IP, hold a significant balance of power in IP rights
negotiations with the government

« The concept of the ‘free market’ goes beyond the economic value of ideas: it defines the
roles and relationships of all the stakeholders in the system of research and idea
production

» For example, universities, who receive a large proportion of the total Federal funding for
research and development, and generate a large proportion of the US’s ‘new’ IP, are
powerful and important stakehoiders: university policies, as much as government policy
determine the eventual fate of IP
— The University of California*, in its ‘Contract and Grant Manual’ states that ‘the publication policy

requires that, with limited exceptions, the University will undertake research or studies only if the

scientific results can be published or otherwise promptly disseminated ... the University, in
general, must own the research results created under sponsored research agreements’

» Historically, the power and proactive use of IP by universities has meant that their
policies have had as much of a role in shaping US policy (including government
regulations) as government has itself

*  The University of California comprises 9 campuses, 5 medical schools, 3 law schools, manages
3 GOCO national laboratories, and wields an $11bn budget

30




Government non-disclosure

US S

Government is bound by the FOIA to disclose federally-funded

information to the public, but often avoids the issue by not requiring
contractors to disclose the information to it in the first place

Under the Freedom of Information Act (FOIA), the Government is required to disclose
certain information to any member of the public that requests it, barring certain
exceptions in the interests of national security®

This mechanism can be used by companies to obtain copies of any data* (software)
supplied to federal agencies under federal contract, as well as any data produced by
federal employees (regardiess of who owns the ‘copyright’)

In the tradition of ‘prevention is better than cure’, therefore, one of the key mechanisms

for protecting software and other data is simply for a contractor not to disclose the

entirety of the data to the Government sponsoring agency

A 1995 study of a number of DARPA project recipients found that DARPA’s flexibility in

not requiring exhaustive copies of data was key to their subsequent commercial use*

o the DOD re ularB/ d)osts and then pulls data from its website - the most recent example was in September
1998, when'the DOD removed detailed architectural blueprints of the Global Command and Control system

software is considered data for the purposes of IP legislation, except when explicitly defined otherwise
+ ‘Participant views of Advanced Research Agency Other Transactions’, 1995, Institute for Defense Analyses

*
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Government non-disclosure policy change Us Software IP System 1

The government, perhaps unmtentlonally, is currently embr0|led ina
controversy concerning new 1998 legislation to open federally-
funded research data

A rider in the Fiscal Year 1998 Omnibus Appropriations Act, passed in 1998, requires the Office of
Management and Budget to modify Circular A-110* to state that ‘data related to published research
findings’ will now be covered by the Freedom of Information Act (FOIA), and consequently must be
made available to requests from members of government or the public

The OMB published its proposed revisions on February 4th 1999, but is accepting public comments
until April 5th; the issue has raised widespread concern, and has been taken up by numerous interest
groups for the scientific community, in particular the AAAS*

The revisions would affect non-profits (including most universities) engaged in grant-funded or
cooperative research projects, but not private contractors

The original intention of the rider was entirely well-meaning - to enable beneficial public access to
government data which was originally intended for public benefit. For example, if the government
conducts a survey of nursing homes or banking facilities, then (the theory goes) that raw data should
be made directly available to the public to inform their choices

As yet, the OMB has not explicitly defined ‘data’, and much concern centers both on what may be
included in this definition (such as software source code), as well as the possible abuse of the
provision by ‘interested parties’ to obtain valuable research data for free, and the consequent possible
negative effect on government - industry partnerships

*  Uniform Administrative Requirements for Grants and Agreements with Institutions of Higher Education, Hospitals, and
Other Non-Profit Qrganizations. OMB Circulars are executive branch implementations of legislation intended to provide
implementation guidelines for federal agencies usually for a period of two years

+ American Association for the Advancement of Science, the warld’s largest interdisciplinary federation cf scientists
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Government-funded software
R

US Software IP System 1

Government research has made a vital contribution in particular to

the development of protocols and software sub-components, many
of which play a role in industry end-user applications today

Government research has been directly
involved in few of the key software markets
today (personal computer operating systems,
personal computer productivity applications,
databases, cryptography, enterprise resource
applications)

However the primary reason for this is that
commercial products such as these play a
relatively small role in research, and conversely
the programs that are most useful in research
are unlikely to find mass markets (such as
weather simulators, astronomical orbit
calculators, atomic particle simulators etc)

The two key areas of overlap are:

— algorithms, subroutines, sub-components,
protocols, programming languages - ie the
‘building blocks’ of almost all software

— cenain specific applications which have
managed to find wider applications (see
chart on right)

Application area

Role of government IP

Data analysis

* Work on pattern recognition by
eg CIA, NSA, FBl has led to a
variety of data collection and
analysis tocls - databases, data
warehousing, data mining,
personalizaticn

Design automation

» Many CAD/ CAM/ CAE tools
emerged as a byproduct of
aerospace development

Internet protoéols and
toois

* Some direct contributions (eg
Telnet, Gopher)

* Many indirect contributions (eg
Mosaic, Yahoo, Inktomi}

Mobile / wireless

* Ad-hoc networking, spread
spectrum, GPS

Operating systems

* Some Real Time Operating
Systems (eg VxWorks)
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Government-funded software applications

US Software IP System 1

Government funding has played an even more significant role in the
many software applications in use in the high-performance
computing and academic world

Many hundreds of application-specific
software programs are in use in the
academic community - a few key
examples of which are shown in the
chart on the right ~

The majority of them were produced
in the course of prior research, often
as by-products to the specific aims of
other research products

The copyright in the software was
generally held by the university at
time of production (irrespective of the
source of funds - most of which came
from Government sources)

The universities then often assigned
the copyright to a commercial entity
(often formed by the author) in return
for rights to use and distribute the

software internally

Astronomy, Astrophysics and
Cosmology

AlPS++, AlPSview, COSMICS, CACTUS,
KRONOS, MIRIAD, TITAN, ZEUS-2D, ZEUS-3D

Chemical Engineering

ASCEND IV, Aspen Plus, Aspen
Dynamics/Custom Modeler, gPROMS, SpeedUp

Computational Chemistry

ADF, AMBER, CADPAC, CASTEP, CERIUS2,
CHARMM (Harvard), CHARMm (MSI), CRYSTAL
95, DISCOVER, DMOL3, FAST STRUCTURE,
GAMESS, GAUSSIAN94, GAUSSIAN 98, Insight
Il, Jaguar, MacroModel, MOLCAS, MOLPRO,
NWCHEM, Q-Chem, UHBD

Computational Fluid
Dynamics

FIDAP, CFX, FLUENT, FLUENT-UNS, Nekton,
RAMPANT, STAR-CD, STAR-HPC

Database Visualization

AVS Express, SGI MineSet, Visible Decisions
Discovery

Knowledge Discovery

Clementine, DB Intellect

Mathematics / Statistics

AXIOM, BLACS, BLAS, Complib, DAGH, FFT
library, FFTW, IMSL Fortran library, LAPACK,
MATLAB, Mathematica, NAG Mark 17, SMP,
PARPACK, PETSc, PINEAPL, PLAPACK, SAS,
ScalAPACK, SCSL, S-PLUS, SPRNG

Structural / Solid Dynamics

ABAQUS, ANSYS, LS-DYNA3D 936, LS-INGRID,
LS-NIKE3D, LS-TAURUS, MSC-NASTRAN 69,
PDE2D, Spectrum

Visualization and Graphics

AVS, EnSight, FieldView, IDL, NCAR Graphics,
TecPlot




Other measures of success , | US Software IP System 1

Given that much of the government’s research funding is for
purposes a long way from commercialization, emergence of the

commercial software industry is only one measure of the ‘success’
of government R&D |

* Only about 54% (1999) of the total federal
R&D spend is on ‘development’, or
research close to commercialization - the
rest is not likely to generate any direct
commercial return '

* Although R&D represents only about 16%
of total government procurement {about
$198bn in 1996), a large proportion of
software simply ‘acquired’ rather than
created for research purposes is ‘COTS’

* Hence the ‘success’ of the government's
software purchasing cannot be measured
simply in terms of direct contribution to
industry - in addition, measures such as the
US’s intellectual lead, the number of
academic papers or citations, and the

number of trained human resources must

also be considered




Technology transfer US Software IP System || 1

A number of mechanisms of transfer to industry of research
generated in government labs exist, some more direct than others

* Inthe late 1970s, the view that government-
produced technology (primarily in the
GOGO national labs) was not being
adequately commercialized gained some
support

* The prevailing opinion was that the reason
for this was that IP policy was open - since
everyone could access the technology,
there was little incentive for one company to
exploit it since competition could easily
follow \

* However, believing that this IP approach
was fundamentally correct, the government
sought to encourage technology transfer by
specifically addressing it in legislation,
rather than by reducing or changing the IP
policy

* Bayh-Dole (1980, PL 96-517), Stevenson-
Wydler (1980, PL 96-480), the Cooperative
Research Act (1984, PL 98-462), Federal
Technology Transfer Act (1986, PL 99-502)
were all created with this objective foremost
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Technology transfer through people US Software IP System 1

Many commercial successes have derived from transfer of people
rather than specific transfer of technology

» One of the major impacts of federal funding
for R&D is to provide a training ground for
leading-edge software engineers

» This objective is explicitly addressed in the
presidential budget for R&D, and in practical
terms the majority of software engineers
based in the US working for leading software
companies were trained at US universities

¢ Hence although many of the software
projects underway at universities (and other
spenders of federal funds) may never see
commercial application, the IP is
nevertheless transferred indirectly to the
- private sector

* |n addition there are several well known
cases in which valuable IP has been
transferred along with the individual into the
private sector - not always with the blessing
of the host institution, however!
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ftware IP System 1

Example - web browsers | UsS So

o

The Mosaic / Spyglass / Netscape story illustrates the interplay of IP
policy and different transfer mechanisms of IP to industry

Original Mosaic code written
by group of NCSA students

Spyglass re-licenses

including Mark Andreescn. * Mosaic ?Odef o over 100 Sp;;gllass de\gelggs;ts D:v "
NCSA holds copyright companies, including o tho Mocare aodo e o
i s am—— Microsoft begins to ‘focus on eventually becomes the
Spyglass formed by the internet’ and develops ~ Spyglass embedded
University of Ilinois / NCSA Explorer based on ideas taken E | browser
students to sell visual data Spyglass becomes from Spyglass Mosaic, but
analysis software : sole commercial rewritten from scratch
developed at and ficensed licensee of original
from NCSA to other NCSA Mosaic source Spval Microsoft releases
universities -code and develops Pygrass Explorer and
e . rem—— - | commercial version goes “ P " ;
, public browser wars” begin

1980 1992 1996 T 1998
‘Netscape Netscape goes E
Mosaic authors leave NCSA and form releases public (summerg6)

Netscape with Jim Clark's financial Navigator
backing, rewriting the Mosaic code {Oct94)
from scratch to avoid infringing NCSA
copyright (spring94) ‘
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Future success stories? US Software IP System 1

Certain research programs currently in existence could potentially
have a significant future impact

to refer to the idea of ‘spontaneity’ or ‘getting on with it’ 40
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Open Source US Software IP System 1

The Open Source movement is gradually gaining strength




Open Source
A

US Software IP System 1

Open Source is both a symptom and a cause of the gradual shift of
parts of the software industry to a service-based business model

Companies are making money directly from
Open Source software by selling service
contracts, including for example software
upgrades and support

The same trend is in evidence in commercial
software companies - Oracle is hoping to
gain 50% of its revenues from ‘service’ by
2000, and Microsoft is debating the idea of
renting its software*

Many other familiar software applications and
even hardware devices are gradually
becoming services as network bandwidths
increase (see table opposite)

In a service-based world, there is no

particular reason notto release *inthe r;antal TIOdetl{ Microsoft would ;;rovide the soﬂWﬁre and upgrades for a
- A monthly fee rather than a one-time up-front payment. This is in effect
the s.ource code - providing the indistinguishable from the ‘service’ model of eg Red Hat. Some would argue,
service adds real user value on however, Lhat the reaso?] R?_d Hat can make frnondeP/ from th'lsfmode! when the '
- source code is open is that Linux is not user-friendly enough for anyone to insta
top of the software itself and use it without support; if Windows were freely available, a much higher
proportion of users would be capable of using the code without a service
contract from Microsoft 43




Open Source US Software IP System 1

The legal ramifications of Open Source are significant, and |f the
movement continues to grow are likely to affect government
treatment of software IP

Most Open Source software is protected by some variant of the GPL (GNU Public License)
invented by Richard Stallman, which stipulates the terms under which the source code of
modified versions must be made available, and specifies that any program which includes
other GPL code must itself be made available under GPL. -

This effectively maintains the ‘spirit’ of copyright as it applies to software:
~ acompany is free to try to sell the software, but would only succeed in selllng to users
unaware the software could be obtained freely
~ acompany is free to sell the software with added service value on top, and several companies,
although small, have proved that this is a viable business proposition

~ acompany is free to modify the software, but not to then sell the software as proprietary,
closed code - rather, they must use one of the above two modeis

Open Source therefore presents a fundamental choice: sell proprietary software, or sell open
software plus (proprietary) added value. /f a business can be made around either model, then
the second (Open Source) choice is better, since it contributes more to ‘human knowledge’,
and it may well lead to better software

Since much government software is in the same category as the software at the center of the
Open Source debate (software ‘infrastructure’ such as operating systems, tools and routines),
the government may well embrace Open Source once it believes that a sufficient body of
evidence exists to show that viable businesses can be made around Open Source
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The US system of federally funded software IP




Summary Eight key questions 2

Has government’s historically open IP policy benefited the US software
industry? |

What is the basic philosophy underlying treafment of the three
stakeholders - government, recipients of government funds, and actual
(individual) authors?

Since software is rarely built from scratch, what in practice does
‘'software’ mean? When new software uses previously existing
copyrighted software, what happens to the copyright holder?

Is the industry ‘open source’ movement affecting government software
IP policy?

How has the US government dealt with the handling of IP generated by
multiple parties?

In particular for software, how has the government dealt with multiple-
party IP? |

As in Japan, does the US government require source code to be
delivered to it?

Does the US consider software that does not get commercialized a
waste of taxpayer funds?
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1 I-'I1as overnment’sgistorically open IP policy benefited
t in ‘

y — s — — s

Eight key questions 2

he US software industry has benefited greatly from federally-funded

software - but only in part because of the US’s open IP policy
* In general, US government IP policy can certainly be said to be open
— Software developed by government empioyees or as ‘work for hire’ is public domain
— Government generally only obtains limited rights in work developed by contractors
- Government is generally flexible about not requiring contractors to disclose source code

» Government-funded research has led to numerous benefits for industry

- Government research has led to the development of many basic algorithms, protocols and sub-
components which play a role in industry end-user applications today

— Given the ‘fundamental’ nature of much US research (ie its distance from commercial
- application), the US record in achieving commercial use for its software is quite high

— In addition, however, government has provided a valuable ‘training ground’ for many engineers

» Although government IP policy has not always been an active agent in every success
story of private sector IP commercialization, however, government has provided a
framework under which IP commercialization would not be prevented

— Many of the research results in use in industry today did not arrive in industry specifically
because of government IP policy, but rather through transfer of people

» In addition, since 1980 the government has made active attempts to try to commercialize
government-funded technology

— Bayh-Dole (1980, PL 96-517), Stevenson-Wydler (1980, PL 96-480), the Cooperative Research

Act (1984, PL 98-462), Federal Technology Transfer Act (1986, PL 99-502) were all created with
this objective foremost
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2 What is the basic philosophy underlying treatment of the
three stakeholders - government, recipients of
government funds, and actual (individual) authors?

Eight key questions 2

Government policy influences the relationship between government
and contractor, but the relationship between contractor and author is

generally decided by IP legislation

* Government-generated IP is public domain

* Ingeneral, contractor-generated IP is owned by
the contractor; however, government generally
receives limited rights, which enable government
to use the IP for its original purpose, and to use it
in future contracts

* The treatment of the actual author depends on
the author’s contractual relationship with his
employer. Typically the author would be either

+ acompany employee (in which case the employer
owns the IP)

& a subcontractor (in which case ownership would be
determined by contract)

- &« an academic researcher (in which case the author
would generally own certain rights in the IP, and the
university would also retain some rights)

» Relationshi erned by
FAR/ DFABéJ

s General principle is that
slIP

* Relationship governed by
Copyright Act and contractor's IP
policy

* In general private companies take

rights under the ‘work tor hire'

rule; universities grant rights to
individuals in order to promote
scholarship (eg publication)
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3 Since software is rarely built from scratch, what in

practice does ‘software’ mean? When new software uses
previously existinglcop'yrighted software, what happens
t i o

Eight key questions 2

Treatment of IP generated in ‘mixed funding’ contracts is still a gray
area, with many possible scenarios and case-by-case negotiation

» When software developed previously by a contractor and sold commercially is used in
developing new software, but in an unmodified form, government generally obtains
‘restricted rights’, which effectively allow the government to use the software for the
original purpose, and to enable future contractors to use it

e Under the DFARS, if the commercial software is actually modified in preparation of the
new software, however, government would obtain the same rights in it as it would in
the software as a whole (by default, these rights would be ‘unlimited rights’); under the
FAR, if the commercial software accounts for less than 50% of the total software ‘cost’,
it would receive the same treatment as the software as a whole

» However in practice, when a contractor claims copyright in a work, the government
only receives limited rights: under the FAR, the contractor has the right to claim
copyright with government approval; under the DFARS, the contractor automatically
receives copyright -

 |n all situations, within this broad framework, the actual IP treatment would be
determined on a case-by-case basis. Both the FAR and DFARS contain provisions
which enable the specific rights treatment in a particular instance to be modified as
appropriate




4 s the industry ‘open source’ movement affecting
t software IP policy?

Government IP policy has not yet been affected by the Open Source

movement, although through its recent amendment to the FOIA the
government may have unwittingly formed an open source policy!

 Government IP policy does not yet reflect the industry Open Source movement, and
no immediate policy changes are being considered

* However, if the Open Source movement continues to gain support, it will almost
certainly eventually impact government policy
— The kind of software developed under government contract overlaps strongly the kind of
software being released using the Open Source model

— Providing a ‘business’ can be made around Open Source, Open Source is a ‘better model in a
large sense, since it contributes more directly to the availability of knowledge, and it can result
in better software

— Again providing a business can be made around Open Source, the |IP protection used (the
GNU public license) provides a better form of protection than copyright or patents

* Through its 1998 amendment to the FOIA, the government may have instituted a
policy by which contractors will have to surrender source code to competitors who ask
to see it

» |f this were accidental, and government chooses to reverse this policy, then
government will have choose between reverting to the more restrictive policy (source
code non-disclosure) and potentially moving to a more open, Open Source-like policy

Eight key questions 2




5 How has ctlh: US u?c_wlernme_nt gealt with the handling of IP

Eight key questions 2

Handling of rights generated by multiple parties is in practice a
relatively straightforward issue, with industry generally the winner

* ‘Multiple party’ relationships generally take two forms: cooperative development
agreements (CRADAs), and contractor / subcontractor relationships

* Inthe case of a CRADA, IP policy is determined on a case-by-case basis, and set out
explicitly in the contract. In a CRADA, the government does not directly provide funds
to the industry partner (rather, the government’s contribution is in the form of federal
research personnel time and facilities), and so the contract is not governed by the
FAR™* and its cumbersome requirements. In practice this means that government has
great flexibility to negotiate rights sharing agreements

* In contractor / subcontractor situations, one contractort takes the role of ‘prime |
contractor’ and is the holder of the contract with the government. It is this contract that
determines the rights the contractor will hold, and the rights the government will hold.
Separately, the contractor forms normal industry contracts with its subcontractor(s)
detailing how rights will be shared. Generally subcontractors retain copyright in their
work, passing restricted rights to the prime contractor.

* Instead it is addressed by the Stevenson-Wydler Technology Innovation Act of 1980 as amended
by the National Institute of Standards and Technology Authorization Act for fiscal year 1989

+ In acquisition situations, multiple contractors cannot become prime contractor. In various grant
situations (such as the ATP) and CRADAs, multiple parties can form direct contracts with
government. In this situation the CRADA approach is used to IP rights management (grants are
not covered by the FAR, but by specific Acts) 52
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6 In particular for software, how has the government dealt - ‘ -
with multiple-party IP? Eight key questions 2

Software generated by multiple parties follows the same pattern as
other forms of multiple-party IP, although occasionally problems can
emerge when commercial software is modified by subcontractors

* Software can be generated by multiple parties in three situations: CRADAS, contractor
/ subcontractor relationships, and contractor purchase of COTS (Commercial Off The
Shelf) software

. With CRADAs, software rights distribution are negotiated on a case-by-case basis and
generally rights remain with industry

* In a contractor / subcontractor relationship, the rights distribution is as described in
answer to question 6. However, occasionally confusion can arise when the rights
passed by the subcontractor to the contractor are less than those negotiated by the
prime contractor with government. In practice these cases are relatively rare, and are
solved by arbitration

* Purchase of COTS software confers restricted rights on its purchaser as a general
commercial rule. Even were the contractor to modify the software under special ,
agreement with its original developer, however, the government would still only receive
restricted rights (the rules concerning modification of commercial software only

- affected commercial software modified by its original developer)
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7 As in Japan, does the US government require source - -
code to Ee delivered to it?g Eight key questions 2

The government is generally flexible with regard to delivery of source
code, and in many cases does not require its disclosure

* Generally speaking, whatever package of rights the government obtains (unlimited,
restricted or government purpose), the government is entitled” to obtain source code,
since the government has the right to pass the software to a future contractor, and in
practice this can only be done if the government holds the source code

* Under the FOIA, however, the government can be forced to disclose any data in its
possession in response to a reasonable request, providing that disclosure would not
constitute a threat to national security. Hence if the government received source code,
it could be required to pass it to the public :

* Since disclosure of software is in many cases tantamount to removal of intellectual
property protection, the government generaily does not require source code except in
cases where there is a certain need for future modification of the source code either by
government itself or by future contractors

« Since software is often either a means to an end in the actual research conducted, or
intended for its operating purpose only rather than to be modified, the government
does not require source code in the majority of cases

* Since neither the FAR nor the DFARS actually use the term source code, however, there is no formal legal basis
for entitlement. Instead the entitlement rests on the fact that since in certain situations software is incomplete
without source code (such as when the purchaser knows in advance that he will at a later date wish to modify the
source code) a contractor could be said to be in default of contract if he did not provide it. However, in practice,
establishing this condition would only be possible in situations where the source code was actually necessary to
the government, and so the need for the legal definition does not directly arise.
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8 Does the US consider software that does not get
mmercialized a waste of taxpayer funds?

Eight key questions 2

~ Software funded by government generally pays for itself when it is
acquired, so although there may be an opportunity loss if it is not

commercialized, there is no waste of taxpayer funds

* Software is funded by government through three mechanisms - contracts (about 60%),
grants (about 30%) and cooperative agreements (about 10%) - and under each
mechanism, projects can be ‘successful’ without necessarily achieving commercial
success

— Under a contract, a recipient aims to satisfy a government need or solve a problem in a way
directed by government. In this situation, the contractor is conducting a business transaction with
the government, and consequently his ‘budget’ includes an allowance for his profit. Government
solves its immediate need, and the contractor makes a profit - consequently even if there is no
further commercialization, the transaction is a success. Commercialization of the result is
therefore a ‘bonus’

— Under a grant, money is ‘granted’ to a recipient specifically in order to aid the recipient in some
way. An example would be the ATP - government specifically aims to assist the recipient with
research leading to a commercial product. In this situation, the project is a failure if a commercial
result is not achieved. This would certainly be a waste of taxpayer funds, but more importantly it
would mean that the vehicle - eg the ATP - was failing, leading eventually to its abandonment

— Cooperative agreements are generally formed to conduct research likely to be of benefit both to
government (in generating knowledge) and to industry (in leading to commercial profits). |P
policy is therefore difficult to mange, but the project could be deemed a success (and a valid use
of taxpayer funds) if it were to succeed in meeting either party’s needs

return on government-funded technology. Rather than modify IP policy, the _
government responded with several Acts which provide mechanisms and incentives for
increased technology transfer

* Historically, in the late 1970s, the government was encoura?fd to achieve a greater
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Reasons for success Conclusions and implications 3

The US system of IP management has been successful as a result of
a number of interrelated factors

* IP policy with regard to IP developed by contractors is open (in that contractors retain IP)
but protective (in that those contractors have the rights to exploit their IP)

* IP developed by federal employees is ‘public domain’, which has historically acted as a
disincentive to commercialization. However realizing this, the government has enacted a
number of technology transfer mechanisms and incentives

* The flexibility is provided in the regulations such that complex rights management issues
can be handled by case-by-case negotiations, which are held up front before contracts
are signed. Consequently if rights issues could not be resolved amicably, generally
contracts would not be signed*

* Parallel with government policy, US universities are increasingly being run as
businesses managed for a profit; they too are increasingly looking for returns on their IP.
Hence universities’ proactive approach has been the direct cause of commercial results,
but this has been facilitated by government's policy of letting universities keep IP

* Of course, sometimes the most beneficial IP to emerge from a project cannot be
foreseen at the start. However, it is in practice rare that multiple parties would have a
claim to such ‘unexpected IP’, and so the original agreement would prevail
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Current threats : Conclusions and implications 3

The concept of software IP protet:tion is now facing a fundamental
challenge, however, which may begin to undermine government’s
historically open policy

* The software industry is currently facing the so-called ‘patent time bomb’:
- The number and reach of software patents issued is rising gradually

— Since software is not usually ‘new’, but rather a combination of existing units, the scope f0r
producing software without mfrmgmg existing patents is gradually diminishing

~ The response of large companies is to develop huge ‘patent libraries’ that they can use as
weapons for cross-licensing agreements

— The net effect, however, is divert the time and resources of all companies away from innovation;
in time, smaller players who cannot afford the enormous royalty fees they may be required to
pay may be excluded entirely

» Software patents could soon begln to impede commermahzanon pOSSIbI|I'[IeS from
government-funded development -

— A contractor develops new software for the government, relying on a number of existing
patented components, for which royalties must be paid to the owners :

— The contractor receives copyright in the completed work, and believing there is a commercial
market, starts to sell the software

— When sales of the software start to pick up, however, the owner of thé original patents writes
from scratch software with the same functionality and begins to sell it _

— Copyright is not infringed, because the work was written from scratch. Since the patent holder
does not need to pay royalties, his costs are lower, and he can outprice the contractor




Future movements

Government’s response may be to further entrench the historical
‘protectionist’ approach, but it is also possible government will
embrace ideais closer to those of the Open Source movement

Conclusions and implications 3

* The government will likely act to resolve the software patent issue relatively soon, as
industry complaints are growing louder

* The government has several possible policy options, but three in particular stand out:
~ Abolish patents for software -

— Protect federal contractors, perhaps by creating special arrangements such that contractors
commercializing federally-funded software are exempt from patent royalties

— Begin to promote and encourage contractors to make money from service rather than from selling
software alone (the Open Source model)

* Of these three main options, the most likely are patent abolition for software and a move
of some sort towards the Open Source model B

* The determinant will probably be timing - it is still too early to be certain that Open
Source is of benefit to industry, and consequently that it would be ‘a good thing’ to open
up government-funded IP. Additionally there is a danger that if ‘software as service’
companies begin to emerge, they could offer service packages based around open
source software developed by others (such as contractors) readily - stealing the market
from the actual developers
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coTs

CRADA
DFARS

FAR
FOIA
P
NDA
OFFP

Commercial Off The Shelf

Cooperative Research and
Development Agreement

- Defense Federal Acquisition

Regulations Supplement
Federal Acquisition Regulation
Freedom of Information Act
Intellectual Property

Non-Disclosure Agreement

Office of Federal Procurement
Policy
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