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SECURITY DIFFERENCES

Errors

* Few unsoived probiems
» Single, isolated act

e One person

* Simpla motive

e Obvious sources

* Minimum skills at issue
s Loss limits

s No premeditation

s High incidence

¢ Adequately documanted
* Checklist applicable

¢ Incremental safleguarding
s Safeguards are safe

Intentional Acls

+* Many unsolved problems

» Complex

* Frequent coltusion

* Complex motive

< Obscure sources

s Maximum skills at issue

* Large, undetected losses

¢ Fear of unanticipated detection
* Low incidence

¢ Liltle adequate documentation
* Game strategy

= Weakest link

* Saleguards attacked
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- 5t Scope of security

across all assels
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SAFEGUARD EXAMPLE

Password access control in an on-line, multiaccess system

Accident Prevention

instali minimal length, conveniently remembered password
access system
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SAFEGUARD EXAMPLE

Password access control in an on-ling, multiaccess system

Intentional Act Prevention

. Nonvisible password use

o b WK =

. Sufficient password length to eliminate guessing
. Random password generation and assignment

. Password hoiders’ indoctrination
. Safe passward administration {least privilege, frequent

changes, separation of duties, accountabllity, vetting)




INTENTIONAL ACT PREVENTION

6. Tolal internal encryption and validation in encrypted form
7. Password input time delays, time outs, attempt limits
8. Password use journaling, analyzing, exception reporting,

testing and auditing

9. System alttack or failure contingency planning

10. Impose violator sanctions
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CHIME SPECTRUM

¢ High incidence * Low incidence
¢ Low Loss/case » High joss/case
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« Operalional people = Tethnalogists
*-Real-time acls * Trajan harse, salami,
s Data giddling logic bumbd melhods
+» Enemy:
Qrganized crime
Political advgeates
Fareign powers
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» Computers cannoi be sufliciently secure using
technical controls relative 1o
— Size of assets stored
— Skills, knowiedge and access of
the enemy
» We must compensale with managament;
operational, persannel and physical access
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WHQC IS THE ENEMY?

Ideal emp!oyeeS

Amateur white collar crooks

Ceonvinced they aren't crooks,

Solving unshareable problems

In positions of trust

Overqualified

Mativated by challenge and game playing
Yaung

Wouldn't harm people

Oniy doing what others do

-Need assistance of others

Fear unanticipated exposure
Anticipale auditars and beat them
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OCCUPATIONS RANKED BY

ASSETS EXPOSURE
(Idealized access controls .are assumed)

Greatast Risk
EDP auditor, sacurity afficer

Great Risk
Computer operalor, data entry and update
ciark, operalions manager, syslems
programmer
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OCCUPATIONS RANKED BY
ASSETS EXPOSURE

Moderate Risk
Computer system enginger, programming manager

Limited Risk
Appiication programmer, data base administrator, tape
liprarian, vaer programmer, transaction and data antry
aperator

Low Risk

Terminal engineer, user tape librarlan
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DETERRENT AND CONFRONTATION
SECURITY

Establish information Policy
TOP
>

Establish Security Policy

DOWN
PROCEDURES

Establish code of conduct
"Know the rutes”
Indoctrinate employees

Provide personal assistance

Know your tosses

Sensitize line management
"Know your employees”

Vet employees

Support good iegislation

Know other's losses
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MANAGEMENT CHECKLIST

BASIS FOR COMPUTER SECURITY
BASIS FOR COMPUTER SECURITY

1 Assign management responsibility

2 Perform a complete security review periodically
and at key times

3 Update security reviews in changed
environments

4 Assure adequacy of controis and auditability in

new and modified applications, procedures and

acquisitions

Assure the trustworthiness of employees

consistent with their posilions of trust

Establish and periodically test contingency

recavery plans

Report upward all losses and actions taken
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REMEMBER

. Security is a "people” problem.

. Compulers are not adequately technicaliy secure.

. Securlty musl deal with twa problems: eccidantal, intentional.

. Qur problem is information sacurity. not just camputer
security.

5. Be wary ol checklists.
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REMEMBER
B8, We must play the enemies’ game by his rvles {lank, tank,
tank).

7. The Maginol Lina Syndroms

8. Nonshareabla prodlems, not opporlunily, mativate
wrongraers

9. Those who ignare Rislory must relive it
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COMBQONENTS OF

ELEMENTS CONSTITUANT L'EMPLO! INFORMATIONNEL

INFORMATION OCCUPATIONSE AS % OQF "ECONOMICALLY ACTIVE"

FIGURE I

INFORMATION OCCUPATIONS AS %
OF ALL ECONOMICALLY ACTIVE SINCE 1250
EMPLOIS INFORMATIONNELS EN % DE L'CREEMBLE
DE LA POPULATION ACTIVE BEPUIS 1850

fEHEBRA~D 4 %7 b
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20 b US4,
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5 b=
ol ! 1 L1 I IS !

1950

1954 1955
TABLE 1II

1950 1962 1955 18681970 1€75

TIME

INFORMATICM LABOR !N % OF ECONOMICALLY ACTIVE

EN % DE LA POPULATION ACTIVE

Coumry '
and Austriz Canada France Iapan Swedgen United United Wasl
Time Kingdan Siotes Gennany
1971 193 1071 F1e54 1975 | (960 19¥§ | 1860 1978 | 1951 14N 1650 1970 | 1en0 1976
Companenls
INFORKATION - B - B
PRODUCERS A 44 LR 35 12 21 45 &5 48 kX Lo S.0 1.2 a2 52
Q.4 2 M 13 a, 1 4 [£X7} 0.5 1.4 1.3 2.1
1g 2 a1 J:] 2 4q 5
za ! if a0 k] 1.4 0.5 iz 1.1 1.6 1y 7
Intormalion quthcrers .2 () i) .3 05 [ nsc nze N 02 1.0 09 03 03
Mao:ter soaech and ep-
ardwalion saccaists | 33| e mrloer aegove 2e | a5 oze | 13 12| a5 20t e s
INFORMATION I
PHOCESSC')F.S 145 20 252 134 198 | 123, 206 170 1B 183 235 | 212 265
6.3 GO 23 4.4 31 a5 4% 6.8 BG B
—I,———-‘———u-»l«»—l— 55 1 104 ¢ 122
raroy: el il .
Miufvfsi’r}!" ' ‘ ! 15 32 fnge nec | G623 | 32 ar | 14 e
Claced ornd relater] a4 ay 126 5 2.4 0.0 1B2 10 104 06 532 1.2 1G.4
INFOARIATION v . ’ -
BISTRHLUTORS 24 25 4.7 1.9 29 1.5 24 25 4.2 20 a2 23 a0 1.2 2.8
Zeluciinrs 23 21 39 [N 18 22 23 390 17 2y z1 3B
Commueaiion ot ) e« 08} 03 ozd o1 0z | oz o0a] 03 03| 02 02
kel iy 27 | 22 24 14 mr | as 2| 30 a1 | 25 38| 22 3¢ 29 a4z
Infarmation machire o ] '
NOTkRrS i L] A f o6 oF 16 14 1:3 tA 1423 w23
F“;‘l:'":_'.‘,'fo:\"""“m' 8] 14 1| es 1a| oa or| 26 22| w1 a5 | 12z an
TOTAL iNFORMATION 2721 282 320§ 223 N2 178 295 | 259 345 | 287 58 7 A 187 342
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INVENTORY OF INFORMATION CCCUPATIONS

TABLE IB

The table below presents an inventory of "information oce-
cupations" with their associated 1.5.C.0. code numbers at the

funit group" level.

I. INFORMATICN PRODUCERS

Ccientific and Technical

0-11 Chemists

0-12 Physicists N.E.C.

0-13 Physical Scientists N.E.C.

0-22 <(Civil Engineers

0-2% Electrical and Electronic
Engineers

0=24 HM=chanical Engineers

0-26 Metallurgists

0-27 DMining Engineers

0-28 Industrizl Enginecers

{Except 0-28.30)

0-29
0-51

Engineers N.E.C.
Biologists, Zoologists
and related

0-52 Bactericlogists, pharma-
cologists

0=-53 Agroncmists end related

0-81 Statisticians

0-82 Mathematicians and
actuaries

0-90 Economists

1-92 Sociolegists, anthropolo-

gists and r=lated

Market 3earch snd Co-ordination Soecizalists

4-10.20 . Commodity Brokser

422 Purchazing agents and
buyers

H3] Technical Salesmen and
advisors

L-4] Insurence and stock agents,
prokers and jobbers

L-42 Business Services/Adver-
tising Salesmen

L-43,20 Auctioneers




Information Gatherers

0-28.30 vVork Study Officers

0-31 Surveyors (land, mine,
hydrographic, etc.)

1-39.50  7-54,70)

3-59.30 8-59.20)

3~59.45 9-49,80

3-91.50 5-89.20

Consultative Services

0-21 Architects and town
planners

0-32 Draughtsmen

0-61 Medical practitioners

0-69 Dietitians and Nutri-

tionists
0-75.20 COptometrist
0-83 Systems Analyst

Information Producers N.E.C.

1-51.20 Authors

IT. INFCRMATION PROCESEQRS

Administrative and ianagerial

1-22 Judges

1-39,40 Head Teacher

2-01 Legislative Officials

2-02 Government administra-
. tors

2-11 General Managers

Process Control and Sunervisory

O~E5.h0 Clerk of works

O-21-%0 mignt ana snip

0-432. 30 navigating officers

3=-0 5=20 6-00.30 )

4-2] 5-31.20 6.32.20 )

7-0

Clerical and Related

HRILLEER~m 14 e v

0-33.20 Quantity Surveyors
4-43.3C Valuation Surveyors

0-84.20
1-10

Inspectors, viewers and testers (various)

Information Gatherers N.E.C.

amoer

Computler pro
except

Accountants
1-10.20)

1-21 and

1-29

1-39.20
1-62

1-71.20

2-12
2-19
3-10

4-00

3-5

Barristers, Advocates
Solicitors, etc.
Education methods advisor
Commercial artists and

designers

Composers

Producticn Managers

Managers N.K.C.

Government Executive
Officials

Managers (Wholesale/retail
trade)

Transpert and Communica-
tion Supervisors (except
3-59.30 and 3-59.45)

5-91.20 Dispatching/Receiving

Clerk

Supervisors: clerical, sales
and other

Supervisors and General Foremen (production)

1-10-20 Awnditor 3~G3 Correspondence and
3-21 Stenographer, typists reporting clerks
and teletypists (except 3-94 Receptionist and Travel
3-21.30) Agency clerks
3-31.10 Bookkeeper {general) 3-95 Library and Filing Clerk
3-31.20 Bookkeeper Eclerk) 3-99.20 Statistical Clerk
3-39.20 Cost computing clerk 3-99.30 Coding Clerk




3-38.30 \iages Clerk 3-G9. 40 Proof reader
3~35.40 Finance Clerk

3-81.30 Stock records clerk

3..92.20 Material and preoduction

and planning clerks
3-92.30
IIT. INFORMATION DISTRIBUTCORS
Educators
1-31 University and Higher 1-34 Pre-primary teachers
: Education teachers 1-35% Special educsation teachers

1-32 Secondary teachers
1-33 Primary teachers

Communication Werks

1-51.30 Journalists and related 1-73.50 Storyteller

and writers (except71-59.55) 1-74 Producers, performing.
1-59 arts
i-73.30 Stage Director 1-79.20 Radio, television
1-73.40 Motion picture, radio, announcers

television director

IV. TINFORMATION IKFRASTRUCTURE OCCUFATIONS

Information machine worksrs

1-63 Photographers and g-21 Compositors and type-
Cameramen setters

3-21.50 Teleprinter operator 922 Printing Pressmen

3-22 Card and tape-punching (except 9-22.70)
machine operators 9-23 Stereotypers and

3-41 Bookkeeping and calcula- Electrotypers
ting machine operators G-24 Printing engravers

3-42 Automatic Data-proces (except 9-24.15 and
sing machine operators - 9-24.30)

%3-99.50 Office machine 9-25 FPhoto-engravers
operators

8-49.65 Office machine g-26  Bookbinders and related
repairmen .

8-62 Sound and vision equip- 9-27 Photographic processors

ment operators

Fostal and Telecompmunications

3-70 Postmen, mailsorters, 8-56  Telephone and telegraph
messengers installers/repairnen
3-80 Telephone operators 8-57.40 Telephone and telegrarh
8-54 Radio and television linesmen )
repairmen 8-61 Broadcasting station
operatcrs
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TABLE III

PERCENTAGES OF ECONOMICALLY ACTIVE
IN "ROUTINE” INFORMATIOMN HANDLING OCCUPATIONS

PEURCENTAGES DE LA POPULATION ACTIVE
EFFECTUANT UN EMPLO! INFOAMATIOKRNEL BE « ROUTINE »

™~ Time
1680/1 196011 1970/1 1975/6
Country
Canada 17.0 19.4
France 12.7 17.5
Japan 12.8 17.5 21.0
Sweden i 1.6 2418 25.5
United Kingdom 189 7.8 232
United Statas 16.8 19.7 24.4
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IMALE : FEMALE PARTICIPATION RATES (%) IN INFORMATION QCCUPATIONS
AND ALL ECONOMICALLY ACTIVE

TAUX DE FAATICIDATION HOMME : FEMME (%) RANS LE SECTTUN RE L'INFORMATION
CT LENSEMBLE DE LA POPULATION ACTIVE

’ aale : Fernale Ratio Male Femele Ratic
Couatr a o _
ALy Date for informption accunations for all peonodically active
Frave 1934 8743 56« 34
ranGe 1875 8% a7 6832
Vies 1950 63:37 64: 36
Sormany 107G 5344 03037
. 193G 71:29 Bt 38
lapzn 1975 64 .38 B3 37
. 1656 4 36 0.0
seden 1075 3.4 B1 .36
Urnited 1531 G533 K 3;
Kingdsm 1971 fa . 46 67 .38
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TABLE V

R EERA~D 1 s b

PERCENTAGE OF ECONOMICALLY ACTIVE WITHIN SPECIFIED

AGE GROUPS DESIGWATED "INFORMATIONAL®
Age-Group
Countr 15-20 21-24 25-34 35—kt 45-54 55 and
. ” over
R

Canada (1971) 35,2 44,2 42,2 41,5 5.9
Finland (4970 18 27 20 17 14
Sweden (1975) 2L.0 41.6 38.4 34,9 30,8
United
Kingdom(1971) 19.5 30.7 34,4 35.8 38.0 31.5

TABLE
INFORMATION CCCUPATIONE BY SECTOR DF QRMIN

VIT

EMPLOIS INFGRMATIONITLS PAR SECTEUR D'DRIFME

r\ Caountry
| “\ Japan Swazdan United Kingdom West Germzny
i Sect
L cctor \-\\ E
160 ST 1580 1875 [REY 1871 1950 1970
Agriculturs 0.1 0.1 0.5 04 0.4 N2 03 0.2
o s, -
Industry 6.5 a5 10.3 il3 548 g5 52 1G4
Servicas 1.2 158 i (EXS 234 204 26.0 13.2 191
Tetal informztion oceu- }
patiens 17.8 i 254 f 8.0 349 i 6.9 356 18.7 29.4

Percentage of aeonamicaily aclive.

Maurcentanzs de la pacuizticn astive
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TABLE IX: PERCENTACE SHARE OF PRIMARY INFCRMATION SECTIOR IN G.D.P.
AT FACTOR COST SELECTED COUNTRIES AND DATES
AUSTRALIA FRANCE JAPAN SWEDEN U.K, U.5.A.
{1968)14,6 (1962)21.6] (1960) B.4 (1863)16.0] (1958)19.6
{1968)22.8} (1965)14.4 | (1970)16.9 | (1972)22.0 (1967)23.8
(1973)24.8] (1970)18.8 | (1975)17.8 | (1972)2h.8
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TABLE X COMPONENTS QOF PEIMARY INFORIIATION SECYOR, PEACENTAGES OF G.B.P. AT FACTOMN COST
lapan Sweden U.K. U.SA Franca
1560 1070 1970 1975 1963 1972 1058 1967 1962 1873
I INFORMATION HANDLING
SERVICES
1. Hnawladze Pioductisn
Induzt
al N eeh, Cavalap- \
menl & Invesligbive .65 072 1.05 1.45 1.01 1.02
b) Private Informstian
Scrvices 0.30 1.19 2.1 334 338 4.06
Legal
Ageaynting, wwditing,
Lookheeping, otz 275 ) 2fB 4.6 B.0
Architectura!, argi-
naering, technical \
Business Sorvices
N.Z.C,
Miscellanngus
personalfrenalr
2. 8aursh, Co-crdination and
Risk Manegement [Induss
teicy 2.39 5.61 3.19 -3.30 3.59 6.23 5.1¢ 5.51 [ %] 1.0
Finarce, Insuranco & 4 5.4 262 102
jonl astale o 615 627 027 623
3. Inlormation Distributian
and Comeaunication
Industrias £S5 700 215 2.3 712 7.£3 1.83 10.50 1.8 8.5
&y Edusation 163 265 43 5.18 257 3.43 2.82 4.58 }
Lisraring, musiums 37 44
and ether community S ' :
s5ervices 014 1.42 019 623 L0014 07 0.77 0.09
b) tediy of Cerrnunl-
cation }
G.i3 o™ 012 .40 0.33 0.29
) 0.5 1.1 2 177 246 1.5 157 157 35 45
mne \
T6D 1,22 . - - 1.7 2.4
16 e res |t {oves D24 e bea )
3,48 034 0.58 G.3C n.s.c. ns.c
! Tote! . 8,72 14,52 1510 15,56 1253 1858 17.44 2075 i 18.89 279

i oot FONEEID B




TABLE XI

"SECONDARY INFORMATION SE
AS A PERCENTAGE OF G.G.P.

CTOR”
AT FACTOR COST

Austratia Japan | UK, U.S.A
!
(1968) 13.0 (1965) 2 l 1963) 13.8 (1958) 23.1
(1870) 1)72) 10.9 (1967) 24.7
i (1974) 24.4
i, R L —CRAMNEBESES PELLHEALZERVWE T, flaiiREke '

CAREEFEAT AP RRTHIIVE
7,

B, BEMEBE ST 3EERSN T3
TEE - TaF Lin, LOANEEHBORE
T LT AT EE RS AT
DTH, 1965 FE & T5FOH B BT
EWBAFRMAEL &+ — ¥ A DHAIL 13% 5
20%IE ETHRLILE,

TRIREFROM OE St L oBEincIERic X
ZL{EMHFLTHEOILT, OECDORERE
ITEMROHE LTI, 19658017 %
b T5EIIII0%E TES ST T T, 5 —
T XA HERAGR O A 2RO B BRI
T L 3EEEeED TNALELS DT
To TR LERF T 20 LF i 0T,
COFH G VREREGEBROER LI
BThb ET, CheRTvnrresd s,
WL ZORIEHERE T T B ENS T L

A

TABLE_XIII A&

Sshare of Information-Related Goods in Pinished Manufactured Experts(1

HEERTAHAEITE, 1965 ED 18%H 6 75
FiLii46%F THEMLTVET . DL 5
b6 OELBEBRRIEBEIC I 258
BEEEOHE*EDTEI T BDTT,
OQECDHEB &I DI, BE, 2H4hoH
BOoI%EhEp Tt BiCAEKIR 1965
Fooh THEOMBI 2w b, KEDo -7
3%mbELL, EEC 92 EOH S
T%HES LT T, AR, FFOEC DK
EXFITETOECDHEEINTHHEBHG
Mol T2 X5ickh, OECDESY
HAR L HEFOECDEEDH S, 1965
FEDE%H 5 TEERIZ11%lALEL 2,
ChemEmMOREAEZ2I AEOHR LE
HE» OB TYT. CNAHETEXEBED
BHMEH OO E C DEE~ 06 E ORI &/,
G5F@ 1% h 75 I3 8% E T L
fio

to_the OICD for a Numher of Couptries/Areas of Origin

Yaar 19465 1975

Originating country
or region

viorld 164 315
OROD 17% 30%
0LECD Burope 13% 26%
United States 20% 365
Japan 1849 46%
Sogurce: Author's estimates from QECD trade data.

(%) Pinished manufactured products = SITC 6+7+8.
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... TELEPHONE | TRAFFIC, NUMBER OF MINUTES (IN THOUSANDS) DURING YEAR 1970
TO OECD countries Develop. Newly in- Central- Others |Total
countries |dustrial. planned
ELEC Rest of |North hsla Total countries countries
Euxope America

[Fit04 ]
Gern
fountries

LEC 452,825 234,040 28,925 1,950 717,740 1,035 570 8,495 1,405 723,245

Rese of .

Lurope 194,395 83,375 1,610 140 281,520 449 160 3,460 110 285,690

Noreh hot

amcrica 38,030 5,980 avail. 6,750 50,760 1,800 4,435 3,760 260 61,715

Asia 2,540 250 5,675 2,800 11,2485 75 3,300 83 850 15,575

Tetal £87,790 323,645 | 38,210 11,640 1 1,061,285 3,350 8,465 15,800 3,328 1,092,225
PDevaelop.
gountrigs 1,555 495 3,340 140 5,530 300 985 ac 30 6,915
Kuwly indus- .
trial. countr. 610 180 3,010 3,135 6,935 865 1,035 530 750 10,155
Certral-pl.
gountrias 7,805 3,220 2,110 a0 13,215 eo 480 3,115 (1.5) 16,890
Gritars 1,970 185 | 1,020 850 4,025 25 805 (3.0) (0.5) 4,853
Tocal £39,730 327,725 | 47,690 | 15,8451 1,090,990 4,620 11,750 18,535 4,145 | 1,131,040

T

| G5 FOBIET 3 5
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TABLE XIV B

NUMBER OF MINUTES (IN THOUSANDS) DURING YEAR 1965

0 QECER countrles Develor. Newly in- Central- thers |Total
countries |dustrial. planned
EEC Rest of |Worth Asia |[Total countries countries
Burope |America
Jofttelt!
Tpials]
Countries
LEC 260,065 | 103,325 8,835 450 372,675 280 30 4,300 235 377,520
itast of
Lurope 117,585 33,640 1,200 30 152,455 90 10 1,575 15 154,145
vorth Not ‘
Jnerica 11,775 2,020 avail. 1,925 15,720 g10- 485 3,875 as 20,975
nsia 790 70 1,810 1,060 3,730 25 325 40 170 4,490
roral 190,215 {139,055 | 11,845 3,465 | 544,580 1,208 1,050 9,750 505 557,130
DL',‘ vaelop.
countries 240 80 750 20 1,130 215 190 35 15 1,583
Newly indus-
+trial. countr. 60 10 485 890¢ 1,455 190 295 285 25 2,250
Coneral-pl.
gountries 5,215 1,605 2,025 25 8,870 30 210 1,450 (0.4} 10,580
Diheers 190 15 90 155 450 20 25 {0.5) (2.0} 495
Toral 335,920 | 140,765 15,245 4,535 536,485 1,660 1,770 11,580 545 572,020




...TELEPEONE. ...,

TRAFFIC,

TABLE XIV €

ANNUAL AVERAGE INCREASE ( PER CENT) 1965-1970 AND 1870-1875

T0 OECD countries Develop. |Newly im-| Central- |[Cthers Total
countries |dustrial.| planned
EEC Rest of |North Asia Total countries| countries
Eurcpe Amerilca :
1865 (1970 [ 1365|1970 | 1965|1970 {1965|197011965[1970 | 1965 {1970 1965 | 1970 | 1965 1970 | 1365 1870 | 1965 193¢
FROM 197011575 | 1570|1975 | 137011975 11970} 1975[1970]1875 [1970 1975 1970 [ 1975 197C | 1875 | 1970(1375 { 19704 1975
CLCD
countries
EXC 11.7] 18.0(17.8| 13.2]26.8(29.7 p4.1{41.4[14.0| 17.2] 29.9| 45.1 BC.2} 51.3 | 14.6 |18.6 |42.0{238.7 [14.1 {17.4
kest of
é Europe 10.6] 19.8(19.9] 16.2] 24.6118.0 B6.1[33.1113.1 ] 18.81 37.4| 42.1 74.1] 50.4)17.0 [18.6 45,0 145.8 |13.1 |18.8
T North
Amcrica 26.4| 25.4]24.2) 18.0/N.a. |N.a. 8.5|16.2|26.4 | 23.5( 17.2{ 45.5 | 55.7| 20.4| -0.6 [12.7 {62.4(35.4 |24.1 |23.9
hsia 26.3| 34.7|24.0) 35.925.7{17.6 [21.4122.9(24.7| 24.0| 24.6| 56.3 144.4] 31.2116.3 |42.3 |38.0 |43.9 |28.2 27.4
Total ¥ 12.0( 19.1]18.4| 14.1 26.4]27,2 R7.4{23.7(14.3] 18.1] 22.7] 45.3 51.8( 2B.6{ 10.1 |17.5 |45.8 139.5 |14.4 |18.4
Develnp.
counkries 45.3( 38.7|44.0( 41.4)33.4)27.3 #7.6|38.837.4| 32.6] 6.9] 65.5 | 3B.4) 24.920.8 |28.1 |14.9 |60.0 |34.3 !34.9
Rewly indus-
trial countr. |39.0| 40.8/78.3| 46.0)43.5|28.1 P8.6{22.3(36.7| 27.7; 35.4| 27.9 | 28.5{ 18.3[13.2 [-1.8 |99.5 |26.6 |35.2 [25.8
Central-pl, :
countries 8.4| 1B.1114.9 16.7 0.B|22.3 26.2{41.9] 8.3} 18.7| 21.7| 31.1 | 18.0| -0.9| 16.5 {15.3 {230.2{58.5| 9.9 [17.8
Others 53.6| 36.0165.3] 43.562.5(38.5 40.6[42.4{55.0| 38.5| 4.6 88.2 [100.3] 26.1] 43.1 138.0 |24.2 133.9 |57.9 37.3
Total 121 18.2118.41 14.3 25.6127.4 [28.3[25.1{14.4 18.3]| 22.7| 44.6 | 46.0| 26.6{ 11.1|16.8 |50.1(37.7 | 14.6 J?B 7

14 b O~HE R DR
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TABLE _XIV D

... TELEPHONE = ppappIc, NUMBER OF MINUTES (IN THOUSANDS) DURING YEAR 1975
10 OECD countries Develop. Newly in- Central- Others |[Total
countries |dustrial. planned
EEC Regt of |North Asia Total countries countries
Europe America

FleOM
orco
countries

LEEC 1,037,570 1 435,025 106,260 11,005 | 1,585,860 6,665 4,525 19,935 7,220 1,628,205

“est OfF

Eurcpe 479,010 176,830 8,255 585 664,680 2,545 1,230 8,120 725 677,300

iiorth Hot

forica 118,105 13,850 avail. 14,285 146,040 11,745 11,220 6,630 4,380 180,195

Asla 11,275 1,160 12,765 7,855 33,055 700 12,820 495 5,245 52,315

foral 1,645,960 626,565 | 127,280 | 33,730 | 2,433,635 | 21,655 29,795 35,380 17,550  |2,538,015
Develop, .
Cuuvnuries 7,985 2,800 11,170 720 22,675 3,720 2,935 310 315 29,955
Newly indus-
triczl. countr, 3,380 1,195 10,365 | 8,590 23,530 2,555 2,335 405 2,565 31,830
Cuntral-pl.
CouBLries 17,940 §,055 5,765 460 31,120 310 460 6,340 15 36,245
Ouliwrs 9,180 1,125 5,205 | 4,970 20,460 550 2,565 15 35 23,685
Tuiad 1,684,445 638,740 | 159,785 | 48,470 2.531,44C | 28,230 18,150 42,530 20,480 | 2,661,830
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CANADA 1971
PERCENTAGES OF ECONOMICALLY ACTIVE IN EACH DESIGNATED
INDUSTRY GROUPING CONSIDERED ‘' INFORMATIONAL '
INDUSTRY |PRIMARY MANUFACTU |CONST - TRANSPORT FINANCE PERSONAL {PUBLIC % OF TOTAL
ROUPING |INDUSTRIES ~RING| RUCTION| COMMUNICA- INSURANCE & | COMMUNITY | ADMINISTRA{ECONOMICA-
TION & REALESTATE | & OTHER TION & LLY ACTIVE
OCCUPATIQN OTHER UTIUTIES SERVICES |[DEFENCE
INFORMAT I ON
PRODUCERS 3.2 83 3.7 6.7 26.8 94 15.3 7.6
SCIENTIFIC AND
TECNNICAL
L CONSULTATIVE 25 49 2.8 4.7 9.7 88 11.2 53
SERVICES
INFORMATION
G ATHERER S 0.5 27 0.6 1.2 03 0.3 37 1.2
MARKET SEARCH
& CO-ORDINATION 0.2 07 0.3 03 16.8 0.3 04 1.1
SPECTALISTS
INFORMATION
PROCES SORS 6.2 234 209 304 60.7 21.8 340 25.2
ADMINISTRATIVE
AND MANAGERI AL
PROCESS CONTROL 4.0 136 16.1 135 164 95 103 123
AND SUPERVISORY
CLERICAL AND
RELATED 22 9.8 48 16.9 443 123 237 129
INFORMATION
DISTRIBUTORS
(EDUCATOR/ - 09 - 15 0.2 176 15 47
COMMUNICAT ION
WORKERS )
INFORMATI GN
INFRASTRUCTURE
( INFORMATI ON 0.2 356 0.2 9.8 33 1.4 24 24
MACINE WORKERS :
AND POST .~
NILICOMM)
TOT AL
INFORMAT ION 9.6 362 248 484 91.0 50.2 532 399

1 4 aret VO BT OIS
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FRANCE 1975

PERCENTAGES OF ECONOMICALLY ACTIVE IN EACH DESIGNATED

INDUSTRY GROUPING CONSIDERED ' INFORMATIONAL '

INDUSTRY PRIMARY- |MANUFACTU- |CONSTRUCTION|TRANSPORT |[FINANCE PERSONAL PUBLIC % OF TOTAL
QUPING | INDUSTRIES RING COMMUNICA- | INSURANCE&|COMMUNITY | ADMINIST- | ECONOMICALLY
TION & OTHER| REALESTATE| & OTHER -RATION & ACTIVE
QOCCUPATION UTIUTIES SERVICES DEFENCE
A R S 15 84 6.1 48 125 94 63 7.2
N TeR € AND 03 25 1.1 24 15 11 3.1 17
O Sy L EaTIVE 05 36 20 23 43 52 23 32
INFORMATION -
INPORMATS 0.1 07 28 03 04 07 16
MARKET SEARCH
& C€O-ORDINATION 06 16 02 01 6.4 27 0.2 0.7
SPECIALISTS
e 44 121 80 272 838 219 324 208
ADMINISTRATIVE
AND MANAGERIAL
7 . 48 : 155 131 122 .
PROCESS CONTROL 2 57 115 > 3 91
AND SUPERVISORY
CLERICAL AND 17 64 32 167 683 7.9 202 1.7
INFORMAT [ ON
DISTRIBUTORS
(EDUCATORS” - 01 - 08 - 125 27 40
COMMUNICATION
WORKERS )
INFORMATION
INFRASTRUCTURE
(INFORMATION 0.2 17 02 7.2 34 10 12 18
MACINE WORKERS
AND POST.
NILICOMM )
INFOOTA L o 6.1 223 14.3 400 99.7 439 426 338




— P65

UNITED KINGDON 1971

PERCENTAGES OF ECONOMICALLY ACTIVE

IN EACH DESIGNATED INDUSTRY

INDUSTRY GROUPING CONSIDERED ‘' INFORMATIONAL ’

INDUSTRY PRIMARY MANUFAC- CONSTRUCTION|TRANSPORT |FINANCE PERSONAL PUBLIC % OF TOQTAL
QUPING |INDUSTRIES TURING COMMUNICA- | INSURANCE&| COMMUNITY | ADMINIST- | ECONOMICALLY
: TION & OTHER| REALESTATE |& OTHER RATION & | ACTIVE INALL
OCCUPATION UTIUTIES SERVICES DEFENCE INDUSTRY GROUPS
INFORMATION
PRODUCERS 11 6.3 43 5.1 6.9 6.7 5.7 5.0
SCIENTIFIC
AND TECNNI CAL 0.7 30 23 2.2 05 L1 1.7 14
CONSULTATIVE i
SERVICES 0.2 15 18 0.9 16 54 35 15
INFORMAT [ ON
GATUERERS 01 0.3 0 1.8 0.4 0.1 0.4 0.9
MARKET SEARCH
& CO-ORDINATION 01 1.5 0.2 0.2 44 01 0.1 1.2
SPECIALISTS
I NFORMATION -
PROCE SSORS 57 182 11.7 21.7 686 155 348 235
ADMINI%%??TIVE
AND MANAGERIAL
1. 6. ) : ) ! ,
PROCESS CONTROL 1 ) 5.8 5.0 76 35 59 103
AND SUPERVISORY
CLERICAL AND
RELATED 46 116 59 16.7 61.0 120 28.9 132
INFORMATI ON '
DISTRIBUTORS
(EDUCATORS.” 0.1 0.1 ) 0.1 0.1 127 0.3 32
COMMUNICATION
WORKERS )
INFORMAT ION
INFRASTRUCTURE
(INFORMATION 0.3 2.9 08 16.7 69 0.7 24 39
MACINE WORKERS
AND POST,/
NILICOMM)
TOTAL
INFORMATI ON 72 275 166 436 8245 356 432 3586
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TABLE XVITI

GNP AMD THE MARKET GF MICRQELECTRONICS

Weslern
1978 U.S.A, Japan Europe
Share of GNP of '
OECD Countries 33%, 1294 3495
Share of the micro-
electronics market
of QECD Coun-
tries 4584 249, 2334
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