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3. BOLERO o<z b

(#HE) KB EX

B

HEEREIT, EHP SMEDIORBEK LOERNMESICXREEZ BN TEHR 2 EDE, &
FEE. BERNEETHH O 27 FEA TS TBOLERO} I2DoWTOBIKE
T HEHRIT, SEOMENEREERD LT 2070,

3.1 BOLEROODRE

3.1.1 BOLEROOSE - B Hk
BOLEROZ O 2 x 27 Mid, BifE. SWIFT* (The Society for Worldwide Interbank

Financial Telecommunication s.c. : FEBETHSMBEHS) 2R H T 5828 (UFT
i3ZN%E THBOLERO] 2 1n5) KE-TWS, FOFEEIL. HENSITFHOET(L
ZHNEL T, BNMEBEES (EC) FEOD YV —3 7 AH19944E4 § ~1995489F T
BT oA Ty hFOT 2y Mzl s Of - 3 - B - ATz —F 2 EOM i
A, et BREEEE, STOXMGRSN) . COTOV s NOHIE. B
2, MWREHEOMOMSHESHEOETL2ER TS A0E =488 (TTP :
Trusted Third Party) ZRIHT2ER, $21003, ¥ a2 U5 BHE 28/~ 3%ICTIP
VAT LITERINSHAE. BT, EF YU ARMEFRAT DR - f2EK
BRI OMEE (BT EBAHRT - BiFRIC L 2E T NESEEOTENER Th-o
A

3.1.2 BOLEROQI#EE > 2 A5 4
) WEHOAY v kLM | -
EDIREEEIC L 0, MO MESEOLELSRT (EEEL - X—1—1 Z{k) K

BHynid, BHWEROHE, IOLEE. B SEXOVAZZH#ILIZ MOE

BOHRND EMNTES, 19954FOAPECL R — TR, PG| —#%4z vk
ZIOWGHPFE EFRAERORGNESENDELHEREINTHS, EXAEH



B7—Fi, ERROLICHEKR200HES H 0, & OW30EHE I, S£IZ30EL, D
RERARTHNTWS, £z, 2HESR B ERERA 6i) NBERT—
FiL, 60~T0% 12 HFET L EHE TN TS, EDLIC K5 HERAHBEC XL > T,
WMOHENSMUENEFLIAZLSTETTH, Z<OWMG|LHEN. HR(E O
A LAY Y bEEZTES SRS NLD,

b) X1oy v 7T v O AF AR
(1) ero¥ig:bkry (CR : Central Registry)

CRIZ, &Y LA HEOEFFEEBEO T — I - &2 K2 LT, W5
PES B E B UM RESOMAREE #UETS, 1—HF—"*EEMNENT
HZAvE—TCOBAHDIEY HRERIL. RRAARNICELIWS LTI HIINELEFIH
15,

() 21— —BREBYE B TRZSAN-F42 L7 k)

I—HF—ONT)y JF—FHEOREETOMM. CRIZAEFIN TS

W7z EERIE Y, MRS T A7 91 18—F 4 L7 MV OREERRIEEN S,
(3) FEALEEBI (CA : Certification Authority) &% &kE$ES (RA : Registration Authority)

Z< pa—H— (HHAE) OBNBRAENLSD T, FAHEEDZOCAL
Ru[REIrB, CAL, 2—H—DNT ) v 7 F—EHBOERZTV, TR
DI3AN=—FT4 L7 RUAREMTEZ, NqOy b7O2 s MZBWTHE, CA
N, ICH—R (BEF—NEOAT—FhI—F) £FTLa—F—~ETE&d
RledHELELOTNS, AL UL, HUIRINB LD ICERIFIMEETH 5
BEEIE (RA : Registration Authority) OFETH 5 Z L IHEBRTERETHD,

[The Bolero Mode] '

- Central Registry
Aceredited
networks l‘ Security Architecture '
Accredited
interfaces

Accredited
networks
Anyone who digns the Rule Booﬂ

M1 Bolero®#ht (L BX=88T)

Accredited
interfaces




4) 2y b7—%
Awt—it, EDIFACTZFAL., X400 %y N7 — 7 ZHNTWS, T4 b
7 RUMHEBROESICEX 2SSO ralBGEI NS,
) 2—V—TFv h Tt —A )
2—H—TFw kT 3r—Asid. KYLESEEREOT I R—AZFLL, 21—
H—DFT—F AHNECRMEDRA v —TFFLick>TEFHFENS.

Certification

Registry Application |

RE I ( Bolero Registry ) I

| Authority

I
CENTRAL I

[DISTRIBUTED |

I Harmonisation Layet

X400 Hitp SMTP

k s&F| c/s | S&F
I Fi

— Toolkit

[Di rect Access Sec Tear
| Toolkit || reoq) |LGateway \»\

2 Proposed System Architecture (%9)%2) (H#: B =547

)

EEIEE

&% |

USER
Domain

Registration

Authority

{SWIFT Domain|

* SWIFTiE, 19734FICHK1SH EO29DITIC Lo TR ENEEROLFRMGHBETH S (&
X, NXF ~-laHulpeiz5) . EESETAORBEETS (BTUEEEEESSZOT -7 HEE
ZHHELTWS, 1964EREOSMELSL, 1—F—%I35917TH D, #ROXFEEBESTOA ¥
MWMALTWVS, I—H—WLUTFTO3IDICHEINS, TA2N—) IIHBERT. T A N—)
WA N—DWN R - BN, =T 1 3 b Bisad, WAF. LEEM - w5
MBS THS. HEAKBED MEREREEBETHID. TOTIC THHES) NBhNTOTTE
DOFEBSHEBIRE L TS, SEFICA—F—IL—7REBIh. AR TR1 7k - 2—
P Il L TFadl - AN— - Fi—THiEs A@EIshtns, #
HEOSWIFTL 2 F AL, 194E 28 L/-SWIFTIT 3 5. E8EOEW Ay £— %R 27 AT,
—HBDR25IKE RILHEOSEDORT AL P A E— V2R TnA, FOMEES - S EA
B-FUNT+7. HEBBISEDO AT LERHEL TS, EM0FAEZHA DA RAvE—2
DSWIFTRE TR OMb I TW3,

P a—g-d LT HBRE. EXad Care) | WEH#E (Freight Forwader) . T, .
BB - BN R S HBMEEEE T IR TN,




3.2 $HBOLERO® BEH

3.21 YW SIy h 73— ADEE

$rBOLERO BRS(Business Requirements Specification : 35 B HE— M3 ®%R) T
i3, HEMESEORTRESOBER. EMEr NN EEIBNTNS,
NZ) OHGEOEOMBRIFTHY, TheBSHRERO—DBETF— y 4l
(EDD EEX SN TWBEH, HEITITITMERLREY & LT TEDIRFIA LT
WA, SR TSI NWIRRICHS.

—HT, NEESEEES TIH2002 @A 57— 5 ERAREL SN, CHICET
LEHEF I MIEEOHA TR, BCESREDT% (HHEOMK A LEKS0
JEMH & NUASIRS TN &7 B) 1L T 5, BOLEROY—E X0 HEIX, BT
XEEHEOT T O—F CRESDETHMEMNNTE - L1055, BEOFHOYE
HU) « B2 AT ATHRAEE SIS 88 (Trading Chain) 38T & 5 1ENBE & 4 —
T izt b —2 i (UN/EDIFACTAS) 23R 5T 5,

COEIBRI-FAUFA « TIy b7 4 — ANEE T, BIEET, FEEN
BT BB DO L AT ALRET S EHD SMUI N, BE (2—F—) 38
DRAENEY—NFy FEFH L TOBMNES &R0, KX/ (SWIFTORE
T, BHERIA OIS AHMATEE SN TND) R CE20TH S,

3.2.2 ¥ 5 EHEDIL & HBOLERO
a) 7‘1:“1\:)1/7‘;@%%@8 (
LREOE G| H#EH (Trading Chain)% 3 5 %12, HEEHSMEDETHHE T
ZELHLOTHLINENRD S,
b) HEHFREAL
BEWAIE TR, CRIHTEOBERZ I IhT, Sy L3ETFN
WEIRTHONIBAPAR IR D ETE o/, B TEDT—Y MK, WiB
(negotiable document) - HAVVCEIH B GIE, HMERERERD N5,
c) Rkt
ETHRRETE, & -#A - L2 - *y NU—IHRNENEERS, hITiE,
BARAD T — TRk - RMES ¥ —, e ixRIEFAEENED> T 50—
12 T EBHA A BRETH 5, |




4 vFa)7a
TFLVFABIFEALEZRS T NERSH DA, B EEEDBFROWH
BAEZ O HE1713. #HAE (authentication) , FHFEAT 4 (nonrepudiation) |, FHE £
BRKELR5,

e) INA T RIGEREE
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* INOOHENRRESIIWIRYD, FE - R -EX - WAZEET A WS > THEDI A
ERLIZWEASNS, -

3.3 ﬁBOLEROjnvzb ~ &SWIFT
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REREITHINAS DO (R LIS N, ETNEEICEN T
BBUTHET 5 LB SN 5 (UNCITRALE TR E TV E1T40) B5) .

b) S HA IR HEE ORI S > A DR




C) F—FAvEe—VORHEEN LM OE S DR
d) REHFOE->FAv -1 20 TR, BRAIOHEEZEEH
e) (A OHIE)
AvT—T EOHERNDN, ALYk TNELBETERNWI L ZHEET
%, #HIBOLEROZ AT AT, T7—% At —DICEDEHNBIERRIN5DT,
TOAyE—UHHAETHS I & (MEHARED ORI HER D AT LEH O #
ML RIEERIT S,
D) Z<OEFHFOTHS, FITHMEROEFEHARCETIEEFREEEERVWG
BEER &L THIAD,
g) ZERMEEEET 5.
h) V=T 7 DR EOEHNIZIDNT, MRETHREED S,
EAZTIITELRNEVS HIICH> T, I —F—kH L TRFNORK
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ZOMIE. F-ERORA, 7oA B, HHEE. T ERAORTET
HEAROAENTIS, |

S—4f—i3, BOLEROL OR# (HEEME) KUY —K/N—F ¢ DtFa
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1. STANDARD AGREEMENT FOR EDI

1.1 Summary of EDI Standard Agreement

Several trade organizations have published standard contracts and model forms for EDI in
Japan, such as the "Standard Systems Agreement for On-Line Transactions” put out by the
Electronics Industry Association of Japan (EIAJ) and the "Memorandum regarding Data
Interchanges between Companics” of the Japan Petrochemical Industry Association (JPCA).
(These contracts have been collated as reference materials for this Report.) Since, however,
these standard and model contracts are flavored by the trade practices and peculiarities of the
various industries for which they were drafted, it is not necessarily practical to use them for EDI
transactions that differ for each industry or type of business. That is to say, the provisions
contained in these contracts are model forms premised on existing systems, but the scope of
transactions for EDI is expansive and diversified. Consequently, it is not possible to draft a
practicable "standard agreement” with common and universal applicability from these existing
contract forms.

Accordingly, as a prerequisite for the establishment of a standard contract for EDI and as a
useful measure for deciding on the contents of such a document, we have tried to examine
provisions that have been used in actual business practice. For that purpose we have carried out a
study of such basic factors as the types of places in which an EDI standard contract would be
used and what kind of standard form would be desirable.

At the same time, if EDI is introduced without confirming the necessary provisions for an
EDI contract and as a result there are snags or trouble, not only is it likely that it will be difficult
to come to a legal resolution of the problem, but also there will be problems in arranging for fair
and safe transactions. Further, in presenting a referential contract form with a multiplicity of uses
that contains the minimum necessary legal provisions that are peculiar to EDI, the study of EDI
from the viewpoint of legal practice is also an important topic. With this consciousness of these
issues, the Research Committee has prepared a Data Interchange Agreement form (the "Reference
Model") with the necessary minimum of legal provisions for the special characteristics of EDI,
one that is not premised on any particular areas of transactions. This drafting has been carried out
baséd on the following assumptions. '




1.2 Requisite Conditions for a Data Interchange Agreement

In actual EDI transactions, transactional agreements are formed at various levels, and
through these agreements the details of the transactions, the various types of technological
matters appurtenant to the data interchanges, and so on are concretely established. These various
levels of agreements (contracts) can be classified into the following three types, and when these
agreements (contracts) are united, a mechanism for continual transactions can be constructed.

(1) The Background Transactional Agreement {Basic Agreement}

The basic agreement should be a contract in which the essential contractual details for the
various continual transactions must be provided, and in which the basic types of provisions
necessary for those transactions are prescribed. For example provisions can be promulgated for
the methods of issuing and receiving orders, the times and methods of inspections, liability for
defects, methods and times for payments, and so on. Namely, this part of the agreement can be
thought of as the usual type of contract for continual transactions.

(2) The Data Interchange Agreement

In the case where data related to a transaction are interchanged through electronic means, a
data interchange agreement stipulates the basic provisions as to the legal issues in connection with
such electronic means. In such an agreement, the necessary minimum of basic rules are
prescribed, and agreements related to the method of operation of the system and the contents and
details of the electronic data are specified in an operation manual. Accordingly, where a data
interchange is carried out based on a technological agreement as provided in the operation
manual, this data interchange agreement preséribes the agreement of the parties as to the effects of
that data interchange, and so on.

(3) Operation Manual

The operation manual concretely prescribes the various technical provisions necessary for
the data interchanges through EDI (such as the method for handling message reception, operating
times for the system and provisions related to security), and is a suitable place to prescribe the
usual rules for operation. That is to say, the necessary technical and procedural requisites for the
conducting of data interchanges are all specified in the operation manual. In addition, the matters
that should be provided in the data interchange agreement and those that should be in the
operation manual are not necessarily strictly distinguished. Accordingly, matters that are
ordinarily prescribed in the main text of the data interchange agreement can also be covered in the
so-called "subordinate” operation manual. In particular, matters not specified in the data
interchange agreement can be added to the operation manual, and matters provided in the data
interchange agreement can be amended in the operation manual.

—_2 —




1.3 Basic Policies in Drafting the Data Interchange Agreement Form

The drafting of this data interchange agreement was based on the following factors.

(1) Existence of a Basic Agreement regarding Continual Transactions

This Data Interchange Agreement form is premised on the parties also having entered into a
so-called "basic agreement” (a background transactional agreement), such as a "Basic Agreement
for Continual Transactions” or a "Basic Agreement for Transactions”. In case no such basic
agreement for transactions has been executed, it will be necessary to add to the data interchange
agreement rules regarding deli{fery, inspection, settlement of payments, bcaring of liability and
other necessary provisions for the particular type of transaction. In other words, in utilizing this
Data Interchange Agreement form it is extremely important to make modifications that take into
consideration the peculiarities of the actual transaction.

(2) Assurance of Neutrality

In an actual EDI agreement, as in other contracts, duc to various circumstances there will be
provisions that benefit one of the parties unilaterally. Nevertheless, as a fundamental factor in
drafting this Data Interchange Agreement form, we thought it inappropriate to include these kinds
of contractual provisions that are biased in favor of one party. Therefore, in drafting this model
form we adopted the policy of trying to keep it as neutral and fair for the partics as possible.

(3) Assurance of a Multiplicity of Uses

In a transaction that has EDI as its subject, it is not possible to draft "standards™ that are
common to all transactions, even for a transaction that is commenced at the time of formation of
the data interchange contract. Furthermore, there can also be cases where "business negotiation
information” is disseminated by means of the system prior to the formation of the contract. So it
is impossible to comprehensively cover all these variations.

Reflecting these circumstances, in the drafting of this Data Interchange Agreement form we
planned to endow it with a certain degree of flexibility of use by adopting the necessary minimum
of provisions that should be stipulated by the parties in providing for the carrying out of
transactions by EDI (always with the premise, however, that, as will be mentioned below, those
continual transactions will include the issuance and acceptance of orders for goods through
electronic data interchanges). Therefore, when using this Data Interchange Agreement form, it
will be necessary to make suitable modifications corresponding to the special characteristics of
the actual transactions, the type of system that will be used and the type of information that will

be communicated.




(4) Hypothesized System

The framework of the EDI system that was hypothesized in the preparation of this Data
Interchange Agreement form is one that is mainly for transactions between parties related to the
sale and purchase of parts, with the transmission of both order issuance data and order
acceplance data, without the intervention of a VAN company. Also, it hypothesizes that the
sender will initiate the data transmission and will send the relevant data to the mailbox designated
by the other party; the so-called "bilateral” or "two-way" form.

(5) Relationship to the Operation Manual

In order for this Data Interchange Agreement form to have some degree of usability for
multiple purposes, its text was limited to the minimum provisions necessary for transactions to be
carried out by EDI. For assuring its use for multiple purposes, even some provisions that would
usually be in the text of the main agreement have been put into the "subordinate” Operation
manual. This representative document contains provisions related to the procedures for the safety
and assurance of credibility of the data interchanges. It was prepared, however, on the
presumption that the necessary measures and procedures for assuring the safety of data
interchanges will differ according to each type of transaction. '

(6) Relationship with Existing Agreements

This Data Interchange Agreement form was planned with the policy that it should not
influence any already-existing "background" agreement for transactions (i.c., an underlying
commercial agreement) between the ﬁarties. Consequently, the data interchange agreement should
be prepared so that, to the extent possible, it does not exert influence on any existing basic
agreement for continual transactions, which may be called an "agreement for continual
transactions”, a "product purchase agreement” or the like. In the event it becomes necessary to
revise the contents of the basic agreement that is appurtenant to the data interchange agreement, it

is desirable to amend the basic agreement.

(7) Relationship with Various Types of Legal Systems

There are different types of applicable business laws, regulations and controls, depending
on the subject matter of the transaction. Further, in cases where the transaction is subject to the
application of subcontract law, the duty to furnish documents and the contents thereof are
prescribed by law, which must be obeyed. Nonetheless, it being impossible to draft a standard
contract that comprehensively covers these laws, regulations and controls, this Data Interchange
Agreement form was drafted without them into consideration. Thus, when this model form is
actually used to prepare a concrete data interchange contract, it will be necessary to conform the
contract to the applicable laws, regulations and controls.




(8) An International Viewpoint

This Data Interchange Agreement form was drafted on the premise that it would be used in
domestic transactions. There are no national borders with EDI, however, and it is necessary to
plan how to conform a data interchange agreement so that it is applicable for international
transactions. For this purpose, Japan's legal system does not necessarily prescribe all necessary
rules concerning how to deal with the special issues conceming documents that are peculiar to
clectronic data, such as the matters of "signature” and "original copy”. We have referred to such
documents as the UNCITRAL model law and the ECE/WP.4 model data interchange contract

form, and strove to incorporate international trends into the provisions to some extent.

1.4 Points to Heed in the Use of the Data Interchange Agreement Form

This Data Interchange Agreement form is comprised of thirteen articles. For commentary on
the details of each provision, refer to the "Point by Point Comments on the Data Interchange
Agreement (Reference Model) in Chapter 3. Further, as will be understood from the above
remarks, this model form, being drafted in accordance with the above-mentioned basic policies,
cannot be applied "as is" to any concrete transaction. That is to say, when using this model form
it is extremely important that it be modified with reference to the special characteristics of the
actual transaction, The gist of the plan for this Data Interchange Agreement form and some
problem points are explained in the "Comments". From those Comments a full understanding of
the aim of this draft can be understood. Then it will be necessary to prepare a standard contract

form suitable for the particular industry or business area.




2. DATA INTERCHANGE AGREEMENT
(REFERENCE MODEL)

Below is set out the reference model for a data interchange agreement, drafted mainty by the
Working Committee.
Data Interchange Agreement (Reference Model) ver. 1.0
This Agreement is made and entered into by and between

("Purchaser") and ("Seller") to facilitate individual agreements ("Individual
Agreement(s)") based upon continuing commercial transactions (the "Transactions) for the

products prescribed in the Schedule attached hereto by electronic data interchanges ("EDI").

Article 1 Implementation of Data Interchange
The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI.

Article 2 Operation Manual

1. A system required for operation of EDI, a transmission protocol, a message configuration,
the type of data to be transmitted, system operation time, and/or other details shall be provided in
the data interchange operation manual (the "Operation Manual") mutually agreed on by the
parties.

2. The parties hereto agree that the Operation Manual shall be an integral part of this Agreement
and shail have the same effect as this Agreement.

3. When the Operation Manual must be modified or amended by reason of the alteration of the
system or other reason, the modification or amendment shall be made by agreement reached
through prior consultation between the parties, including but not limited to the matter of which
party should bear the costs for this modification or amendment.

Article 3 Procedures for Security and Reliability

The parties hereto shall carry out all or any of the procedures prescribed below for a secured
data interchange and agree that the details of executing those procedures shall be prescribed in the
Operation Manual: ‘
(1) Procedure for confirming the identity of an originator;
(2) Procedure for confimming the originator's authority to create data;
(3) Procedure for isolating data input errors;




(4) Procedure for confirming data integrity during data transmission;
{5) Other items agreed to by the parties hereto.

Article 4 Data Transmission.
Data shall be transmitted into the mail box of the other party according to a method
prescribed in the Operation Manual.

Article 5 Treatment of Non-Readable Data.
1. If transmitted data is not readable, the data addressee shall notify the originator of that fact by

means of immediately after the addressee becomes aware of it.

2. If the originator has been notified according to the above provision, it shall be considercd as
having withdrawn the data.

Article 6 Acknowledgment of Receipt

1. Either party hereto may request the other party to provide the acknowledgment of reéeipt of
transmitted offering or acceptance data. This acknowledgment shall be provided by the method
of unless otherwise specified.

2. If the above acknowledgment has been received, the transmission of the offering or
acceptance data shall be deemed as having been completed and if such an acknowledgment has

not been received the transmission of such data shall be deemed as not having been completed.

Article 7 Conclusive Confirmation of Data Contents

The parties hereto agree that, if data has been originated and transmitted according to the
procedures for security and reliability prescribed in each of the items in Article 3, the respective
contents of the received data shall be conclusively confirmed by the confirmed items.

Article 8 Establishment of Individual Agreements

An Individual Agreement for the Transactions shall be established when acceptance data is
received. However, if Seller requests from Purchaser the acknowledgment of receipt prescribed
in Article 6, an Individual Agreement shall be established upon the receipt of such
acknowledgment. Notwithstanding the above, when the parties hereto agree to any separate
provisions the parties hereto shall follow such provisions.

Article 9 Data Storage and Delivery

1.  Each party shall store and maintain the data it originates and receives and shall deliver such
data to the other party upon request of the other party. However, the cost of printing-out,
duplication and other expenses related to such delivery, if any, shall be borne by the requesting
party.

2. Details of storage and delivery shall be provided in the Operation Manual.
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Article 10 Bearing of Costs

Costs for the data interchanges provided in this Agreement shall be borne by the parties
hereto according to a separate agreement.

Article 11 System Management

1. Each party shall manage its own system necessary for smooth and reliable EDI.

2. Measures to be taken against system errors or system failures shall be provided in the
Operation Manual,

Article 12 Relationship with Basic Agreement
If there is a discrepancy between the provisions in this Agreement and those of the Basic
Agreement dated entered into by the parties hereto the provisions of this

Agreement shall have the prevailing effect.

Article 13 Effective Term
The effective term of this Agreement shall be from until
. Unless either party hereto provides written notice rejecting renewal or

offering the modification of the contents of this Agreement to the other party not later than three
(3) months before the expiration of the term, this Agreement shall be effective for a further

years under the same terms and conditions, and shall be renewed thereafter on

this temporal basis.

Date: _ _
the Purchaser: the Seller:
Name: Name:
Address: Address:
Sign.: Sign.:




3. POINT-BY POINT COMMENTS ON THE DATA
INTERCHANGE AGREEMENT (REFERENCE MODEL)

It is difficult to propetly convey to the user the intent of some of the points in the draft of the
Data Interchange Agrecment (Reference Model) from its text alone. Also, although this form was
drafted to be a reference model for various industries and business conditions, when it is actually
put to use it will have to be adapted to the circumstances of the particular industry or business
conditions. Accordingly, we will provide some comments here on the intent of some of the

-provisions and remark on some points to heed when using the Reference Model.

Preamble

This Agreement is made and entered into by and between
("Purchaser") and ("Seller") to facilitate individual agreements ("Individual
Agreement(s)") based upon continuing commercial transactions (the "Transactions) for the
products prescribed in the Schedule attached hereto by clectronic data interchanges ("EDI").

(COMMENTS)
(1) = Subject of the Agreemént
The parties hereto agree that Individual Agrecments related to the Transactions shall
completed by EDI. This data Interchange Agreement form hypothesizes a case in which the
placement and acceptance of individual orders is carried out, through electronic data interchanges,
by parties who already have entered into a basic agreement for the continual sale and purchase of

goods.

(2) Positioning of the Agreement

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDLIn the Data Interchange Agreement, provis'ions are prescribed for issues
arising from the carrying out of data interchanges through electronic media. This is premised on
the concept that basic issues concerning the underlying transactions themselves, such as the
delivery of goods, the question of whether or not there will be inspections and, if so, their
methodology, the times for the settlement of payments and the method of payment will all be
provided for in the Basic Agreement. Also, agreements as to details such as the method of
operating the system and the contents of the electronic data will be specified in the Operation
Manual (refer to Article 2).




(3) Contents of the Transactions _

The purpose of the Preamble is to clarify the objectives of the Data Interchange Agreement
and the subject matter of the agreement between the parties.

The transactions that are the subject of the agreement are specified in the Schedule attached
to the contract. If the subject transactions can be simply expressed, then instead of describing
them in an attachment the description can be put in the Preamble or in a provision specifically for
that purpose. In the latter case, there could be, for example, a provision along the following
lines. '

QUOTE
Article 1. This Agreement shall be applicable as to the issuance and acceptance of
orders for the following goods: . . .
UNQUOTE

Article 1. Implementation of Data Interchange

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI.

(COMMENT)
Agreement of the Parties
This is an express statement of the agreement that Buyer and Seller will issue and accept
individual orders through clectronic data interchanges in connection with a continual series of
transactions. Since there is a Preamble, this article may not really be necessaiy, but it was put in

the model form to confirm the parties' agreement on this point.

Article 2. Operation Manual

1. A system required for operation of EDI, a transmission protocol, a message configuration,'
the type of data to be transmitted, system operation time, and/or other details shall be provided
in the data interchange operation manual (the "Operation Manual") mutually agreed on by the
parties. _

2. The parties hereto agree that the Operation Manual shall be an integral part of this Agreement
and shall have the same effect as this Agreement.

3. When the Operation Manual must be modified or amended by reason of the alteration of the
system or other rcason, the modification or amendment shall be made by agreement reached
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through prior consultation between the parties, including but not limited to the matter of which

party should bear the costs for this modification or amendment.

~ (COMMENTS)

(1) Matters Provided in the Operation Manual

So that the Data Interchange Agrcernent will contain only the necessary minimum of
prowsmns all the technical and procedural requisites for carrying out the actual data
mterchangcs, mcludmg a descnpt:lon the composition of the data interchange system, are
provided in the Operation Manual. It may not, however, be possible to include all necessary
pr0v1510ns before operatlon of the data interchange commences. Further, if the provisions in the
agreemcnt upon Wthh the Opcratlon Manual is premised change it will become necessary to
revise the Operatlon Manual Even after opcrauons commence, it is necessary to keep in mind

that the Opcratlon Manual can bc supplcmented and amended.

Matters that should be provided in the Operation Manual

Below we will list up the absolute minimum of provisions that we think should be included
in the Operation Manual. It probably will be necessary to add to or revise the items on this list in
accordance with the actual data interchanges that are conducted.

. 'Defmltlon of Terms Used in the Data Intcrchange Agreement and the Operation Manual:

" The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDL There are many terms used in contracts concerned with EDI that still do not
have a standardized definition, neither internationally nor domestically. So to avoid
mlsundcrstandlngs itis neccssary to estabhsh clear definitions of the terms used in the relevant
contracts; '

» Composition of the System:
The parties hereto agree that Individual Agreements related to the Transactions shall
" completed by EDLThe hardware, software and other equipment that will be used;

« Communications:

The parties hereto agree that Individual Agreements related to the Transactions shall
h éonipletéd by EDI. The communications circuit, communications procedures, whether or not a
* VAN company will be used, and other communications methods;

-« The Data that is the Subject Matter of the Data Interchanges:

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI. Depending on the circumstances, the order issuance and acceptance data (in




the case where only order issuance data for formation of the individual agreement will be
transmitted [the "one-way" pattern], only order issuance data) can include receipt confirmation
data and other information related to the operation of the data interchange system, such as
estimates, confirmations of deliveries, invoices and the like;

* Contents of the Data that will be Input:
The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDL In the case of order issuance data, the types of goods ordered, quantities,
delivery dates, places of delivery and so on;

* In a case where the Law to Prevent Late Payment of Subcontract Charges, etc. is
applicable, if the details of the issuance of the order are recorded on a "magnetic recording
medium or the like", they must be clearly indicated in a written document. Since in such
case even the matters that must be recorded concerning the contents of the order are
‘prescribed, it is necessary to follow the mandates of the applicable laws (Subcontract Law
Article 3 and related regulations);

* Measures in Case Errors Occur in the Contents of the Data:

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI. Whether or not there is a duty to notify the other party in the event that
matters that should have been transmitted were not and, if so, the procedure for notification; the
validity of relevant data in the event no notification was made, and so on;

* Method of Dealing with Unreadable Data:
The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI.(See the Comment to Article 5);

* Operation of Data Interchanges:

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI. Liability for the costs related to the operation of the data interchanges (see
the Comment to Article 10); days and times of operation; handling of data that are received
outside the time for operation, and so on; efficacy during the time period from after the receipt
of order issuance data until the return transmission of order acceptance data or in case there was
no retransmission, or the like (for example, if the order acceptance data are not received by the
specified time, will the issued order be deemed to have been rejected?);

* Procedures for Assurance of Security of the Data [nterchanges:

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI.(See Comment to Article 3);




* Data Transmission:
The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI. Provisions related to the technological methods of transmission (sce
Comment to  Article 4);

* Form and Method of Confirmation of Receipt of Transmission; Period The parties hereto agree
that Individual Agreements related to the Transactions shall completed by EDI.of Time Until
Receipt of Confirmation of Received Transmission: ‘
The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI.Details of methods in cases where acknowledgment of receipt of a

transmission is necessary pursuant to Article 6 (see Comment to Atticle 6);

* Data Storage:
The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI. Method, scope and time period, as well as method of delivery to the other
party (see Comment to Article 9);

» Mcthods, Procedures and Measures for Handling Abnormalities related to Management and
Maintenance of the System: '

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI. Mutual responsibility for management; method for contacting the other
party; methods  for management and maintenance during normal periods; concrete measures
to be taken if an abnormality occurs and, during such time, substitute procedurcs for data
interchanges and the efficacy thereof (see Comment to Article 11).

(2) Efficacy of the Operation Manual and Amendments Thereof

The parties hereto agree that Individual Agreements related to the Transactions shall
completed by EDI The Operation Manual is incorporated into the Data Interchange Agreement
and is legally binding. Since a revision of a matter prescribed in the Operation Manual has the
same effect as a revision in the Data Interchange Agreement, a written document evidencing the
change (a memorandum or other type of contract) is necessary. Moreover, since there is a
question as to whether notification of the change to the other party will suffice, it is best to
prepare an amendment agreement. Also, if the amendment of the Operation Manual results in a
contradiction with the contents of the Data Interchange Agreement, it will be necessary to amend
that Agreement, too. Furthermore, attention must be paid to conformance with the Basic
Agreement. It is provided in Article 12 that if there is an inconsistency with the terms of the Basic
Agreement, the Operation Manual and the Data Interchange Agreement will have precedence.

The parties hereto agree that Individual Agreements related to the Transactions shall



completed by EDI. The order of precedence if there is a discrepancy between the Data Interchange
Agreement and the Operation Manual should also be specified in one or the other of those
documents.

Article 3. Procedures for Security and Reliability of Data Interchanges

The parties hereto agree that Individual Agreements related to the Transactions shall |
completed by EDI.The partics hereto shall carry out all or any of the procedures prescribed
below for a secured data interchange and agree that the details of executing those procedures
shall be prescribed in the Operation Manual:

(1) Procedure for confirming the identity of an originator;

(2) Procedure for confirming the originator's authority to create data;
(3) Procedure for isolating data input errors;

(4) Procedure for confirming data integrity during data transmission;
(5) Other items agreed to by the parties hereto.

(COMMENTS)

(1) Gist of the Provision

This provision prescribes the procedures for the security and reliability of the data
interchanges. In an electronic transaction by EDI, compared to a transaction on paper there arc
more problems with confirming the identity and authority of the other party by means of the
received message. Thus it is necessary to stipulate in advance the confirmation procedures for
such points as identification of the sender of the transmitted data, confirmation of the
authorization for the sender to create the message (here, "authorization” means the authority to
settle accounts with respect to the relevant data transmission), confirmation that the data has not
deteriorated during its transmission (i.e., the issue of "data integrity"), and confirmation that
there are no data entry errors. If these kinds of confirmation procedures are stipulated, then, by
confirming that the received message has been prepared and transmitted in accordance with these
procedures, it is possible to take steps against falsifications of transmissions and data by
unauthorized persons, entry errors, data deterioration during transmission and so on, and to
safeguard the receiving party as to the reliability of the reccived message. If such procedures are
not stipulated, the treatment of cases such as, to cite some examples, the creation and.
transmission of data by an unauthorized person or the deterioration of a message during
transmission will be governed by the general rules of the Civil Code, and difficult problems will
arise as to the apparent agency of the sender, the question of "mistake" and so on. Also, the
speed and smoothness of electronic transactions will be hindered.




(2) Concrete Examples of the Various Procedures
For the procedure for confirming the identity of an originator, as mentioned in Item (1) of
Article 3, there are passwords, electronic signatures, encoding and other methods.
As to the procedure for confirming the originator's authority to create data, mentioned in Item
(2), there are methods such as restriction on the use of terminals that can transmit data to
authorized persons only, and affixing the electronic signature of the authorized originator to the
message. ,
As procedures for confirmations related to the existence of data input errors in Item (3), an
arrangement can be made so that abnormal input data values will be excluded. For example,
maximum and minimum values can be set, and data outside of those perimeters will be excluded
as abnormal data. Or, it could be required that both the product code and the product name be
transmitted; if there is a discrepancy between the two, the data will be considered to be in error.
By adopting these procedures, 1o a certain extent it will be possible to reduce risks related to the
_ quantities and types of goods.
As a procedure for confirming data integrity during transmission, which is covered in Item
(4), parity checks and encoding can be used together. With the latter, if deterioration of the
encoded data occurs during transmission, this will be ascertained when, by using the designated

key to decode, a meaningful message is not reproduced.

(3) Standards for Selecting Each of the Procedurcs

In this Article, the above items are illustrative, but in most cases putting these transaction
security measures in place will incur expenses. In addition, the types and degree of necessary
sccurity measures will differ according to the type and actual circumstances of the particular
transaction. Accordingly, in drafting a data interchange agreement for actual use, only those
procedures that arc necessary should be selected from these illustrative measures. Further,
depending on the special characteristics of the particular type of business, it may be necessary (o
add other procedures, as mentioned in Item (5). As an example of this type of case, for systems
where prudcnce is especially necessary, instead of a simple notice of acceptance or refusal of an
offer, a series of procedures could be utilized so that the acceptance message would have to
repeat the contents of the offer, and only when those two messages were in exact conformance
would the individual agreement come into formation.

The details of whatever procedures are adopted should be provided in the Operation Manual,
and it is also necessary to takes steps so that afterwards it can be confirmed whether or not these
are actually being carried out. '

" In addition, as mentioned above, in the case of an actual data interchange agreement, in
order to determine which procedures will be adopted for which security measures, thought must
be given to the degree of importance of the transmitted data, and consideration paid to the
expenses of utilizing a certain procedure (hardware and software costs, and the like) vis-a-vis the
results that will be derived.



Article 4. Data Transmission

Data shall be transmitted into the mail box of the other party according to a method
prescribed in the Operation Manual.

(COMMENTS)
Concrete transmission methods are provided in the Operation Manual.
Here, it is provided that data is transmitted when the originator sends the data, it arrives in
the other party's mailbox, and it is in a readable condition. In a case where a VAN company will
intervene, the provisions may have to be different, depending.on the structure of the concrete data

interchange system.

Article 5. Treatment of Non-Readable Data

1. If transmitted data is not readable, the data addressee shall notify the originator of that fact;
by means of immediately after the addressee becomes aware of it.

2. If the originator has been notified according to the above provision, it shall be considered

as having withdrawn the data.

(COMMENTS)
(1) Treatment of Unreadable Data

This Article provides for the manner of dealing with data sent by the sending party to the
receiving party (order issuance data) that has become unreadable for some reason (such as a
technical reason) that is not attributable to the fault of the receiving party. One point to heed is that
the sending party should not be equated with the order issuer and the receiving party with the
order acceptur. From a different viewpoint, since both the order issuer and acceptor will at times
be the transmitting or receiving party, fairess to both parties is an important requisite. In relevant
cases, it should be required that the receiving party should have a duty to notify that the order
issuance data is unreadable. However, since the fact of non-readability directly affects the issue
of the formation of the contract, as covered in Article 8 (in principle, the Individual Agreement is
formed "at the time when order acceptance data is received”; see Article 8), and since many kinds
of concrete circumstances can be hypothesized, it is nccessary to concretely decide on measures
that will not be unfair to the sending or receiving party, taking into account both the one-way and
two-way forms.

The parties hereto agree that Individual Agreements related to the Transactions shall




completed by EDL
Consider, for example, the following.
(A) The case where there is recognizable evidence that the transmitted data reached the

addressee, but it was unreadable:

We can imagine, as some of the causes, human error in operation (such as a mistake in
encoding), trouble with software or hardware, or the intervention of a third party (such as the
issuance of an order or the like by a hacker). In such cases, the measures taken pursuant to this
Article will suffice, but with the principle that the sending party can confirm that the contents of
the transmitted data were transmitted in a recadable form. It is necessary to note that the
receiving party bears a heavy obligation to provide notification (such as regularly confirming
the identity of the sender and the contents of the transmission, and so on). In cases where even
the message originator cannot provide confirmation solely by means of some traces of evidence
of delivery of the transmitted message to the receiving party, the receiving party will be relieved
of its obligation to notify under this Article, and the relevant data should be decmed as not
having been transmitted, since the subject matter of the "notice” on which the arrangements in
this Article are premised is lacking (namely, the message cannot be read).

Pursuant to Article 6, even in a case where the procedure for acknowledgment of receipt is
stipulated, although the content itself of the transmitted data is unreadable, often there will be
cases where receipt acknowledgment will occur automatically through the system, but in these
cases it will be deemed that the originator has withdrawn the data, not under Section 6.2 but
pursuant to this Article.

(B) The case where the data are readable but the contents are in error:

_ A case where the data are readable but the contents are in error is not the subject matter of
this Article. However, as a matter of fact, in a casc where all or a part of the contents of the
data can clearly be seen to be caused by a mechanical error or a mistake in operation (a
mis-stroke on the keyboard or the like), on the assumption that there will be a continuing series
of transactions, there is room for doubt that the receiving party has no obligation to provide
notice of the error. In these cases as well, the provisions in the Operation Manual should
specify countermeasures that take into consideration the matter of fairness to both parties.

Also, with respect to the relationship with procedures for confirmation of the existence or
absence of errors in input data (Article 3 Item 3), it is desirable that there be agrecment on
establishing automatic countermeasures in the system based on set standards, so that the
receiving party's responsibility will not be too heavy.

(2) Notice of Non-Readability

With respect to notification methods (procedures, time periods, and so on), care must be taken
in the cases where the transmitted data is not readable so that the timing of the transaction will not
be lost (often promptness is desired), and these methods must be concretely specified in the




Operation Manual. The method of notice in these cases could be by e-mail, FAX, telephone and
so on, but if possible methods of oral notice, such as by telephone, should be avoided, in favor
of a method by which evidence can be preserved.

(3) Effect of Notice of Non-Readability

When the notice of non-readability mentioned in the preceding Section has been made by the
receiving party, it will be deemed that the originator has withdrawn the transmitted data.
Depending on the case, it may be advisable to provide that concurrent with the withdrawal of the
transmitted data, there will be a duty to retransmit it. And depending on the contents of the
transaction, there could be an argument that a deadline should be established for sending the
notice of non-readability, and if the deadline were not met, the burden of risk would be borne by
" the party who did not provide notification. Further, under the "one-way" form, in which a
contract is formed by the issuance of the order alone (the casc of blanket agreement with the
consent of the order acceptor), consideration should be given to the protection of the position of
the receiving party. It will also bé necessary to agree in advance on procedures for evidencing the
fact that the order issuance data has been transmitted pursuant to the Operation Manual (refer to
the last part of the Comments to Article 8).

(4) Data Transmission with the Intermediation of a VAN Company's System

How should we deal with a two-way system with the mediation of a VAN company, in the
case where acknowledgment of the receipt is carried out pursuant to Article 6 for consistency in
the handling of information? Acknowledgment of receipt pursuant to a separate contract may have
precedence over this Article, and even in the case of non-readability, possibly the transmission
will not be deemed to have been withdrawn. For example, based on the promise of the VAN
company to bear liability for intermediation between the Purchaser and the Seller, there will be
cases where, with respect to the transmission of the understanding between the sending party and
the receiving party, the VAN company will act as agént for acknowledgment of receipt of
transmissions, by FAX, telephone or other means as provided in the Operation Manual. That is,
with the premise of a system under which the VAN company will, at a frequency determined
beforehand, access the mailboxes of the Purchaser and the Seller and act as an agent for
dcknowledgment of receipt of transmission, it is hard to imagine a situation of non-readability
unless an interruption of communications occurs due to a big accident. Namely, in such a case,
rather than the procedures for confirming intent under this Article 5 and Articles 6 and 8 being
applicable, probably the VAN company itself will be liable as an agent for the relevant party,
pursuant to a scparate contract between the VAN company and the parties.




Article 6. Acknowledgment of Receipt

1. Either party hereto may request the other party to provide the acknowledgment of receipt of
transmitted offering or acceptance data. This acknowledgment shall be provided by the method
of unless otherwise specified.

2. If the above acknowledgment has been received, the transmission of the offering or
acceptance data shall be deemed as having been completed and if such an acknowledgment has
not been received the transmission of such data shall be deemed as not having been completed.

(COMMENTS)
(1) Significance of Acknowledgment of Receipt of Transmission
The acknowledgment of receipt is notification of the fact that the transmitted data has
arrived. This does not mean that the contents of the transmitted data have been understood. Nor,
by itself, does it signify an expression of the receiving party's intent as to the contents of the
transmitted data (for example, acceptance of an offer).
This acknowledgment of receipt of transmission conclusively evidences the fact that data has
arrived, but whatever other legal effect it may have will depend on the agreement reached
between the parties (for example, pursuant to Section 2 of this Article 6 or the proviso in Article

8).

(2) Should Acknowledgment of Receipt be Sent to the Other Party?

It is provided in Section 1 of Article 6 that cither party may "request the other party to
provide acknowledgment of receipt”. In contrast, it could be provided that upon arrival of data an
acknowledgment of receipt must always be made. That, however, might not always be logical,
taking into account the bearing of communications costs. Furthermore, depending on the type of
transaction, there will be cases when it is more reasonable that acknowledgment of receipt not be
required. '

(3) Method of Acknowledgment of Receipt
{A) Selection of the method of acknowledgment:

Since there are various differences in the procedures for transmission, in contents and in
time periods in connection with the methods for acknowledgment of receipt, it is necessary to
agree on them beforehand. For example, with regard to the procedure, there are may cases
where the acknowledgment will be transmitted electronically by using the same system as the
one for the order issuance and acbeptance data interchanges, but the acknowledgment could
also be sent by telephone, facsimile and so on. Therefore, perhaps the details as to the
method should be put in the Operation Manual. In cases where the method of
acknowledgment of receipt thus provided remarkably lacks reliability, the efficacy of the



acknowledgment provided in Section 2 of this Article will not be recognized, so it is
necessary to pay sufficient attention to the details when deciding on the method.

(B)  Relationship between Data interchange by intermediation of a VAN system and
acknowledgment of receipt:

This Data Interchange Agreement is based on the presumption of a form of system in
which the data will be transmitted into the other party's mailbox (Article 4). In contrast, there
are many cases in which data interchanges are carried out with the intermediation of a VAN
company. In such cases, the order issuance and acceptance data that are transmitted to the
VAN company are sorted into mailboxes at that company's location and the receiving party
then accesses its mailbox. Even in these cases, if the receiving party directly transmits the
acknowledgment of receipt by telephone or facsimile, the measures provided in this Article
can be applied. If, however, substitute measures are taken through the VAN company; for
cxample, then there could be various situations affecting the acknowledgment of receipt in
such a case, depending of the relationship between the two parties, and often this Article, in
its current form, will not be suitable. It will be necessary to stipulate the method and effect of
acknowledgment of receipt in a contract or covenant concerning the relationship of the Buyer
and Seller with the VAN company and the use of the VAN company's network.

(4) Legal Effect of the Acknowledgment of Receipt of Transmission

(A) Completion of data transmission:

As for the effect of acknowledgment, in Section 2 of Article 6 it is provided that, "If
the . . . acknowledgment has been received, the transmission of the offering or acceptance
data shall be deemed as having been completed, and if such an acknowledgment has not been
received, the transmission of such data shall be deemed as not having been completed.”

- According to this, when the Purchaser has requested that the Secller provide
acknowledgment of receipt and the Seller has done so, the Purchaser's offer will have been
delivered and is binding on the Seller (refer to Article 521 Section 1 and Article 524 of the
Civil Code). Conversely, if the Seller has received from the Purchaser the acknowledgment
of receipt that it had requested, the Seller's acceptance will have been delivered. This Data
[nterchange Agreement, in contrast to the principle of the creation of the contract upon
"dispatch” in the Civil Code (Article 526 Section 1), takes the position (in Article 8) that the
contract is formed when the acceptance has been received. Having received that, it is

- provided in the Agreement (in the proviso to Article 8) that in the case where the Seller has
requested that the Purchaser acknowledge receipt of transmission, the Individual Agreement
will come into formation at the time when the acknowledgment of receipt is received.

Further, the receipt of the acknowledgment of receipt only results in the completion of




the data transmission; by itself it does not mean that the contents of the transmitted data have
been understood or can be understood. Accordingly, when it has been ascertained that the
received data is not readable, the acknowledgment of receipt is such a case will not have the
effect of constituting a contract offer or the formation of a contract.

Further, in accordance with this Article, in the reverse case where the acknowledgment
of receipt is not received, it will be deemed that transmission was not made. When an
acknowledgment of receipt has been requested, even if it has actually been received, unless it
is received in the way specified in Article 6 Section 1 by the person .-:who requested the
acknowledgment, it will not be considered as having been transmitted. That is to say, in such
a case, since the result is that the Purchaser's order issuance data (the offer) has not been
delivered, the Purchaser is not bound by the offer and since the Seller's offer acceptance data
(the acceptance) has not been delivered, the contract is not formed (see Article B).

Instead of this method (i.e., arule of "conclusivity"), there could be a provision to the
effect that if there is an acknowledgment of receipt, it will be presumed that data transmission
has been completed and the acknowledgment will constitute counter evidence against the

party to whom the data has been sent (i.e., a rule of "presumption").

(B) Preparations for performance, etc. prior to receipt of the acknowledgment of receipt:

When an acknowledgment of receipt of transmission has been requested, if the
acknowledgment is not received it will be deemed that the transmission was not made.
Therefore, until the acknowledgment is received, where the parties carry out various
measures in connection with the contract, each of them does so at its own expense and
liability. For example, if, while the Seller is requesting that the Purchaser provide
acknowledgment of receipt of the order acceptance data, at the same time the Seller prepares
for performance or the like, if that acknowledgment from the Purchaser is not transmitted,
the Seller should bear the risk for the related expenses and so on. Depending on the situation
between the parties, it may be desirable to expressly state this in a provision in the
Agreement.

(5) Security and Reliability of the Transmission of the Acknowledgment of Receipt

There are many cases in which the acknowledgment of receipt is transmitted electronically
using the same system as the onc for order issuance and acceptance data interchanges. It is
necessary to consider security and reliability in such cases, with respect to discrepancies,
transmissions by unauthorized persons and so on. With respect to that, under this Agreement, if
the procedures for security of the data interchanges specified in Article 3 are performed and the
acknowledgment of receipt has been received, it will be construed that the acknowledgment of
receipt of transmission has been made (see Article 7).




Article 7. Conclusive Confirmation of Data Contents

The parties hereto agree that, if data has been originated and transmitted according to the
procedures for security and reliability prescribed in each of the items in Article 3, the respective

contents of the received data shall be conclusively confirmed by the confirmed items.

(COMMENTS)

(1) Summary of the Article

This Article, in response to the provisions of Article 3, stipulates the effect of the
performance of the procedures for security and reliability. Namely, it provides that in the event
that it has been confirmed that the procedures prescribed in Article 3 have been performed, the
effect will be that the data concerning the various confirmed contents will be conclusively
confirmed. For example, when the performance of the procedure for confirming the identity of an
originator in Article 3 has been confirmed (such as by use of an agreed-on password), it will be

conclusively confirmed that the data originator is identical to the person named in the data.

(2) Relationship with Burdens of Claim and Proof

The provisions of this Article are related to the burdens of claim and proof in litigation. For
example, in the casc where the receiver of a transmission accepts a contract offer made by EDI,
the burdens of claim and proof if a claim is made based on the contract that is formed thereby are
borne by the party asserting the legal effect of the contract; namely, as a rule, the recipient of the
transmission. Therefore, in the cvent of a dispute about whether or not the received massage was
truly drafted by the other party, whether or not the transmitting party had the authority to create
and send the data, whether or not the quality of the data deteriorated during transmission and so
on, usually it is the receiver who must claim and prove these matters. With EDI, though, these
types of proof are generally difficult.

Pursuant to the provisions of this Article, if the transmission recipient proves the fact of the
performance of the procedures prescribed in Article 3; that is, use of the specified password, use
of the encoding key and so on, the fact of the existence of the corresponding data can be
conclusively confirmed and, moreover, the proof of these facts will be relatively easy. For
example, if a password is to be used, its use can be confirmed by the password sent to the
recipient, and the fact of the use of an encoding key can be proved by the restoration of the data
to meaningful text.

(3) The Significance of Conclusively Confirmed Data

In this Article the term "conclusive confirmation of data" is used, but it is necessary to give
attention to the meaning of that term.

As a means of agreement as to the effect of performance of the procedures in Article 3,




generally there is the method of presuming the fact of the confirmed contents and also the method
of conclusively regarding such as a fact (i.e., as a legal fiction). The difference between these
two methods is that in the former case evidence to the contrary is permissible, while in the latter
case it is not. Nevertheless, it probably will be difficult to decide once and for all which of these
-two should constitute the effect of the performance of the procedures in Article 3. That is because
even if, for example, an encoding system is used as the procedure for confirming identity, the
strength of that will vary. Also, it can be foreseen that along with developments in technology
related to security measures, technology to interfere with those measures will also be developed.
Thus, there will be problems in deciding once and for all whether it is proper to settle for a
presumptive effect or to decide on a conclusive effect. In the Reference Model, for the time being
the term "conclusive confirmation" is used to describe the efficacy of the performance of the
procedures in Article 3, but if it is desired to clarify whether this means one or the other of the
above two effects, it will be necessary to state that clearly in the text, while taking the above

issues into consideration.

(4) Cormrespondence between Confirmation Procedures and Their Effect

It is necessary to pay attention to the fact that in cases where the confirmation procedures
that are employed do not comespond with the effect, sometimes the efficacy will not be
sanctioned. In this connection we refer to the concept of the "commercial reasonableness” of
"security procedures” as specified in thc provisions of Article 4A of the U.S. Uniform
Commercial Code, on "Electronic Transfers of Funds". |

This concept does not necessarily stipulate the effect of security measures only from a
technologica! standpoint but, for example, in the case where the high degree of security of the
confirmation procedures that are used can be assured (such as when encoding is carried out with
a very secure code, as opposed to simply using only a fixed password), more credibility can be
assured as to the message that confirms the identity of the sender. This way of thinking should be
~ taken into consideration if the partics contemplate a "conclusive presumption”-type provision.

Further, there are times when the message recipient cannot know if the performance has
been carried out by the procedural methods specified in Article 3. It is necessary to keep in mind
that even if the performance of procedures in that way is a requisite condition, since the message
recipient cannot prove that the procedures have been done, legally there may be cases where the
efficacy of this Article will not be obtainable. Comparing the provisions of this Article with those
in model EDI contracts used in various foreign countries and by international organizations, in
addition to provisions relating to the procedures for the security and reliability of data
interchanges, those model contracts also have provisions stipulating the efficacy of the
performance of those procedures.




Article 8. Establishment of Individual Agreements

An Individual Agreement for the Transactions shall be established when acceptance data is
received. However, if Seller requests from Purchaser the acknowledgment of receipt prescribed
in Article 6, an Individual Agreement shall be established upon the receipt of such
acknowledgment. Notwithstanding the above, when the parties hereto agree to any separate

provisions the parties hereto shall follow such provisions.

(COMMENTS)
(1) Gist of the Article

This Article is premised on the tenor of Atticle 7 as to the conclusive confirmation of the
contents of the data, and clarifies the time of formation of an Individual Agreement.

If the approach is taken that the Data Interchange Agreement should only provide for matters
related to data interchanges, then it follows that perhaps the issue of the time of formation of the
Individual Agresments should be covered in the Basic Agreement. Since, however, the subject
matter of the Data Interchange Agreement is a series of individual placements and acceptances of
orders through electronic data interchanges, this Article, as part of a contract for continual
transactions, sets out an express provision as to the time of formation of Individual Agreements.
Accordingly, if there already is such a provision in the Basic Agreement, this Article 8 may not
be necessary.

Several different ways can be conceived of to structure, on a legal basis, the individual
placements and acceptances of orders in a contract for the continual sales and purchases of
goods. There could be an underlying understanding in the Basic Agreement concerning the sale
of goods to the effect that the deals will be structured so that the placement and acceptance of an
order will comply with shipping instructions to be issued each time (several industries do
business with such an understanding),- but it is more prevalent to have a set agreement as to the

formation of a continual series of sales and purchases.

(2) Time Period for Formation of Individual Agreements ‘

The significance of specifying the time of formation of an individual sales contract is that
through such means the existence of the contract can be conclusively confirmed, and the time
when the relationship between the buyer and seller as to rights and obligations comes into being
can be clearly ascertained. '

_ In the Civil Code, it is provided that the time of formation of a contract between persons
situated in different localities is when an acceptance has been sent in response to an offer (Article
526 Scction 1). In accordance with this principle in the Civil Code with respect to the
establishment of contracts between persons in different localities, which is based on the doctrine
of the sending of approval, an individual agreement through electronic interchanges would come
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into formation at the time of the transmission of electronic data that can legally be evaluated as

being an acceptance. Since, in the case where the seller's order acceptance data is sent in

responsc to the buyer's order issuance data, the latter can be understood to be an offer and the
former an acceptance, the individual contract will be formed at the time when the order acceptance
data is sent. Articlc 8 modifies this Civil Code principle, and provides that an Individual

Agreement is established when the order acceptance data is received (the "delivery" doctrine). As
is commonly known, the doctrine of acceptance upon dispatch in the Civil Code has its origins in
English law, but this is not necessarily compatible with the theoretical presumption that for a
contract to come into formation it is necessary for the acceptance to have legal effect, and various
scholarly opinions have been asserted as to how those two concepts are to be theoretically

construed, such as the concept of "condition precedent” or "contingent effect”. For example,

problems have arisen as to how to explain the fact that if the transmitted acceptance is not
received by the other party, a contract that has once been formed by the sending of the acceptance
ultimately does not have legal effect. In this Article, instead of following the Civil Code type of
rule, an Individual Agreement is formed when order acceptance data that constitute an acceptance
are received. This approach is also taken in the UNCITRAL model draft. Even with transactions
between persons in different localities, when electronic data are interchanged through a

communications system that utilizes computers, except in special cases there will be hardly any
lag between the time the data is sent and the time it is received, and if the times when transmitted
data are for some reason not received are taken into consideration, the doctrine of delivery seems

morc reasonable than the doctrine of dispatch or transmission.

(3) Relationship with Confirmation of Receipt of Transmission

Furthermore, when the Seller requests the Purchaser to provide acknowledgment of receipt
of the order acceptance data, the Individual Agreement will be established not at the time when
the order acceptance data is received but when the acknowledgment of receipt is received. That is,
the Individual Agreement comes into formation at the time of receipt of the acknowledgment,
which is later than the time of receipt of the order acceptance data. Since it is the Seller who has
requested the acknowledgment of receipt of transmission, the Seller thereby also approves of the

delay in contract formation,

(4) Two-Way Systems and One-Way Systems

This Article is based on the principle that in response to order issuance data order acceptance
data will be sent. The UNCITRAL model draft is the same. But with ordering systems in actual
operation there are not a few cases in which only order issuance data is sent, and acceptance data
constituting an approval of thc order are not sent. From the viewpoint of the sccurify of the entire
system, the form in which order acceptance data arc sent (the two-way system) is preferable.
However, in the case of orders for goods such as daily sundries that have a relatively low unit

price and are always in stock, so that orders can be responded to at any time, it must be admitted




that for reasons of economizing on communications costs a system in which an individual
contract will be formed only with order issuance data (a one-way system) may be perfectly
reasonable. This Article does not ignore the existence of such one-way systems. In those cases,
the Individual Agreement is not formed merely with one party's expression of intent to order
goods. Rather, it can be understood that the Seller has given comprehensive consent beforehand
in the Basic Agreement that if the Purchaser issues an order it will be accepted. Even in the case
of such a one-way system, it is necessary to clearly specify in a contract the time when an
Individual Agreement will be established. It probably should be stipulated that the Individuat
Agreement is established at the time when the Purchaser's order issuance data is received by the
Seller. There could be a provision in the Data Interchange Agreement, for example, along the
following lines:

"An Individual Agreement in connection with the Transaction shall be

established at the time when the order issuance data is received.”

Article 9. Data Storage and Delivery

1. Each party shall store and maintain the data it originates and receives and shall deliver such
data to the other party upon request of the other party. However, the cost of printing-out,
duplication and other expenses related to such delivery, if any, shall be borne by the requesting
party.2. Details of storage and delivery shall be provided in the Operation Manual.

, (COMMENTS)
(1) Outline
In Japan, it is not clear whether or not order issuance and acceptance data in eclectronic
transactions that are created, sent and stored in the form of electronic data and are not printed out
will be acceptable as data for tax purposes. Nevertheless, normally these data should be
preserved, just as in the case of transaction materials in an ordinary paper-based transaction.

(2) Section 2 Issues (Details Specified in the Operation Manual)

This Article provides that the details as to storage and delivery of these data will be
concretely specified in the Operation Manual. In the Operation Manual a number of matters
should be prescribed such as, with respect to storage, the types of data to be preserved and the
method of storage ( including details about the system to be used) and, with respect to the
delivery of data being stored by the other party, the method of delivery (transfer on-line or by a
magnetic medium, transfer accompanied by a document with name and seal impression affixed
thereto, and so on), the form of preparation of the data and the like.




(3) Issues concemning "Delivery" (Scope of Liability for Expenses of a Request for Delivery)

This Article also provides that a request can be made to the other party for the delivery of
data, and that the expenses required therefor will be bome by the party making the request.
Moreover, the provision clearly specifies, from a viewpoint of fairness, that the party that
requests the delivery of data will bear the costs incidental thereto. However, certain cases where
the data has been reduced to a written document will give rise to a stamp duty, but the Reference
Model does not contemplate that the expenses of delivery include the liability for stamp duty
incurred by reducing the data to a writing. Attention should be paid to the possibility that delivery
in written form may give rise to liability for stamp duty, and when the Data Interchange
Agreement and Operation Manual are actually drafted the question of how to deal with this matter
should be looked into.

(4) Status of Electronic Data under the Laws of Evidence

There is no express provision in the Code of Civil Procedure concerning the evidentiary
capability (formal probative force) of electronic data (electromagnetic records), but there are
lower court precedents in which document production orders were approved on the ground that
electronic recording media should be regarded as quasi-written documents, and many civil courts
have utilized printed-out documents as evidence. (*) However, with respect to the probative force
(substantial probative force) of electronic data, there are many problem points, such as the fact
that there are cases where it is easy to tamper with such data and, sometimes, no traces of such
tampering are left. In light of this, when agreeing on storage methods it will be meaningful for
the parties to examine such matters as which methods of storage will have sufficient probative
force, what kinds of proof arc possible as corroborative evidence with probative force, and so
on.

(*) In model EDI contracts such as the UNCITRAL and ECE. WP.4 forms, there is agreement
as to the use of interchanged data as evidence. This may be premised on the supposition
that there are jurisdictions in which the probative force of computer data is not recognized,
but in this country, where the probative force of computer data is recognized, at present it
is hardly necessary to specify such an agreement in the Data Interchange Agreement.

 However, concerning agreement as to evidence related to the fact of the existence of certain
special data only; namely, in the case of the execution of an evidentiary agreement, the
provisions will differ from those in Article 9 of the Reference Model. It will be necessary
to investigate what types of provisions should go into such an evidentiary agreement,
including the question of their legal validity. Further, the Reference Model does not
particularly touch on the matter of the "original text" of computer data.




Article 10. Bearing of Costs

Costs for the data interchanges provided in this Agreement shall be borne by the parties
hereto according to a separate agreement.

(COMMENT)

This Article specifies that questions as to which party should bear what costs in connection
with the expenses of performing the data interchanges are to be decided in a separate agreement.
The 'Opcrati()n Manual could be a good place for this. The parties should take fairness into
account, so that one of them will not have to bear an excessive burden.

The matter of liability for expenses should be prescribed in a written document (a contract), as
should revisions of matters that had been decided on. If, for cxample, the scale of data
interchanges has grown or changes occur in the system configuration, it is desirable that, from
the aspect of fairmess to both parties, there should be agreement in advance as to the
reconsideration of the bearing of costs, such as by giving one party the right to request of the
other party a change in the allocation of the burden.

Article. 11. System Management

1. Each party shall mailage its own system necessary for smooth and reliable EDI.
2. Measures to be taken against system errors or system failures shall be provided in the
Operation Manual.

(COMMENTS)

(1) System Management

The methods for the regular system of maﬁagement and maintenance should be specified in
the Operation Manual together with the method of operation. The costs incidental to management
and maintenance of the system owned by a party normally should be borne by that party, but it is
also possible to have an agreement to the contrary. Just as in the case of the procedures for
security and reliability in Article 3, it is possible to provide that if the management procedures
have been carried out, a party will not bear the risk of liability for damages resulting from the
occurrence of an abnormality or the like.

(2) Measures in Case of an Abnormality, etc.

It is necessary to provide that if an abnormality or the like occurs, countermeasures be
promptly taken and that the party who discovers the abnormality be obligated to quickly inform
the other party. In order to minimize the effect of the abnormality or the like, it is necessary to




specify as many details as possible about issues such as the method of notification in such an

event, mutual consultation after such notice, who will bear the risk, substitute measures during
the period the abnormality continues to exist, measures after restoration of normality and so on.

Article 12.  Relationship with Basic Agreement

If there is a discrepancy between the provisions in this Agreement and those of the Basic

Agreement dated entered into by the parties hereto the provisions of this
Agreement shall have the prevailing effect.

(COMMENT)

The unified structure of an electronic transaction is based on the combination of a
background agreement for transactions, a data interchange agreement and a technical/operation
manual. It goes without saying that among these three documents the Reference Model
corresponds to the data interchange agreement, but it hardly touches upon details related to the
background agreement for transactions and the transactional relationship. The various matters
necessary for the execution of transactions; for example, the times and methods for inspections,
liability for defects, methods and deadlines for payment of prices and so on are controlled by the
background agreement for transactions. _

This type of background agreement, the so-called "basic agrecment”, governs these matters
but if the basic agreement is premised on the idea of paper-based transactions, such as with a
provision to the effect that, "An individual contract will be established by the exchange of an
order form and an order acceptance form,” there may not necessarily be prdvisions based on the
premise of electronic data interchanges. This Article 12 presumes that the parties who will
interchange data have entered into a Basic Agreement and, makes clear that if there is an
inconsistency between the Basic Agreement and the Data Interchange Agreement the latter will
have precedence. Note that in case there is no inconsistency between the two contracts, the
provisions of the Basic Agreement will be applicable. If, provisionally, the background
transactional relationship itself changes as a result of the introduction of the Data Interchange
Agreement, naturally, necessary measures must be taken in the Basic Agreement and the Data
Interchange Agreement. There is no provision in the Reference Model, but if the settlement of
accounts will take place through data interchanges, to some extent it will be necessary to stipulate
detailed provisions (including provisions in the Manual) for invoicing and payment procedures
through data interchanges.

At all events, upon the introduction of a data interchange system, regardless of its size,
possibly it will have some effect on the existing basic agreement. Taking this into consideration,
care must be exerted to preserve the compatibility of the Basic Agreement, Data Interchange
Agreement and Operation Manual.




Article 13. Effective Term

The effective term of this Agreement shall be from until
. Unless either party hereto provides written notice rejecting renewal or

offering the modification of the contents of this Agreement to the other party not later than three
(3) months before the expiration of the term, this Agreement shall be effective for a further
years under the same terms and conditions, and shall be renewed thereafter on

this temporal basis.

(COMMENT)

With respect to a provision for the duration of the term, a data interchange agreement can be
treated like an ordinary continuing contract. With the Reference Model, which is premised on the
prior existence of the Basic Agreement, there are two forms that can be adopted. One form, such
as in this Article 13, provides for a definite term. The other form might consist of a provision
along the following lines:

"The effective term of this Agreement shall have the same duration as the effective term of
the Basic Agreement."

Which of the two will be adopted is a matter for agreement by the parties. However, in the
cvent that if the Basic Agreement is terminated the continual transactions themselves will cease,
there is not much meaning in having the Data Interchange Agreement alone continue in existence.
If it is desired that the transactions continue while the data interchange mode is canceled, a
necessary time period for dealing with such change must be taken into conmsideration. The
provision for a rather long prior notice period of three months in the Reference Model was
drafted with this point in mind. Of course, it is possible to revise the prior notice period in light
of the actual circumstances. :

Further, since changes in the data interchange system will be carried out pursuant to the
amendment procedurcs in the Manual (Article 2), the application of this Article 13 may not be
necessary. However, the concerns that have to be heeded with respect to the time period needed
for amendment measures for the system are the same as in the case of the above-mentioned

cancellation of the data interchange mode.
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