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15

15

15

14

14

14

EC

EC

EC

EC

EC

EC

EC

PFU
HTTP
HTTP
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3.1
CAdES
ES-A

® [ES-T, ES-C, ES-X long, ES-A

ES-T, ES-C, ES-X long,

(] Grace Period
ES
1.3-1
ES-T
TSA
ES-C
ES-XL TSA
TSA 1
1 TSA 2
ES-A 2 TSA 3
n-1 TSA n
n TSA
1.3-1
3.2 CAdES
3.2.1
3.2.1.1

ETSI TS 101 733 v1.5.1[1]

IETF
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o ASN.1
® unsignedAttrs SET OFF DER
® certificates crls signedAttr unsignedAttrs Implicit
Context-specific Explicit
ETSI  IETF
3.2.1.2
[
@

ETSI TS 101 733 v1.5.1[1]

@

encapContentinfo
/ unsignedAttrs
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1.3-1
As Is ASN.1
1
1.3-1
1 2 3 4 5 6
encapContentinfo DER DER DER DER DER DER
certificates As Is As Is
DER DER IMPLICIT [0] | IMPLICIT
crls As Is As Is [0]
DER DER EXPLICIT
version As Is As Is 5
DER DER 5
sid As Is As Is
DER DER
digestAlgorithm As Is As Is
DER DER
signedAttrs As Is As Is
1 1 DER DER
1 1
signatureAlgorithm | As Is As Is
DER DER
signature As Is As Is
DER DER
unsignedAttrs IMPLICIT EXPLICIT IMPLICIT EXPLICIT
[0] SET OF tag | [0] SET OF tag
DER DER DER DER
2 2
3 3 3 3
4 4
1 RFC 3852[2] CMS DER
2 SET OF DER
3 Attribute attrValues AttributeValue As Is
4 RFC 3852 5.4 Message Digest Calculation Process signedAttrs DER
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DER

1.3-2

As is encapContentinfo unsignedAttrs
encapContentinfo SEQUENCE ’ ‘ (eContentType, eContent l
» [0] ‘ ‘ CertificateChoices l
certificates
/v{ [1] ‘ ‘ RevocationinfoChoices l
crls
INTEGER ‘ ‘ |
version
SEQUENCE
sid 1 b
digestAlgorithm I/'{ SEQUENCE ‘ ‘ l
signedAttrs |/'{ [ ‘ ] ATTRIBUTE |
signatureAlgorithm H SEQUENCE ‘ ‘ l
signature H OCTET STRING ‘ ‘ l
unsignedAttrs 0] ’ ‘ ATTRIBUTE |
1.3-2
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As is

l (eContentType, eContent

encapContentinfo SEQUENCE

|

CertificateChoices l

- | [0
certificates

|

RevocationinfoChoices l

/-{ [
crls

|

INTEGER
I version

SEQUENCE

| sid |/v [l

I digestAlgorithm I/'{ SEQUENCE

|

I signedAttrs I/'{ ]

ATTRIBUTE l

I signatureAlgorithm H SEQUENCE

unsignedAttrs

I signature OCTET STRING | :
| unsignedAttrs [0] | ATTRIBUTE |
encapContentinfo
unsignedAttrs
1.3-3
ASN.1
3.3 XAdES
3.3.1
3.3.1.1
XAdES
ETSI XAdES ECOM
XAdES
RFC 3161
RFC 3161 PKI
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3.3.1.2
ETSI TS 101 903 XAdES
CMS

1)
2) Complete CertificateRefs, Complete
RevocationRefs, CertificateValues, RevocationValues
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<ds:Signature>

<ds:SignaturevValue>

r<d_S :aﬁ)j;ct> - XAd ES

<xades:SignedProperties>

</xades:SignedProperties>
<xades:UnsignedProperties>
<xades:UnsignedSignatureProperties>
<xades:SingatureTimeStamp>

<xades:CertificateValues>
<xades:RevocationValues>

Certificates

Crls

SignerInfo(1)

signedAttrs

unsignedAttrs

certificateValues

revocationValues

Certificates

Cris

SignerInfo(1)

<xades:ArchiveTimeStamp>
</xades:UnsignedSignatureProperties>
</xades:UnsignedProperties>
</ds:Object>

<ds:Signature>

signedAttrs

unsignedAttrs

certificateValues

revocationValues

3.3.2

3.3.3
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ES-A
ES-A
ES-A

XAdES ETSI

3.4

[1] ETSI TS 101 733 V1.5.1 (2003-12) Electronic Signatures and Infrastructures (ESI);
Electronic Signature Formats, Sep 2002, ETSI

[2] RFC 3852 Cryptographic Message Syntax (CMS), Jul 2004, R.Housley,
http://ww.ietf.org/rfc/rfc3852. txt
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1. PDF/A
PDF1.4 PDF/A 2005 10
PDF
PDF1.6
PDF/A
PKCS#1  PKCSH7
PDF1.6
1.1
e_
2.1-1
@ 1
(b 2
PDF

%PDF-1.4/1.6

Filter AA 3
SubFilter BB =~

Contents o

DER-encoded

CMS
ByteRange | )
EOF
2.1-1 PDF
PDF
PDF

15019005-1 PDF1.6
PDF/A PDF PDF1.4
PDF1.4
PDF1.6
PDF/A TC171
2
Envelope
ByteRange
PDF
AA
[ 2T BB
<S—
PDF
SubFilter Contents
PDF SubFilter
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Detached Enveloping Enveloped
3 Enveloped 1 Detached
Enveloping
Document Signature Document Document )
) Signatere
Signature
file.pdf  file.cms file.cms file.pdf
Detached Enveloping Enveloped
2.1-2
2 PDF
PDF  enveloped ByteRange digest Object digest
PDF XML
1.2
““PDF/A 7
(€Y
(b) SubFilter
©) ““Contents””
1.2.1
PDF1.4 PDF/A Signature dictionary Filter
SubFilter Contents
CMS
PDF1.6 PDF/A PDF1.6
CMS PDF1.4
PDF/A
(1) PDF1.6 SubFilter Contents PKCS#1  PKCS#7

4

CMS
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< ‘CMS_ EE]

SubFilter optional PDF1.6
““CMS- ”
(2) PDF1.6 RFC3161
ASN.1 5

4 PDFl1.6 8.98
SubFilter name

"Defined values for public-key cryptographic signatures are adbe.x509.rsa shal,
adbe.pkcs7.detached, and adbe.pkcs7.shal  (see  Section 8.7.2, "Signature
Interoperability™)."

Contents

"For public-key signatures, Contents is commonly either a DER-encoded PKCS#1 binary data

object or a DER-encoded PKCS#7 binary data object.
CMS

5 PDF1.6
adbe-revocationInfoArchival OBJECT IDENTIFIER ::=
{ adbe(1.2.840.113583) acrobat(l) security(l) 8 }
RevocationInfoArchival ::= SEQUENCE {
crl [0] EXPLICIT SEQUENCE of CRLs, OPTIONAL
ocsp [1] EXPLICIT SEQUENCE of OCSP Responses, OPTIONAL
otherRevinfo [2] EXPLICIT SEQUENCE of OtherRevinfo, OPTIONAL}
OtherRevinfo ::= SEQUENCE {
Type OBJECT IDENTIFIER
Value OCTET STRING}

PDF/A ““PDF/A 77
PDF/A

PDF/A

PDF/A

PDF1.6 8.98
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Subfilter Contents

(a) "Defined values for public-key cryptographic signatures are adbe.x509.rsa_shal,

adbe.pkcs7.detached, and adbe.pkcs7.shal (see Section 8.7.2,
Interoperability™)."

"Signature

(b) "For public-key signatures, Contents is commonly either a DER-encoded PKCS#1 binary

data object or a DER-encoded PKCS#7 binary data object.™

PDF1.6 PDF/A PDF1.4 PDF/A
2.1-1
2.1-1 Signature dictionary
No | Key PDF1.4 PDF1.6
1 | Type Sig Op Op
2 | Filter M M
3 | SubFilter Op Op
4 | Contents M M
5 | Cert PKCS#1 Op
6 | ByteRange M M
7 | Reference Op
8 | Changes Op
9 | Name Op Op
10 | M Op Op
11 | Location Op Op
12 | Reason Op Op
13 | ContactlInfo Op
14 | R Op
15|V Signature dictionary default=0 Op
16 | Prop Build Op
17 | Prop_AuthTime Op
18 | Prop_AuthType Op
M oP
1.2.2  SubkFilter
PDF PDF/A ““Contents””
SubFilter PDF/A SubFilter I1SO/1EC
oID
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Filter

oID
SubFilter
naming convention
1
ASN1 . ecom . 01 . ES-T . detached
2
iso.memberbody.jisc.Xx.y.z
1.2.3 ““Contents””
1 Contents
Contents
ByteRange
ByteRange
““Contents™” 4
3 4 PDF PDF
2
1 PDF/A
PDF
2 PDF/A
ByteRange
Contents
3 2 PDF/A Contents
ByteRange
4 3 Contents ByteRange

ByteRange Contents
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Header

Body

with signatiire

Header

Header

Header

Reference

Trailer

Body

(new signatiire)

Reference

Body

Contents

Signature

+ paddig

Body

Body

Signature

Reference

Tailer

Reference

Reference

Signature

( )

Trailer

Trailer

ByteRange

-

2

2.1-3““Contents””

’

| Trailer




2.1

2.2

1.1

HP
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2.2-1

Ultrium 1,000,000 262
SDLT 1,000,000 100
DLTTape 1V 1,000,000 100
AIT 20,000 140
DDS 2,000 100
2.3
Im
1
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2.4

HP StorageWorks Ultrium 960
http://ww.compaq.co. jp/products/storage/whitepaper/

2
LTO Ultrium 2
CT-210/210E 2
http://jp.fujitsu.com/group/coworco/support/
3
http://ww.maxell .co. jp/products/industrial/computer_tape/Ito3.html
4

http://ww. imation.co. jp/products/pc_tape/dIt/index.html

53

2.2-2 DLT,AIT/SAIT LTO 30
DDS 10 1.2
1.3
2.2-2
No
1 DDS 5 45 20 80 5 32 20 60 10
2 DLT 18 26 40 60 10 40 20 80 30
3 AIT/SAIT 17 23 20 50 5 45 20 80% 30
4 LTO 16 32 20 80 5 55 10 80 30
Ultriuml/2
2.5
2.2 2.3
JEITA /
1
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CMS Version 1.0

2006 3

ECOM

57



1.1
1.2
1.3
1.4
1.5
1.6
1.7

ES-T Electronic Signature Time-stamped .....ccccooviiiieeiere st 69
ES-C Complete validation reference data .......ccccoovieieiivicicse e 70
Extended Validation Data ES-X ..o 73
ES-A Archive Validation Data ... e 76
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ETSI TS 101 733 V1.6.3 2005-09 , "Electronic Signature Formats™
IETF RFC3126, "Electronic Signature Formats for long term electronic signatures™

ECOM
H14 3
Ver 1.0
1 Ver 1.0 2
1. CMS
Ver 1.0 ““CMS Advanced Electronic Signhatures CAdES ~~
1.1
1.1-1 BES Basic Electronic Signature
1.1-2 EPES Explicit Policy Electronic Signature 2
BES
1.1-1 BES
EPES
1.1-2 EPES
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272 V1.1.1 2003.12 Electronic Signatures and Infrastructures ESI
signature policies” "RFC3125 : Electronic Signature™

® Cryptographic Message Syntax CMS RFC3852
® Enhanced Security Services ESS RFC2634

(1) General syntax
General syntax CMS RFC3852

"ETSI TR 102
;ASN.1 format for

Contentinfo:
Contentinfo ::= SEQUENCE {
contentType ContentType,
content [O] EXPLICIT ANY DEFINED BY contentType }

ContentType ::= OBJECT IDENTIFIER

(2) Data content type
Data content type CMS  RFC3852

id-data OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkecs(1l) pkes7(7) 1 }

(3) Signed-data content type
Signed-data content type CMS RFC3852

id-signedData OBJECT IDENTIFIER ::= { iso(1l) member-body(2)

us(840) rsadsi(113549) pkcs(1l) pkes7(7) 2 }

(4) SingedData type

SignedData CMS  RFC3852
SignedData ::= SEQUENCE {
Version CMSVersion,

digestAlgorithms DigestAlgorithmldentifiers,

encapContentinfo EncapsulatedContentinfo,

certificates [0] IMPLICIT CertificateSet OPTIONAL,

cris [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerinfos Signerinfos }

DigestAlgorithmldentifiers ::= SET OF DigestAlgorithmldentifier

Signerinfos ::= SET OF Signerinfo

® SignedData 3
> 3

<> certificates 1
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<~ encapsulated content type id-data
< Signerinfo 3
> certificates
CRL

(5) EncapusulatedContentinfo type
EncapusulatedContentinfo type CMS RFC3852

cris

EncapsulatedContentinfo ::= SEQUENCE {
eContentType ContentType,
eContent [O] EXPLICIT OCTET STRING OPTIONAL }

ContentType ::= OBJECT IDENTIFIER

) eContent  SignedData

(6) Singerinfo type
Signerinfo type CMS RFC 3852

Signerinfo ::= SEQUENCE {

version CMSVersion,

sid Signerldentifier,

digestAlgorithm DigestAlgorithmldentifier,

signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgorithm SignatureAlgorithmldentifier,

signature SignatureValue,

unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL }

Signerldentifier ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

subjectKeyldentifier [0] SubjectKeyldentifier }
SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
UnsignedAttributes ::= SET SIZE (1..MAX) OF Attribute
Attribute ::= SEQUENCE {

attrType OBJECT IDENTIFIER,

attrValues SET OF AttributeValue }
AttributeValue ::= ANY

SignatureValue ::= OCTET STRING

® 1 Signerinfo
Singerinfo
® Signerinfo

» Signerldentifier issuerAndSerialNumber 1
» Signerldentifier subjectkeyldentifier 3
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° SignedAttributes
» ContentType
» MessageDigest
» SigningCertificate

Message digest
CMS RFC3852

Message signature
CMS RFC3852

Message signature
CMS  RFC3852
ESS Signing Certificate Other Signing

Certificate

@) CMS
signed attribute

Content type
CMS RFC3852

id-contentType OBJECT IDENTIFIER ::= { iso(l) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes9(9) 3 }

ContentType ::= OBJECT IDENTIFIER

® ContentType signed attribute 1

Message digest
CMS RFC3852

Id-messageDigest OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes9(9) 4 }

MessageDigest ::= OCTET STRING

® MessageDigest Signerinfo  DigestAlgorithm encapContentinfo
eContent OCTET STRING ASN.1 TLV V
MessageDigest signed attribute 1

Signing certificate
signed-data ESS signing certificate Other signing certificate

signing certificate
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““simple substitution ??  ““re-issue 7

A) ESS signing certificate

ESS signing certificate ESS RFC2634 ESS signing certificate
signed attribute
signing certificate Other signing certificate

Signature Validation Policy
signing certificate
ESSCertID  issuerSerial

Signerinfo  issuerAndSerialNumber issuerSerial
ESSCertID

policy information

SigningCertificate ::= SEQUENCE {

certs SEQUENCE OF ESSCertiD,

policies SEQUENCE OF PolicylInformation OPTIONAL --
}

id-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)member-body(2) us(840)
rsadsi (113549) pkcs(l) pkcs9(9) smime(16) id-aa(2) 12 }

ESSCertlID ::= SEQUENCE {
certHash Hash,
issuerSerial IssuerSerial OPTIONAL

}
Hash ::= OCTET STRING -- SHAl1 hash of entire certificate

IssuerSerial ::= SEQUENCE {
Issuer GeneralNames,
serialNumber CertificateSerialNumber

B) Other signing certificate
SHA-1 ESS SigningCertificate
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id-aa-ets-otherSigCert OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs9(9) smime(16) id-aa(2) 19 }

OtherSigningCertificate ::= SEQUENCE {
certs SEQUENCE OF OtherCertliD,
policies SEQUENCE OF PolicylInformation OPTIONAL --

}
OtherCertlD ::= SEQUENCE {
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL

}

OtherHash ::= CHOICE {
shalHash OtherHashvalue, -- SHA-1
otherHash OtherHashAlgAndvalue

}
OtherHashValue ::= OCTET STRING

OtherHashAlgAndvalue ::= SEQUENCE {
hashAlgorithm Algorithmldentifier,

hashValue OtherHashValue
}
ESS SigningCertificate Other signing certificate
(8) EPES

Signature policy identifier
EPES signature policy
identifier signed attribute

id-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs9(9) smime(16) id-aa(2) 15 }

SignaturePolicyldentifier ::= CHOICE{
SignaturePolicyld SignaturePolicyld,
SignaturePolicylmplied SignaturePolicylmplied }

SignaturePolicyld ::= SEQUENCE {
sigPolicyldentifier SigPolicyld,
sigPolicyHash SigPolicyHash,

sigPolicyQualifiers  SEQUENCE SIZE (1..MAX) OF
SigPolicyQualifierinfo OPTIONAL

}

SignaturePolicylmplied ::= NULL
SigPolicyld ::= OBJECT IDENTIFIER
SigPolicyHash ::= OtherHashAlgAndvalue

SigPolicyQualifierinfo ::= SEQUENCE {
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sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFINED BY sigPolicyQualifierld
}

SigPolicyQualifierld ::= OBJECT IDENTIFIER
id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs9(9) smime(16) id-spq(5) 1 }

SPuri ::= IA5String

id-spg-ets-unotice OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs9(9) smime(16) id-spq(5) 2 }

SPUserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL

}

NoticeReference ::= SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER
}

DisplayText ::= CHOICE {
visibleString VisibleString (SIZE (1..200)),

bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200))
}
©)] CMS

Signing time
CMS RFC3852 UTCTime
GeneralizedTime YYYYMMDDHHMMSSZ

id-signingTime OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes9(9) 5 }

SigningTime ::= Time
Time ::= CHOICE {

utcTime UTCTime,
generalizedTime GeneralizedTime }

® SigningTime signed attribute

Countersignature
countersignature unsigned attribute
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id-countersignature OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs9(9) 6 }

Countersignature ::= Signerinfo
unsigned attribute countersignature ES-A
countersignature
countersignature
archiveTimeStamp
(10) ESS

content reference
content reference signedAttribute

id-aa-contentReference  OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) id-aa(2) 10 }

ContentReference ::= SEQUENCE {
contentType ContentType,
signedContentldentifier Contentldentifier,
originatorSignatureValue OCTET STRING }

Content ldentifier
Contentidentifier signed attribute

id-aa-contentReference  OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 10 }

ContentReference ::= SEQUENCE {
contentType ContentType,
signedContentldentifier Contentldentifier,
originatorSignatureValue OCTET STRING }

Content Hints

ContentHints ::= SEQUENCE {
contentDescription UTF8String (SIZE (1..MAX)) OPTIONAL,
contentType ContentType }

id-aa-contentHint OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 4}

1
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Commitment Type Indication

commitmentTypelndication signedAttribute

id-aa-ets-commitmentType OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) smime(16) id-aa(2) 16}

CommitmentTypelndication ::= SEQUENCE {
commitmentTypeld CommitmentTypeldentifier,
commitmentTypeQualifier SEQUENCE SIZE (1..MAX) OF

}

CommitmentTypeQualifier OPTIONAL

CommitmentTypeldentifier ::= OBJECT IDENTIFIER

CommitmentTypeQualifier ::= SEQUENCE {
commitmentTypeldentifier  CommitmentTypeldentifier,

qualifier

ANY DEFINED BY commitmentTypeldentifier

id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) cti(6) 1}

id-cti-ets-proofOfReceipt OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) cti(6) 2}

id-cti-ets-proofOfDelivery OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) cti(6) 3}

id-cti-ets-proofOfSender OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) cti(6) 4}

id-cti-ets-proofOfApproval OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) cti(6) 5}

id-cti-ets-proofOfCreation OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) cti(6) 6}

Proof of origin

Proof of receipt

Proof of delivery

TSP

Proof of sender

Proof of approval

Proof of creation

Signer Location
Signer Location

signedAttribute
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id-aa-ets-signerLocation OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) id-aa(2) 17}

SignerLocation ::= SEQUENCE {

- 1

countryName [0] DirectoryString OPTIONAL,
-- X.500 Coutry

localityName [1] DirectoryString OPTIONAL,
-- X.500 locality

postalAdddress [2] PostalAddress OPTIONAL

PostalAddress ::= SEQUENCE SIZE(1..6) OF DirectoryString

Signer Attributes
signer-attributes signed attribute

id-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) id-aa(2) 18}

SignerAttribute ::= SEQUENCE OF CHOICE {

claimedAttributes [0] ClaimedAttributes,
certifiedAttributes [1] CertifiedAttributes

}

ClaimedAttributes ::= SEQUENCE OF Attribute

CertifiedAttributes ::= AttributeCertificate

Content Time-Stamp
content time-stamp signed attribute

id-aa-ets-contentTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) id-aa(2) 20}

ContentTimestamp: := TimeStampToken

12)

Independent Signatures

Signerinfo
Signerinfo
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<\
n
\\
1.1-3
Embedded Signatures
counterSignature countersignature
ES-A countersignature
countersignature
archeveTimeStamp
countersignature
countersignature
o
Counter Signature Counter Signature
\\
L L

1.1-4
1.2 ES-T Electronic Signature Time-stamped

ES-T CMS
Signerinfo  SignatureValue TSA
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ES-T

ES

1.1-5 ES-T

TSA

Signature Timestamp oID

id-aa-signatureTimeStampToken OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) id-aa(2) 14}

Signature Timestamp ASN.1 SignatureTimeStampToken
SignatureTimeStampToken ::= TimeStampToken |
TimeStampToken messagelmprint signedData Signerinfo
signature
TimeStampToken RFC3161
SignatureTimestamp ES
1 certificates crls
2) ES Complete validation reference data Extended validation
data
3) unsigned attribute(Extended validation data )
1) 3) 1) 3)

1.3 ES-C Complete validation reference data
ES-C ES-T
CRL  OCSP
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ES-C

ES-T

ES

1.1-6 ES-C
complete validation reference data
Complete validation reference data
® Signature Timestamp
® Complete Certificate Refs
® Complete Revocation Refs
Complete validation reference data X-Long validation data
® Complete Certificate Values <
® Complete Revocation Values <
Complete validation reference data Extended validation data
CA
® FES-C Timestamp ES-X Typel -
® Time-Stamped Certificates and CRLs references ES-X Type2 -
Complete Certificate Refs
Complete Certificate Refs unsigned attribute Complete Certificate Refs
ES CA
1
signing certificate
2
Complete Certificate Refs oID

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 21}
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Complete Certificate Refs ASN.1 CompleteCertificateRefs

CompleteCertificateRefs ::= SEQUENCE OF OtherCertID

OtherCertlD IssuerSerial certHash

Complete Revocation Refs

Complete Revocation Refs unsigned attribute 1
ES-C CA
CRL 0CSP
Complete Revocation Refs 0ID

id-aa-ets-revocationRefs OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 22}

Complete Revocation Refs ASN.1 CompleteRevocationRefs

CompleteRevocationRefs ::= SEQUENCE OF CrlOcspRef

Crl0cspRef ::= SEQUENCE {

crlids [0] CRLListID OPTIONAL,
ocspids [1] OcspListID OPTIONAL,
otherRev [2] OtherRevRefs OPTIONAL
}
CompleteRevocationRefs  signing certificate Crl0cspRef 1
CompleteCertificateRefs OtherCertID 1
CrlOcspRef 2 CrlOcspRef
OtherCertiD CA
CRLListID OcspListID OtherRevRefs
CRL 0CSP
CRLListID ::= SEQUENCE {
cris SEQUENCE OF CrlValidatedID}
CrivalidatedID ::= SEQUENCE {
crlHash OtherHash,
crlldentifier Crlldentifier OPTIONAL}
Crlldentifier ::= SEQUENCE {
crlissuer Name,
crlissuedTime UTCTime,
crNumber INTEGER OPTIONAL
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OcspListID ::= SEQUENCE {
ocspResponses

OcspResponsesID ::=
ocspldentifier
ocspRepHash

}

Ocspldentifier ::= SEQUENCE
ocspResponder 1D
-- As in OCSP
producedAt
-- As in OCSP

SEQUENCE OF OcspResponsesiD}

SEQUENCE {

Ocspldentifier,
OtherHash OPTIONAL

{

ResponderID,
response data
GeneralizedTime
response data

crivalidatedID

crildentifier CRL

““thisUpdate””
criListID

revocation list CRL

Ocspldentifier 0SCP

unsigned attribute

crlHash CRL

crildentifier

CRL Delta CRL

““producedAt””

OcspResponcelD

DER
CRL

CRL

complete

0CSP
0CSP

OtherRevRefs ::= SEQUENCE {
otherRevRefType
otherRevRefs

}

OtherRevRefType :

OtherRevRefType
ANY DEFINED BY otherRevRefType

:= OBJECT IDENTIFIER

1.4 Extended Validation Data ES-X

ES-X CA
ES-C
ES-X ES-X Long

3

1.1-7  ES-X Typel 1.1-8

ES-X Long

ES-X Type2

1.1-9
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ES-XLong

ES-C
ES-T
ES
1.1-7 ES-X Long
ES-X Typel
ES-C
ES-T ES-C
ES
1.1-8 ES-X Typel
ES-X Type2
ES-C
ES-T
ES
1.1-9 ES-X Type2
ES-X Long ES-X Typel
ES-C ES-X Type2
CA
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ES-C

ES-X Long
ES-X Long

Certificate Values
Certificate Values unsigned attribute 1 1
CompleteCertificationRefs

SingedData  Certificates

Attribute Certificate
signer-attributes

Certificate Values oID

id-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1l) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 23}

Certificate Values ASN.1 CertificateValues
| CertificateValues ::= SEQUENCE OF Certificate
Certificate RFC3280  ITU-T Recommendation X.509

Revocation Values

Revocation Values unsigned attribute 1 1
CompleteRevocationRefs CRL  OCSP
Revocation Values oID

id-aa-ets-revocationValues OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(l) pkcs-9(9) smime(16) id-aa(2) 24}

Revocation Values ASN.1 RevocationValues
RevocationValues ::= SEQUENCE {
crivals [0] SEQUENCE OF CertificatelList OPTIONAL,
ocspVals [1] SEQUENCE OF BasicOCSPResponse  OPTIONAL,
otherRewals [2] OtherRewals OPTIONAL <
}
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OtherRewals ::= SEQUENCE {

otherRewalType OtherRewalType,

otherRewals ANY DEFINED BY otherRewalType
}

OtherRewalType ::= OBJECT IDENTIFIER

Other revocation values ~
CertificatelList RFC3280  ITU-T Recommendation X.509

BasicOCSPResponse RFC2560
ES-C Time-Stamp -
Time-Stamped Certificates and CRLs -
[ Signing Certificate ] [ CA
Complete Certificate Refs CA1 CA2 TCA

. :
...... Hyoesesl

A
CA

L]

Complete Revocation Refs 1 CA2 ><
Complete Certificate Values CA2 CAl TCA
Complete Revocation Values CA1 CAi CA2
S— —_
——

1.1-10 Complete Validation Reference Data Validation Values

1.5 ES-A Archive Validation Data

TSA
archive time-stamp
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ES-XLong ES-A

ES-C

ES-T

ES

1.1-11 ES-A

Archive Time-Stamp
Archive Time-Stamp
Certificate Values Revocation Values
Archive Time-Stamp unsigned attribute
1 TSA

Archive Time-Stamp 0ID

id-aa-ets-archiveTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) id-aa(2) 27}

Archive Time-Stamp ASN.1 ArchiveTimeStampToken

ArchiveTimeStampToken ::= TimeStampToken

TimeStampToken  messagelmprint
1.1-12

encapContentinfo eContent OCTET STRING;
signedAttributes;

signature field within Signerinfo;
SignatureTimeStampToken attribute;
CompleteCertificateRefs attribute;
CompleteRevocationRefs attribute;

CertificateValues attribute

ES-A
® RevocationValues attribute
ES-A

7




® ESCTimeStampToken attribute if present;

® TimestampedCertsCRLs attribute if present; -

® any previous ArchiveTimeStampToken attributes.

eContent | [ I DER

' contentType i

! signedAttrs | [ [ ] |

3 Attribute | |
Attribute | [ i
Attribute | [

'
signingCertificate 3

S |

AttributeValue |

Attribute

Attribute | [ [ | E@

f %{wpe [ — —
values l [ | ]
% AttributeValue

Attribute l [ I l

— Y. R =p
% |

AttributeValue |

Attribute l [ [ ]

—F o, i e=e
values | [ [ ]

AttributeValue

1.1-12 1
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RevocationValues attribute

,,,,,,,,,

T e ——

[J values [ [ [ l
% AttributeValue

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

aribste [T ]
J %{type l I [ {_ archiveTil Tokeni
‘ [ J values | [ [ :

AttributeValue

[ T 1
1.1-13 2
TimeStampToken RFC3161
1) certificates crls
2) unsigned attribute Extended validation data
D 1D,2)

draft-pinkas-smime-cades-00.txt ETSI TS 101 733 V1.5.1
TimeStampToken  messagelmprint

® SignedData encapContentinfo

) SignedData Certificates crls

) Signerinfo
contersignature countersignature
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1.6

RFC3126 TSI TS 101 733 V1.4.0

ES-T

ES-C
ES-XL

ES-A

CA

n-1

n+1

n+1

1.1-14
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S ] —
« CA < CA
\ 4
11 |
P
O
1.1-14
1.7
ES-T
TSA
ES-C
ES-XL TSA
TSA 1
1 2
TSA
ES-A 2 3
TSA
n-1 n
TSA
n
TSA
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2. CMS

CAdES
BES

CAdES
EPES

CAdES
ES-T

CAdES
ES-C

CAdES
ES-X Long

CAdES
ES-A

SignedAttributes

0

(@]

ContentType

0

(@]

MessageDigest

0

(@]

SigningTime

SigningCertificate

0

0
0
0

SignaturePolicyldentifier

X

0
)
N

ContentReference

Contentldentifier

ContentHints

CommitmentTypelndication

SignerLocation

SignerAttribute

ContentTimeStamp

nsignedAttribute

0
0

CounterSignature

SignatureTimeStamp

CompleteCertificateRefs

0

0fo

0

CompleteRevocationRefs

0

0

0

AttributeCertificateRefs

AttributeRevocationRefs

CertificateValues

RevocationValues

ES-C TimeStamp

TimeStampedCertsAndCrls

ArchiveTimeStamp

XIX[X]X[X]X]X[X]X]|X

XIX[X]X[X]X]X[X]X]|X
XIX[X]X[X]X]|X]|X]|X]|O

X X[X]X[X

X|X[X]0]0

ofX]x[o|o

o

2 EPES

SignaturePolicyldentifier

ETSI TS 101 733 ETSI TS 101 733
V 1.4.0 vV 1.5.1
RFC 3126
o — 1
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XAdES Version 1.0

2006 3

ECOM
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2.3 XAES e 113
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1. XML

XML
ETSI* TS 101 903 V1.3.1 2005-05 , "XML Advanced
Electronic Signatures XAdES CMS ETSI
TS101 703 V1.5.1 2003-12 "Electronic Signature Formats™ XML

CMS ETSI
TS101 703 V1.5.1 2003-12 "Electronic Signature Formats™
XAdES ETSI TS101 703 V1.5.1 2003-12 "Electronic Signature
Formats" XAdES
CMS
XAdES W3C  Note? V1.1.1 2002-02 ETSI
ETSI TS 101 903 V1.2.2 2004-4
ETSI TS 101 903 V1.3.1 2005-05 3
V1i.1.1 2002-02 W3C
Note
V1.3.1 2005-05

2.

"Basic Electronic
Signature" XAdES-BES  "Explicit Policy based Electronic Signature" XAdES-EPES 2

ETSI TR 102 038
V1.1.1 2002-04 , "XML format for signature policies" XML
CMS RFC3125,
"Electronic Signature Policies”
W3C/IETF Recommendation February 2002 :"XML-Signature Syntax
and Processing™ XMLDSIG

2.1 XML
AML XMLDSIG
1 XML

! http://wmww.etsi.org/
2 http://ww.w3.0org/TR/XAJES/
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1 XML

<ds:Signature 1d="id1l" xmIns:ds="http://ww.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="...... />
<ds:SignatureMethod Algorithm="...... />

<ds:Reference URI="http://xxx.yyy.zzz/"">
<ds:Transforms>

<ds:Transform Algorithm="...... /> |
</ds:Transforms>
<ds:DigestMethod Algorithm=".y... />

<ds:DigestValue>feuhr43hjby90u833j7z,hr83</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>fjehfehfdjud......... </ds:SignatureValue>
<ds:KeylInfo> T

</ds:KeyInfo>
<ds:Object>
</ds:Object> ] <Object>

</ds:Signature>

XML XML <ds:Reference> URI
XML <ds:Signature> Enveloped
<ds:Object> Enveloping <ds:Signature>
XML Detached
XML Detached XML
2.2
XAJES V1.3.1 "Basic Electronic Signature” XAdES-BES
"Explicit Policy based Electronic Signature” XAdES-EPES  Electronic Signature with Time
XAJES-T Electronic Signature with Complete Validation Data References XAdES-C
4
2.2.1 XAdES
XAdES XMLDSIG <ds:Object>
2 XAdES
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2 XAdES-BES

__J><ds:Signature Id="id1" xmlns:ds="http://ww._w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="...... />
<ds:SignatureMethod Algorithm="...... />
<ds:Refenrece URI=>"http://xxx.yyy.zzz/>>>...... </ds:Reference>

<ds:Reference URI="# id2">
<ds:Transforms>

<ds:Transform Algorithm="...... />
</ds:Transforms>
<ds:DigestMethod Algorithm="...... />

<ds:DigestValue>fehr43hjby9yeuhjdfbh=03r83</ds:Digestvalue>
</ds:Reference> 4

</ds:Signedinfo>

<ds:SignatureValue>fjehfehfdjud...... ...</ds:SignatureValue>
<ds:KeyInfo>

</ds:KeylInfo>
<ds:Object>
<QualifyingProperties Target;”#idl”>
<SignedProperties ld="id2>">
<SignedSignatureProperties>
(SigningCertificate)

</SignedSignatureProperties>

A

<SignedDataObjectProperties>

</SignedDataObjectProperties>
</SignedProperties>

<UnsignedProperties>
<UnsignedSignatureProperties>
(CounterSignature)
</UnsignedSignatureProperties>
</UnsignedProperties>
</ds:Object>
</ds:Signature>

(1) QualifyingProperties
<ds:Object>
3 QualifyingProperties XMLSchema
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3 QualifyingProperties XMLSchema

<xsd:element name="QualifyingProperties" type="QualifyingPropertiesType'/>
<xsd:complexType name="QualifyingPropertiesType'>
<xsd:sequence>
<xsd:element name="SignedProperties"
type="SignedPropertiesType"” minOccurs="0"/>
<xsd:element name="UnsignedProperties"
type="UnsignedPropertiesType" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name=""Target" type="xsd:anyURI" use="required"/>
<xsd:attribute name="Id" type=""xsd: ID" use="optional"/>
</xsd:complexType>

QualifyingProperties SignedProperties
UnsignedProperties
SignedProperties Target
ds:Signature Id

(2) SignedProperties
XMLDSIG ds:Reference
SignedSignatureProperties
SignedDataObjectProperties 4 SignedProperties
XMLSchema
4 SignedProperties XMLSchema

<xsd:element name="SignedProperties" type="SignedPropertiesType" />
<xsd:complexType name="SignedPropertiesType'>
<xsd:sequence>
<xsd:element name="SignedSignatureProperties"
type="SignedSignaturePropertiesType'/>
<xsd:element name="SignedDataObjectProperties"
type="SignedDataObjectPropertiesType" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
</xsd:complexType>

SignedProperties ds:Reference Type

http://uri.etsi.org/01903/V1.3.1#SignedProperties

(3) UnsignedProperties
5  UnsignedProperties XMLSchema
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5 UnsignedProperties XMLSchema

<xsd:element name="UnsignedProperties" type="UnsignedPropertiesType" />
<xsd:complexType name="UnsignedPropertiesType'>
<xsd:sequence>
<xsd:element name="UnsignedSignatureProperties"
type="UnsignedSignaturePropertiesType" minOccurs="0"/>
<xsd:element name="UnsignedDataObjectProperties"
type="UnsignedDataObjectPropertiesType" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="I1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

(4) SignedSignatureProperties
QualifyingProperties Target
XML
SignedSignatureProperties XMLSchema
6 SignedSignatureProperties XMLSchema

XML

<xsd:element name="SignedSignatureProperties"
type=""SignedSignaturePropertiesType" />

<xsd:complexType name="SignedSignaturePropertiesType'>
<xsd:sequence>
<xsd:element name="SigningTime"
type="xsd:dateTime" minOccurs="0"/>
<xsd:element name="SigningCertificate"
type="CertlIDListType" minOccurs="0"/>
<xsd:element name="SignaturePolicyldentifer"
type="SignaturePolicyldentifierType" minOccurs="0"/>
<xsd:element name="SignatureProductionPlace"
type=""SignatureProductionPlaceType" minOccurs="0"/>
<xsd:element name="SignerRole"
type="SignerRoleType" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

(5) UnsignedSignatureProperties
QualifyingProperties Target
XML
UnsignedSignatureProperties XMLSchema
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7 UnsignedSignatureProperties XMLSchema

<xsd:complexType
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element
<xsd:element

</xsd:choice>
<xsd:attribute

<xsd:element name="UnsignedSignatureProperties"
type="UnsignedSignaturePropertiesType"/>

name="UnsignedSignaturePropertiesType'>

<xsd:choice maxOccurs="unbounded">

name=""CounterSignature"
type="CounterSignatureType" />
name=""SignatureTimeStamp"
type="XAdESTimeStampType/>
name="CompleteCertificateRefs"
type="CompleteCertificateRefsType"/>
name=""CompleteRevocationRefs"
type="CompleteRevocationRefsType"/>
name="AttributeCertificateRefs"
type="CompleteCertificateRefsType"/>
name="AttributeRevocationRefs"
type="CompleteRevocationRefsType"/>
name="SigAndRefsTimeStamp"
type="XAdESTimeStampType"/>
name="RefsOnlyTimeStamp"
type="XAdESTimeStampType"/>
name="CertificateValues"
type="CertificateValuesType"/>
name="RevocationValues"
type="RevocationValuesType"/>
name=""ArchiveTimeStamp"
type="XAdESTimeStampType"'/>

name="1d" type="xsd:ID" use="optional"/>

</xsd:complexType>

XAdES

(6) SignedDataObjectProperties

XMLSchema

8 SignedDataObjectProperties
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8 SignedDataObjectProperties XMLSchema

<xsd:element name="SignedDataObjectProperties"
type="SignedDataObjectPropertiesType"/>

<xsd:complexType name="SignedDataObjectPropertiesType'>
<xsd:sequence>
<xsd:element name="DataObjectFormat"
type="DataObjectFormatType"
minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="CommitmentTypelndication™
type="CommitmentTypelndicationType"
minOccurs="0" maxOccurs=""unbounded"/>
<xsd:element name="AllDataObjectsTimeStamp"
type="XAdESTimeStampType"
minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="IndividualDataObjectsTimeStamp"
type="XAdESTimeStampType"
minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

(7) UnsignedDataObjectProperties

9 UnsignedDataObjectProperties

XMLSchema UnsignedDataObjectProperties ETSI TS101 703 V1.5.1
2003-12
9 UnsignedDataObjectProperties XMLSchema

<xsd:element name="UnsignedDataObjectProperties"
type="UnsignedDataObjectPropertiesType" />

<xsd:complexType name="UnsignedDataObjectPropertiesType">
<xsd:sequence>
<xsd:element name="UnsignedDataObjectProperty"
type="AnyType" minOccurs="0" maxOccurs=""unbounded"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

2.2.2
(1) AnyType
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10  AnyType XMLShema
10 AnyType XMLSchema

<xsd:complexType name="AnyType" mixed="true'>
<xsd:sequence minOccurs="0" maxOccurs="unbounded">
<xsd:any namespace="##any" processContents="lax"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##any"/>
</xsd:complexType>

(2) ObjectldentifierType

0ID
ObjectldentifierType XMLSchema Identifier
0ID XML URI
® XML Identifier URI
® ASN.1 oID URN
Qualifier

OIDASURN OIDAsURI
Description
DocumentationReferences

92
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Qualifier
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11 Objectldentifier XMLSchema

<xsd:complexType name="ObjectldentifierType'>
<xsd:sequence>
<xsd:element name="ldentifier" type="IldentifierType"/>
<xsd:element name="Description" type="xsd:string" minOccurs="0"/>
<xsd:element name="DocumentationReferences"
type="DocumentationReferencesType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="IldentifierType'>
<xsd:simpleContent>
<xsd:extension base="'xsd:anyURI">

</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
<xsd:simpleType name="QualifierType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="0IDAsURI"/>
<xsd:enumeration value="0IDASURN"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:complexType name="DocumentationReferencesType'>
<xsd:sequence maxOccurs="unbounded">
<xsd:element name="DocumentationReference" type="xsd:anyURI"/>
</xsd:sequence>
</xsd:complexType>

<xsd:attribute name="Qualifier" type="QualifierType" use="optional"/>

(3) EncapsulatedPKIDataType

ASN.1 XML
X.509
base64
ASN.1 URI URI
12 EncapsulatedPKIDataType XMLSchema
2.2-1 ASN.1 URI
URI

DER http://uri._etsi.org/019034#DER

BER http://uri._etsi.org/019034#BER

CER http://uri._etsi.org/01903#CER

PER http://uri_etsi.org/01903#PER

XER http://uri_etsi.org/01903#XER
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12 EncapsulatedPKIDataType XMLSchema

<xsd:complexType name="EncapsulatedPKIDataType">
<xsd:simpleContent>
<xsd:extension base="xsd:base64Binary'>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
<xsd:attribute name="Encoding" type="xsd:anyURI"
use="optional"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

(4) XAdESTimeStampType
XAJESTimeStampType
GenericTimeStampType
OtherTimeStampType
13 GenericTimeStampType

XAdESTimeStampType XMLSchema

94

GenericTimeStampType
XAdESTimeStampType
OtherTimeStampType
XMLSchema
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13 GenericTimeStampType XMLSchema

<xsd:element name=~Include®” type=~IncludeType””>
<xsd:complexType name=""IncludeType">
<xsd:attribute name="URI" type="xsd:anyURI" use="required"/>
<xsd:attribute name="referencedData" type="xsd:boolean" use="optional"/>
</xsd:complexType>

<xsd:element name="Referencelnfo" type="ReferencelnfoType"/>
<xsd:complexType name="ReferencelnfoType">
<xsd:sequence>
<xsd:element ref="ds:DigestMethod"/>
<xsd:element ref="ds:DigestValue"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="GenericTimeStampType™ abstract="true'>
<xsd:sequence>
<xsd:choice minOccurs="0">
<xsd:element ref="Include” maxOccurs="unbounded"/>
<xsd:element ref="Referencelnfo” maxOccurs="unbounded"/>
</xsd:choice>
<xsd:element ref="ds:CanonicalizationMethod™ minOccurs="0"/>
<xsd:choice maxOccurs="unbounded">
<xsd:element name="EncapsulatedTimeStamp"
type="EncapsulatedPKIDataType"/>
<xsd:element name="XMLTimeStamp" type="AnyType"/>
</xsd:choice>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>
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14 XAdESTimeStampType XMLSchema

<xsd:element name="XAdESTimeStamp" type="XAdESTimeStampType"/>

<xsd:complexType name="XAdESTimeStampType'">
<xsd:complexContent>
<xsd:restriction base="GenericTimeStampType'>
<xsd:sequence>
<xsd:element ref="Include" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element ref="ds:CanonicalizationMethod" minOccurs="0"/>
<xsd:choice maxOccurs="unbounded">
<xsd:element name="EncapsulatedTimeStamp"
type="EncapsulatedPKIDataType"/>
<xsd:element name="XMLTimeStamp" type="AnyType"/>
</xsd:choice>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>

XAdESTimeStampType
TSA 2
® Implicit Mode
XAJESTimeStampType Include TSA
XAdES

Signed Properties
1. XAdEST imeStampType

XAdESTimeStampType ds:Canonicalization
ds:Canonicalization XMLDSIG

3.
Unsigned Properties
1.
UnsignedSignatureProperties
2. XAdESTimeStampType
ds:Canonicalization
ds:Canonicalization XMLDSIG
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® SignatureTimeStamp
® RefsOnlyTimeStamp
® SigAndRefsTimeStamp

® Include Mode

TSA

XAJESTimeStampType Include TSA
XAdES Include URI
TSA ds:Reference
XAdESTimeStampType referencedData
ture XMLDSIG ds:Reference
referencedData
false ds:Refernece
Include
1. URI
2. ds:Reference referneceData true
ds:Reference XMLDSIG
referencedData false

ds:Reference
3. XML

ds:Canonicalization

ds:Canonicalization XMLDSIG
4. Include
TSA
® AllDataObjectsTimeStamp
® IndividualDataObjectsTimeStamp
ArchiveTimeStamp
2.2.3 Basic electronic signature XAdES-BES
XAdES-BES
® <SignedSignatureProperties> <SigningCertificate>

® <ds:Signature> <ds:KeylInfo>
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(1) SigningCertificate

15 SigningCertificate XMLSchema
DN ds:X5091ssuerSerial Type
<lIssuerSerial>

SigndProperties

Simple sustitution
15 SigningCertificate XMLSchema

<xsd:element name="SigningCertificate" type="CertIDListType"/>

<xsd:complexType name="CertIDListType'>
<xsd:sequence>
<xsd:element name="Cert" type="CertlIDType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CertIDType">
<xsd:sequence>
<xsd:element name="CertDigest" type="DigestAlgAndValueType"/>
<xsd:element name="IssuerSerial" type="ds:X5091ssuerSerialType"/>
</xsd:sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="DigestAlgAndvalueType'>
<xsd:sequence>
<xsd:element ref="ds:DigestMethod"/>
<xsd:element ref="ds:DigestValue"/>
</xsd:sequence>
</xsd:complexType>

(2) ds:Keylnfo

SigningCertificage
ds:Keylnfo
® ds:KeylInfo ds:X509Data
® ds:KeylInfo
® ds:Signedinfo ds:Reference ds:Keylnfo
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2.2.4  Explicit policy electronic signatures XAdES-EPES

XAdES-EPES XAdES 1 XAdES-BES
SignaturePolicyldentifier SignaturePolicyldentifier
SignedSignatureProperties XAdES-EPES 6

(1) SignaturePolicyldentifier
16  SignaturePolicyldentifier XMLSchema
16 SignaturePolicyldentifier XMLSchema

<xsd:element name="SignaturePolicyldentifier"
type="SignaturePolicyldentifierType"/>

<xsd:complexType name="SignaturePolicyldentifierType'>
<xsd:choice>
<xsd:element name="SignaturePolicyld"
type="SignaturePolicyldType"/>
<xsd:element name="SignaturePolicylmplied"/>
</xsd:choice>
</xsd:complexType>

<xsd:complexType name="SignaturePolicyldType'>
<xsd:sequence>
<xsd:element name="SigPolicyld"
type="0ObjectldentifierType"/>
<xsd:element ref="ds:Transforms" minOccurs="0"/>
<xsd:element name="SigPolicyHash"
type="DigestAlgAndValueType"/>
<xsd:element name="SigPolicyQualifiers"
type="SigPolicyQualifiersListType"
minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="SigPolicyQualifiersListType'>
<xsd:sequence>
<xsd:element name="SigPolicyQualifier"
type="AnyType"
maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

2.2.5 XAdES-BES
XAdES-BES SingedSigantureProperties
® SigningTime
® SignatureProductionPlace
® SignerRole
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SignedDataObjectProperties

® DataObjectFormat

® CommitmentTypelndication

® AllDataObjectsTimeStamp

® IndividualDataObjectsTimeStamp

UnsignedSignatureProperties
® CounterSignature

(1) SigningTime

W3CRecommendation "XML Schema Part2:Datatypes" xsd:dateTime
1 17 SigningTime
XMLSchema
17 SigningTime XMLSchema

<xsd:element name="SigningTime" type="xsd:dateTime"/>

(2) SignatureProductionPlace
18 SignatureProductionPlace
XMLSchema
18 SignatureProductionPlace XMLSchema

<xsd:element name="SignatureProductionPlace"
type="SignatureProductionPlaceType"/>

<xsd:complexType name="SignatureProductionPlaceType'>
<xsd:sequence>
<xsd:element name="City" type="xsd:string" minOccurs="0"/>
<xsd:element name="StateOrProvince" type="xsd:string" minOccurs="0"/>
<xsd:element name="PostalCode" type="xsd:string" minOccurs="0"/>
<xsd:element name="CountryName" type="xsd:string" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

(3) SignerRole

19  SignerRole XMLSchema
2

ClaimedRoles
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CertifiedRolses
19 SignerRole XMLSchema

<xsd:element name="SignerRole" type="SignerRoleType"/>
<xsd:complexType name="SignerRoleType'>
<xsd:sequence>
<xsd:element name="ClaimedRoles"
type="ClaimedRolesListType" minOccurs="0"/>
<xsd:element name="CertifiedRoles"
type="CertifiedRolesListType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="ClaimedRolesListType'>
<xsd:sequence>
<xsd:element name="ClaimedRole"
type="AnyType" maxOccurs=""unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CertifiedRolesListType'>
<xsd:sequence>
<xsd:element name="CertifiedRole"
type="EncapsulatedPKIDataType" maxOccurs=""unbounded"/>
</xsd:sequence>
</xsd:complexType>

(4) DataObjectFormat

20 DataObjectFormat
XMLShema
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20 DataObjectFormat XMLSchema

<xsd:element name="DataObjectFormat™ type="DataObjectFormatType"/>

<xsd:complexType name="DataObjectFormatType'>
<xsd:sequence>
<xsd:element name="Description"
type="xsd:string" minOccurs="0"/>
<xsd:element name="Objectldentifier"
type="ObjectldentifierType" minOccurs="0"/>
<xsd:element name="MimeType"
type="xsd:string" minOccurs="0"/>
<xsd:element name="Encoding"
type="xsd:anyURI"" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="ObjectReference” type="xsd:anyURI" use="required"/>
</xsd:complexType>

ObjectReference

ds:Signature ds:Reference

Description

Objectldentifier
MimeType MIME type
Encoding enoding

Description Objectldentifier MimeType
DataObjectFomat

(5) CommitmentTypelndication

21 CommitmentTypelndication XMLSchema

102

2.2-2



21 CommitmentTypelndication XMLSchema

<xsd:element name="CommitmentTypelndication™
type="CommitmentTypelndicationType"/>

<xsd:complexType name="'CommitmentTypelndicationType'>
<xsd:sequence>
<xsd:element name="CommitmentTypeld"
type="ObjectldentifierType"/>
<xsd:choice>
<xsd:element name="ObjectReference"
type="xsd:anyURI"" maxOccurs="unbounded"/>
<xsd:element name="AllSignedDataObjects"/>
</xsd:choice>
<xsd:element name="CommitmentTypeQualifiers"
type="CommitmentTypeQualifiersListType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CommitmentTypeQualifiersListType">
<xsd:sequence>
<xsd:element name="CommitmentTypeQualifier"
type="AnyType" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

2.2-2
Proof of origin
Proof of receipt
Proof of delivery | TSP

Proof of sender

Proof of approval

Proof of creation

(6) AllDataObjectsTimeStamp

22  AllDataObjectsTimeStamp

XMLSchema
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22 AllDataObjectsTimeStamp XMLSchema

<xsd:element name="AlIDataObjectsTimeStamp" type="XAdESTimeStampType"'/>

ds:Signedinfo SignedProperties
ds:Referenece
SignedPropeties ds:Refernece Include
Include referencedData ture

(7) IndividualDataObjectsTimeStamp

23 IndividualDataObjectsTimeStamp XMLSchema
23 IndividualDataObjectsTimeStamp XMLSchema

<xsd:element name="IndividualDataObjectsTimeStamp" type="XAdESTimeStampType'/>

ds:Signedinfo ds:Reference
SignedProperties ds:Reference
SignedPropeties ds:Refernece
Include Include
referencedData ture XAdES

(8) CounterSignature

CounterSignature UnsignedSingatureProperties 24
CounterSignature XMLSchema
24 CounterSignater XMLSchema
<xsd:element name="CounterSignature™ type="CounterSignatureType" />
<xsd:complexType name="CounterSignatureType'>
<xsd:sequence>
<xsd:element ref="ds:Signature"/>
</xsd:sequence>
</xsd:complexType>
2.2.6 Electronic signature with time  XAdES-T
XAdES-T ds:Signature

ds:Signedinfo SignatureValue TSA
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XAdES-T XAdES-BES
XAdES-EPES  UnSignedSignatureProperties SignatureTimeStamp
UnsignedSignatureProperties XMLShema 7

(1) SignatureTimeStamp

ds:SignaturevValue 1
TSA 1 XAdES
SignatureTiemStamp 25
SignatureTimeStamp XMLSchema
25 SignatureTimeStamp XMLSchema

<xsd:element name="SignatureTimeStamp" type="XAdESTimeStampType"/>

Implicit Mode
ds:SignatureValue TSA

1)
2) Complete Certificate Refs, Complete
RevocationRefs, CertificateValues, RevocationValues

2.2.7 Electronic signature with complete validation data references XAdES-C
XAdES-C XAdES-T  CompleteCertificateRefs CompleteRevocationRefs
CompleteCertificateRefs
CompleteRevocationRefs
CA
XAdES-A CompleteCertificateRefs,
CompleteRevocationRefs

(1) CompleteCertificateRefs

XAdES 26
CompleteCertificateRefs XMLSchema
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26 CompleteCertificateRefs XMLSchema

<xsd:element name="CompleteCertificateRefs"
type="CompleteCertificateRefsType"/>

<xsd:complexType name="CompleteCertificateRefsType">
<xsd:sequence>
<xsd:element name="CertRefs" type="CertIDListType" />
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

(2) CompleteRevocationRefs
27  CompleteRevocationRefs XMLSchema
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27 CompleteRevocationRefs XMLSchema

<xsd:element name="CompleteRevocationRefs" type="CompleteRevocationRefsType"/>

<xsd:complexType name="CompleteRevocationRefsType'>
<xsd:sequence>
<xsd:element name="CRLRefs" type="CRLRefsType" minOccurs="0"/>
<xsd:element name="O0CSPRefs" type="0CSPRefsType" minOccurs="0"/>
<xsd:element name="OtherRefs" type="OtherCertStatusRefsType"
minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

<xsd:complexType name="CRLRefsType'>
<xsd:sequence>
<xsd:element name="CRLRef" type="CRLRefType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CRLRefType'>
<xsd:sequence>
<xsd:element name="DigestAlgAndValue™ type="DigestAlgAndValueType"/>
<xsd:element name="CRLIdentifier" type="CRLIdentifierType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CRLIdentifierType'>
<xsd:sequence>
<xsd:element name="Issuer" type="xsd:string"/>
<xsd:element name="IssueTime" type="xsd:dateTime" />
<xsd:element name="Number" type="xsd:integer" minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="0CSPRefsType'>
<xsd:sequence>
<xsd:element name="O0CSPRef" type="0CSPRefType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="0CSPRefType"">
<xsd:sequence>
<xsd:element name="0CSPldentifier" type="0CSPldentifierType"/>
<xsd:element name="DigestAlgAndValue"
type="DigestAlgAndvalueType"
minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
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<xsd:complexType name="0CSPldentifierType">
<xsd:sequence>
<xsd:element name="ResponderID" type="xsd:string"/>
<xsd:element name="ProducedAt" type="xsd:dateTime"/>
</xsd:sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
</xsd:complexType>

<xsd:complexType name="0therCertStatusRefsType'>
<xsd:sequence>
<xsd:element name="OtherRef" type="AnyType"
maxOccurs="unbounded"'/>
</xsd:sequence>
</xsd:complexType>

ETSI TS 101 903 V1.3.1 2005-05
AttributeCertifcateRefs AttributeRevocationRefs

AttributeCertificate

2.2.8 Extended signatures with time forms XAdES-X

XAJES-X CA
XAdES-C 2
XAdES-A XAdES-X SigAndRefsTimeStamp
RefsOnlyTimeStamp

® XAdES-X typel

XAdES-C

UnsingedSignatureProperties SigAndRefsTimeStamp

UnsignedSignatureProperties XMLSchema 7
TSP SigAndRefsTimeStamp
TSP
SignatureValue SignatureTimeStamp CompleteCertificateRefs

CompleteRevocationRefs
® XAdES-X type2
UnsignedSignatureProperties RefsOnlyTimeStamp

UnsignedSignatureProperties XMLSchema 7
TSP RefsOnlyTimeStamp
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TSP
CompleteCertificateRefs CompleteRevocationRefs

(1) SigAndRefsTimeStamp
Implicit Mode

ds:SignaturevValue SignatureTimeStamp
CompleteCertificateRefs CompleteRevocationRefs
XAdES TSA
28  SigAndRefsTimeStamp XMLSchema
28 SigAndRefsTimeStamp XMLSchema

<xsd:element name="SigAndRefsTimeStamp" type="XAdESTimeStampType"/>

(2) RefsOnlyTimeStamp

CompleteCertificateRefs CompleteRevocationRefs
Implicit Mode CompleteCertificateRefs
CompleteRevocationRefs XAdES
TSA 29
RefsOnlyTimeStamp XMLSchema
29 RefsOnlyTimeStamp XMLSchema

<xsd:element name="RefsOnlyTimeStamp™ type="XAdESTimeStampType"/>

2.2.9 Extended long electronic signatures with time  XAdES-X-L

XAdJES-X-L XAdES-X typel type2 UnsingeSignatureProperties
CertificateValues RevocationValues
UnsignedSignatureProperties XMLSchema 7
XAdES-A XAdES-X typel type2 XAdES-X-L
CeritificateValues RevocationValues

(1) CertificateValues
CompleteCertificateRefs
ds:Signature ds:KeylInfo
CertificateValues 30  CertifiCateValues
XMLSchema
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30 CertificateValues XMLSchema

<xsd:element name="CertificateValues" type="CertificateValuesType"/>

<xsd:complexType name="CertificateValuesType'>
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element name="EncapsulatedX509Certificate"
type="EncapsulatedPKIDataType"/>
<xsd:element name="OtherCertificate" type="AnyType"/>
</xsd:choice>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

(2) RevocationValues
XAdES
31 RevocationValues XMLSchema

31 RevocationValues XMLSchema

<xsd:element name="RevocationValues" type="RevocationValuesType"/>

<xsd:complexType name="RevocationValuesType'>
<xsd:sequence>
<xsd:element name="CRLValues" type="CRLValuesType" minOccurs="0"/>
<xsd:element name="0CSPValues" type="0CSPValuesType" minOccurs="0"/>
<xsd:element name="OtherValues" type="OtherCertStatusValuesType"
minOccurs="0"/>
</xsd:sequence>
<xsd:attribute name="1d" type="xsd:ID" use="optional"/>
</xsd:complexType>

<xsd:complexType name="CRLValuesType'>
<xsd:sequence>
<xsd:element name="EncapsulatedCRLValue"
type="EncapsulatedPKIDataType"
maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="0CSPValuesType'>
<xsd:sequence>
<xsd:element name="EncapsulatedOCSPValue"
type="EncapsulatedPKIDataType" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
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2.2.10 Archival electronic signatures XAdES-A

XAdES-C ~ XAdES-X

CertificateValues RevocationValues

TSA
ArchiveTimeStamp
(1) ArchiveTimeStamp
1. ArchiveTimeStamp ds:SignedInfo ds:Reference Include
Inculde URI ds:Reference
referneceData ture
2.
® ds:Signedinfo
® ds:SignatureValue
® ds:Keylnfo
3. XAdES
® XAdES SignatureTimeStamp
° CounterSignatureProperties
° CompleteCertificateRefs
o CompleteRevocationRefs
® CertificateValues
® RevocationValues
® SigAndRefsTimeStamp
® RefsOnlyTimeStamp
o ArchiveTimeStamp
® QualifyingProperties ds:Reference
ds:Object
4.
32 ArchiveTimeStamp XMLScheme TSA
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ArchiveTimeStamp

CA
2
\ XML /_
XML
> | (XAdES ) >
1/F
I/F
_/ K
TSA
TSA CA L e m— - >
TSA
TSA ocoo.der
CRL .der
CL T 1.der
1.2-1
2
1D.2)
1 certificates crls
2) unsigned attribute Extended validation data
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32 ArchiveTimeStamp XMLSchema

<xsd:element name="ArchiveTimeStamp" type="XAdESTimeStampType"/>

2.3 XAdES
XAdES 2.2-3 XAdES
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Y11

2.2-3 XAdES

XAdES-BES XAdES-EPES XAdES-T XAdES-A
QualifyingProperties o o o o
SignedProperties o o o o
SignedSignatureProperties o o o o
SigningTime
SigningCertificate 1 1 1 1
SignaturePolicyldentifier >< o 2 2
SignatureProductionPlace
SignerRole
SignedDataObjectProperties
DataObjectFormat
CommitmentTypelndication
AllDataObjectsTimeStamp
IndividualDataObjectsTimeStamp
UnSignedProperties o o
UnSignedSignatureProperties o o
CounterSignature
SignatureTimeStamp >< < o o
CompleteCertificateRefs >< >< >
CompleteRevocationRefs < > ><
AttributeCertificateRefs < > > 3
AttributeRevocationRefs < > =< 3

XAdES V1.1.1
XAdES V1.1.1
XAdES V1.1.1

XAdES V1.1.1
XAdES V1.1.1



Q11

SigAndRefsTimeStamp >< >< < 3
RefsOnlyTimeStamp >< >< > 3
CertificateValues >< < >< o
RevocationValues >< < >< o
ArchiveTimeStamp >< >< < o
(@]
1 ds:Keylnfo
® ds:Keylnfo ds:X509Data
® ds:Keylnfo
® ds:Signedinfo ds:Reference ds:Keylnfo
2 XAdES-EPES XAdES-T  XAdES-A SignaturePolicyldentifier
3
ArchiveTimeStamp
>
ETSI 101 903 "XML Advanced Electronic Signatures XAdES ™ 2.2-4

2.2-4 ETSI 101 903 "XML Advanced Electronic Signatures XAdES "

ETSI TS 101 903 V1.1.1  2002-02 ETSI TS 101 903 V1.2.2 2004-4

ETSI TS 101 903 V1.3.1 2005-05




ECOM
CAdES

2006 3

ECOM
WG

SWG
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10002 | EST-ATTACH-EXPIRED-NG |
ES-T
10003 | EST-ATTACH-REVOKED-NG
genTime ES-T
10004 | EST-ATTACH-SIGT IME-REVOKED-OK |
SigingTime
SigningTime ES-T
10005 | EST-ATTACH-SIGTS-REVOKED-NG |
SigningTime
ES-T
10006 | EST-ATTACH-ES-SIG-FORGED-NG |
signerinfo signature ES-T
10007 | EST-ATTACH-ES-SIGTS-SIG-FORGED-NG |
signature ES-T
10008 | EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG |
signedAttrs MessageDigest CMS ES-T
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TSTInfo  Messagelmprint Signerinfo  DigestAlgorithm SHA-512
signatureAlgorithm  SHA512withRSA
ES-T
20004 | EST-CONTENT-TIMESTAMP-0K |
signedAttributes ContentTimeStamp CMS ES-T
20005 | EST- INDEPENDENT-SIGNATURES-0K |
2 signerinfo ES-T
20006 | EST-EPES-WITHOUT-HASHCHECK-OK |
signaturePolicyldentifier CMS EPES ES-T
20007 | EST-EPES-NORMAL-OK |
signaturePolicyldentifier CMS EPES ES-T
20008 | EST-EPES-POLICY-HASH-NOT-MATCH-NG |
signaturePolicyldentifier CMS ES-T
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20009 | EST-EPES-NOT-BEFORE-VIOLATION-NG |

signingPeriod notBefore
ES-T

20010 | EST-EPES-MANDATED-SIGNEDATTRS-VIOLATION-NG |

mandatedSignedAttr SigningTime
ES-T

20011 | EST-EPES-EXTERNAL-SIGNEDDATA-VIOLATION-NG |

externalSignedData  TRUE

ES-T
40001 | ESC-ATTACH-NORMAL-OK |
BES ES-C
40002 | ESC-DETACH-NORMAL-OK |
BES ES-C
50001 | ESXL-ATTACH-NORMAL-OK |
BES ES-X Long
50002 | ESXL-DETACH-NORMAL-OK |
BES ES-X Long
60001 | ESXL-ATTACH-SIGTS-VALIDATIONINFO-NOT- INCLUDED-OK |
TSA
ES-X Long
70001 | ESA1-ATTACH-NORMAL-OK |

1 CMS ES-A

70002 | ESA1-DETACH-NORMAL-OK |

1 CMS ES-A

80001 | ESAL-ATTACH-ETSI151-0K |

ESTI TS 101 733 v1.5.1 ES-A

80002 | ESA1-DETACH-ETS1151-0K |

ESTI TS 101 733 v1.5.1 ES-A

2.5 ES-T

2.5.1 <EST-ATTACH-NORMAL-OK 10001>
TSA
ES-T ES-T

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
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TSA 2001.1.1 2035.12.31

TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.5.2 <EST-ATTACH-EXPIRED-NG 10002>
TSA
CRL ES-T

invalid

2001.1.3 12:00:00

2001.1.3 12:00:00

2001.1.1 00:00:00 2001.1.1 23:5959

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

TSA 2001.1.1 2035.12.31

TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.5.3 <EST-ATTACH-REVOKED-NG 10003>
TSA
CRL
ES-T

invalid

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.4 00:00:00-2001.1.4 23:59:59

CRL 2005.1.1 12:00

TSA 2001.1.1 2035.12.31

TS TSA CRL 2001.1.4 00:00:00-2001.1.4 23:59:59

2.5.4 <EST-ATTACH-SIGTIME-REVOKED-OK 10004>
TSA
CRL

ES-T
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valid

2001.1.1 12:00:00 =SignatureTS

2001.1.4 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.3 00:00:00-2001.1.3 23:59:59
CRL 2005.1.2 12:00:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00-2001.1.3 23:59:59

2.5.5 <EST-ATTACH-SIGTS-REVOKED-NG 10005>

ES-T

SigningTime
CRL

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.3 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.4 00:00:00-2001.1.4 23:59:59

CRL

2005.1.2 12:00:00

TSA

2001.1.1 2035.12.31

TS TSA

CRL

2001.1.4 00:00:00-2001.1.4 23:59:59

2.5.6 <EST-ATTACH-ES-SIG-FORGED-NG 10006>

ES-T

CMS SignedData

Signerinfo signature

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31
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TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.5.7 <EST-ATTACH-SIGTS-SIG-FORGED-NG 10007>
ES-T SiginatureTimeStamp TimeStampToken  CMS SignedData
Signerinfo signature

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.5.8 <EST-ATTACH-ES-MESSAGEDIGEST-FORGED-NG 10008>
ES-T CMS SignedData  signedAttributes MessageDigest

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.5.9 <EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG 10009>
ES-T SignatureTimeStamp
signedAttributes MessageDigest

invalid

2001.1.1 12:00:00
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2001

.1.1 12:00:00

2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.5.10 <EST-DETACH-NORMAL-OK 10010>

ES-T

valid

2001

.1.1 12:00:00

2001

.1.1 12:00:00

2001

.1.1 2035.12.31

CRL

2001

.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001

.1.1 2035.12.31

TS TSA CRL

2001

.1.1 00:00:00 2035.12.31 23:59:59

2.6 ES-T

2.6.1 <EST-OTHERCERT-SHA256-OK 20001>

<EST-ATTACH-NORMAL-OK>

ESSSigningCertificate

SHA256

valid

2001

.1.1 12:00:00

2001

.1.1 12:00:00

2001

.1.1 2035.12.31

CRL

2001

.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001

.1.1 2035.12.31

TS TSA CRL

2001

.1.1 00:00:00 2035.12.31 23:59:59

2.6.2 <EST-SIGTS-SHA256-OK 20002>

ES-T
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SHA256 SHA256WIthRSA

® TimeStampToken TSTInfo Messagelmprint  SHA256
® TimeStampToken Signerinfo DigestAlgorithm  SHA256
® TimeStampToken Signerinfo  SignatureAlgorithm  SHA256withRSA

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.3 <EST-SIGTS-SHA512-OK 20003>
ES-T
SHA512 SHA512withRSA

® TimeStampToken TSTInfo Messagelmprint  SHA512
® TimeStampToken Signerinfo DigestAlgorithm  SHA512
® TimeStampToken Signerinfo  SignatureAlgorithm  SHA512withRSA

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.6.4 <EST-CONTENT-TIMESTAMP-OK 20004>
ES-T CMS
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valid
2001.1.1 12:00:00
2001.1.1 09:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
2.6.5 <EST-INDEPENDENT-SIGNATURES-OK 20005>
ES-T
CA
valid
1 2001.1.1 12:00:00
1
1 2001.1.1 12:00:00
1 2001.1.1 2035.12.31
2 2001.1.1 13:00:00
2
2 2001.1.1 13:00:00
2 2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
2.6.6 <EST-EPES-WITHOUT-HASHCHECK-OK 20006>
signedAttributes EPES Explicit Policy

Electronic Signatures ES-T

valid
2001.1.1 12:00:00
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2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
oID 1.2.3.4.5
SHAL afld3ea7aef706a898191dd257218f5e9acafaal

2.6.7 <EST-EPES-NORMAL-OK 20007>
signedAttributes EPES
ES-T EPES
ES-T

valid
2001.1.1 12:00:00

2001.1.1 12:00:00
2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
oID 1.2.3.4.5.20000
SHAL 90490e8e411bd495415988298d07ah45922e8b T

2.6.8 <EST-EPES-POLICY-HASH-NOT-MATCH-NG 20008>

EPES ES-T SignaturePolicyldentifier
CMS
ES-T

invalid
2001.1.1 12:00:00

2001.1.1 12:00:00
2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
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oID 1.2.3.4.5.20000
SHAL 90490e8e411bd495415988298d07ah45922e8b T
CMS IR FLFLF I LRI FAFLFLFLFLFLFLFLFLFLFLFLE

2.6.9 <EST-EPES-NOT-BEFORE-VIOLATION-NG 20009>

EPES ES-T
signingPeriod notBefore 2035 12 31
ES-T
invalid
2001.1.1 12:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
0ID 1.2.3.4.5.20009
SHAL eab88habb6ffc05343fc8efOca6ardd4920b7e02
2035.12.31 23:59:59
sigingPeriod.notBefore

2.6.10 <EST-EPES-MANDATED-SIGNEDATTRS-VIOLATION-NG 20010>
EPES ES-T
commonRules  signerAndVerifierValue signerRules mandatedSigndAttr sigingTime
oID ES-T signingTime CMS
ES-T

invalid
2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
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TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

0ID 1.2.3.4.5.20010
SHAL 5a6c1d137cal39771adbd8d41c868d682ded8h20
mandatedSignedAttr 1.2.840.113549.1.9.4

1.2.840.113549.1.9.5 signingTime
1.2.840.113549.1.9.16.2.15

2.6.11 <EST-EPES-EXTERNAL-SIGNEDDATA-VIOLATION-NG 20011>
EPES ES-T
commonRules  signerAndVerifierValue signerRules externalSignedData
TRUE ES-T
ES-T

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59
oID 1.2.3.4.5.20011
SHAL b363f51a65438136d26ce8713078657dF52b5dc4
externalSignedData TRUE
2.7 ES-C
ES-C ECOM
2.8 ES-C

2.8.1 <ESC-ATTACH-NORMAL-OK 40001>
TSA
ES-C ES-C
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valid

ES-X

2001.1.1 12:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
2.8.2 <ESC-DETACH-NORMAL-OK 40002>
ES-C
valid
2001.1.1 12:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
2.9 ES-XLong
2.9.1 <ESXL-ATTACH-NORMAL-OK 50001>
TSA
ES-X Long
Long
valid
2001.1.1 12:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
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2.9.2

<ESXL-DETACH-NORMAL-OK 50002>

ES-X Long

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.10 ES-X Long

2.10.1 <ESXL-ATTACH-SIGTS-VALIDATIONINFO-NOT-INCLUDED-OK 60001>
ES-X Long

TSA

ES X-Long

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

TSA

2001.1.1 2035.12.31

TS TSA CRL

2001.1.2 00:00:00 2001.1.2 23:59:59

2.11 ES-A

2.11.1 <ESA1-ATTACH-NORMAL-OK 70001>

ECOM

2005
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valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1 TSA 2001.1.1 2035.12.31

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.11.2 <ESA1-DETACH-NORMAL-OK 70002>

ArchiveTimeStamp ES-A

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1 TSA 2001.1.1 2035.12.31

Archive TS TSA

CRL

2001.1.4 00:00:00 2035.12.31 23:59:59

2.12 ES-A

2.12.1 <ESA1-ATTACH-ETSI151-OK 80001>

ECOM

ES-A

ETSI TS 101 733 v1.5.1

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31
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CRL

2001

.1.2 00:00:00 2001.1.2 23:59:59

TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1 TSA 2001.1.1 2035.12.31

Archive TS TSA

CRL

2001

.1.4 00:00:00 2035.12.31 23:59:59

2.12.2 <ESA1-DETACH-ETSI151-OK 80002>
<ESA1-ATTACH-ETSI151-0K>

ES-A
encapContentinfo

DER <ESA1-ATTACH-ETSI1151-0K>
valid
2001.1.1 12:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00:00
Archive 1 TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59
2.13 ES-T
ES-T
2.13.1 <OFF-T-1>
OFF-T-1
ES-T

10001

EST-ATTACH-NORMAL-OK
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2.13.2 <OFF-T-2>

OFF-T-2
ES-T
10001 EST-ATTACH-NORVAL-OK
10002 EST-ATTACH-EXPIRED-NG

2.13.3 <OFF-T-3>

OFF-T-3
ES-T
10001 EST-ATTACH-NORMAL-OK
10003 EST-ATTACH-REVOKED-NG

2.13.4 <OFF-T-4>

OFF-T-4
ES-T
10001 EST-ATTACH-NORMAL-OK
10002 EST-ATTACH-EXPIRED-NG
10003 EST-ATTACH-REVOKED-NG

2.13.5 <OFF-T-5>

OFF-T-5
ES-T
10001 EST-ATTACH-NORMAL-OK
10003 EST-ATTACH-REVOKED-NG
10004 EST-ATTACH-SIGT IME-REVOKED-OK
10005 EST-ATTACH-SIGTS-REVOKED-NG
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2.13.6 <OFF-T-6>

OFF-T-6
ES-T Signerinfo
10001 EST-ATTACH-NORMAL-0K
10006 EST-ATTACH-ES-SI1G-FORGED-NG
2.13.7 <OFF-T-7>
OFF-T-7
ES-T Signerinfo
10001 EST-ATTACH-NORMAL-0K
10007 EST-ATTACH-SIGTS-S1G-FORGED-NG
2.13.8 <OFF-T-8>
OFF-T-8
ES-T MessageDigest
10001 EST-ATTACH-NORMAL-OK
10008 EST-ATTACH-ES-MESSAGED I GEST-FORGED-NG
2.13.9 <OFF-T-9>
OFF-T-8
ES-T MessageDigest
10001 EST-ATTACH-NORMAL-0K
10009 EST-ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG
2.13.10 <OFF-T-10>
OFF-T-10
ES-T
10010 EST-DETACH-NORMAL-0K
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2.14 ES-T
ES-T

2.14.1 <OFF-T-OP-1>

OFF-T-0P-1
OtherSigningCeritificate SHA-256 ES-T
10001 EST-ATTACH-NORMAL-OK
20001 EST-OTHERCERT-SHA256-0K
2.14.2 <OFF-T-OP-2>
OFF-T-0P-2
SHA-256
ES-T
10001 EST-ATTACH-NORMAL-OK
20002 EST-SIGTS-SHA256-0K
2.14.3 <OFF-T-OP-3>
OFF-T-0P-3
SHA-512
ES-T
10001 EST-ATTACH-NORMAL-0K
20003 EST-SIGTS-SHA512-0K
2.14.4 <OFF-T-OP-4>
OFF-T-0P-4
CMS ES-T
10001 EST-ATTACH-NORMAL-0K
20004 EST-CONTENT-TIMESTAMP-0K
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2.14.5 <OFF-T-OP-5>

OFF-T-0P-5
signerinfo 2
ES-T
10001 EST-ATTACH-NORMAL-0K
20005 EST- INDEPENDENT-SIGNATURES-0K

.14.6 <OFF-T-OP-6>

OFF-T-0P-6
EPES ES-T
10001 EST-ATTACH-NORMAL-OK
20006 EST-EPES-WITHOUT-HASHCHECK-OK

2.14.7 <OFF-T-OP-7>

OFF-T-0P-7
EPES ES-T
10001 EST-ATTACH-NORMAL-OK
20007 EST-EPES-NORMAL-OK
20008 EST-EPES-POL 1CY-HASH-NOT-MATCH-NG

2.14.8 <OFF-T-OP-8>

OFF-T-0P-8
EPES ES-T notBefore
10001 EST-ATTACH-NORMAL-OK
20007 EST-EPES-NORMAL-OK
20009 EST-EPES-NOT-BEFORE-VIOLATION-NG
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2.14.9 <OFF-T-OP-9>

OFF-T-0P-9
EPES ES-T signerRules
mandatedSignedAttrs
10001 EST-ATTACH-NORMAL-0K
20007 EST-EPES-NORMAL-0K
20010 EST-EPES-MANDATED-SIGNEDATTRS-VIOLATION-NG
2.14.10 <OFF-T-OP-11>
OFF-T-0P-10
EPES ES-T externalSignedData
TRUE, ES-T
10001 EST-ATTACH-NORMAL-OK
20007 EST-EPES-NORMAL-OK
20011 EST-EPES-EXTERNAL-SIGNEDDATA-VIOLATION-NG
2.15 ES-C

2.15.1 <OFF-C-OP-1>

OFF-C-OP-1

ES-C

40001

ESC-ATTACH-NORMAL-OK

2.15.2 <OFF-C-OP-2>

OFF-C-0P-2
ES-C

40001 ESC-ATTACH-NORMAL~OK

40002 ESC-DETACH-NORMAL~OK
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2.16 ES-X Long

2.16.1 <OFF-X-1>

OFF-X-1

ES-X Long

50001

ESXL-ATTACH-NORMAL-OK

2.16.2 <OFF-X-2>

OFF-X-2

ES-X Long

50002

ESXL-DETACH-NORMAL-OK

2.17 ES-X Long

2.17.1 <OFF-X-OP-1>

OFF-X-0P-1
ES-X Long
50001 ESXL-ATTACH-NORMAL-OK
60001 ESXL-ATTACH-SIGTS-VALIDAT IONINFO-NOT- INCLUDED-0K
2.18 ES-A

2.18.1 <OFF-A-1>

OFF-A-1

ECOM

ES-A

70001

ESA1-ATTACH-NORMAL-OK
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2.18.2 <OFF-A-2>

OFF-A-2
ECOM ES-A
70002 ESA1-DETACH-NORMAL-OK
2.19 ES-A
2.19.1 <OFF-A-OP-1>
OFF-A-OP-1
ETSI TS 101 733 v1.5.1 ES-A
80001 ESA1-ATTACH-ETS1151-0K
2.19.2 <OFF-A-OP-2>
OFF-A-OP-2
ETSI TS 101 733 v1.5.1 ES-A
80002 ESA1-DETACH-ETS1151-0K

ES-X Long, ES-A
CRL
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ES

CRL
ES (ES-T, ES-X Long,
ES-A)
CRL TSA

A
B
C
HTTP
3.3-1
10 ETSI TS 101 733 v1.5.1
ES-C ES-C
ES-X Long ES-A
ES-X Long
3.1
IMB
ES-T ES-X Long
ETSI TS 101 733 v1.5.1
4.1
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EE*.r10_esa2_aaab.der
EE*.r07_esal_aaab.der

ES-Al| s |ES-A2)|
TARGET_AAA.txt EE*.r01_est_aaa.der EE*.r03_esx_aaa.der
151

—( ES-T > ES-X / TS
. EE*.r08_esa2_aaa.der
’ ’ ’ EE*.r05_esal_aaa.der
ECOM
TS ES-Al| sy [ES-A2
) <

Q Q

) R @
P s @ R

4 4
ECOM
0101
1010 ey | ES-T » |ES-X IS |[ES-A1 » [ES-A2
(1MB)

TARGET_BBB.bin EE*.r02_est_bbb.der EE*.r04_esx_bbb.der EE*.r06_esal_bbb.der

EE*.r09_esa2_bbb.der

cRLDistributionPoints URL

3.2
® CRL
CRL
CRL 1

TSA

"TARGET_AAA_txt" ““aaa’”
"TARGET_BBB.bin"
0x01-0x09,0x00 1024000

"TARGET_AAA._txt" ““aaa’”
"TARGET_BBB.bin"
0x01-0x09,0x00 1024000
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Urc2c02 1 1 0 O
CRL
[
[
3.5
3.5.1 <ON-T-1> ES-T
ES-T
L] ““aaa’” x61 x61 x61
° EncapContentinfo
® MessageDigest SHAL
° SHALwi thRSA
® BES ES-T
3.5.2 <ON-T-2> ES-T
<ON-T-1>
o 1MB
) EncapContentinfo
3.5.3 <ON-X-1> ES-X Long
ES-X Long
o <ON-T-1> ES-T
® <ON-T-1> ES-T 48
[
3.5.4 <ON-X-2> ES-X Long
<ON-X-1>
Long
o <ON-T-2> ES-T
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° IMB

) EncapContentinfo
3.5.5 <ON-Al-1> ES-A
ES-A
® <ON-X-1> ES-X Long
ES-T
°

101 733 v1.4.0

°
3.5.6 <ON-Al1l-2> ES-A
<ON-A1-1>
ES-A
® <ON-X-2> ES-X Long
ES-T
[ ) 1MB
) EncapContentinfo

3.5.7 <ON-A1-3>

L] <ON-X-1> ES-X Long
[ ]
SWG
[ ]
3.5.8 <ON-A2-1> ES-A
ES-A
° <ON-A1-1> ES-A
[ ]

101 733 v1.4.0
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<ON-T-1>
ECOM RFC 3126 or ESTI TS
ECOM
<ON-T-2>
ES-A OP
ES-A
ESTI TS 101 733 v1.5.1 ECOM
ECOM
ECOM RFC 3126 or ESTI TS



ECOM
3.5.9 <ON-A2-2> ES-A
<ON-A2-1> ES-A
o <ON-A1-2> ES-A
° 1MB
) EncapContentinfo
3.5.10 <ON-A2-3> ES-A OoP
ES-A
° <ON-A1-3> ES-A
° ESTI TS 101 733 v1.5.1 ECOM
SWG
o ECOM
4.
4.1 ECOM ETSI TS 101 733 v15.1
H17 ECOM SWG CAdES

RFC 3126  ETSI TS 101 733 v1.4.2

ETSI TS 101 733 v1.5.1

CMS

CounterSignature
ETSI
vl.5.1
vl.5.1
vl.5.1
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version
(CMSVersion)

digestAlgorithms

(DigestAlgorithmldentifiers) | .+ '

encapContentinfo

(EncapsulatedContentinfo) | ,

certificates
(CertificateSet)

crls
(RevocationinfoChoices)

signerinfos
(Signerinfos)

ETSITS 101 733 V1.5.1

3.4-1 ETSI TS 101 733 v1.5.1

eContentType

(ContentType)

eContent
(OCTET STRING)

Signerinfo

0
.

version
(CMSVersion)

sid
(Signerldentifier)

digestAlgorithm
(DigestAlgorithmldentifier)

signedAttrs
(SignedAttributes)

signatureAlgorithm
(SignatureAlgorithmIdentifier)

signature
(SignatureValue)

unsignedAttrs
(UnsignedAttributes)

DER
encapContentinfo /—*{ SEQUENCE ‘ | (eContentType, eContent l
- /V{ [0] ‘ CertificateChoices l
certificates
/v{ [1] ‘ RevocationInfoChoices l
crls
INTEGER ‘ |
version
SEQUENCE
sid 1 [0
digestAlgorithm I/'{ SEQUENCE ‘ l
signedAtrs I/'{ [0] \ ATTRIBUTE |
signatureAlgorithm |—/’{ SEQUENCE ‘ l
signature H OCTET STRING \ |
unsignedAttrs |——>{ 1 ‘ ATTRIBUTE |
3.4-2
ASN.1 TLV
ContextSpecific [01 [1]
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SEQUENCE

5.1

CMS

ASN.1 SET

unsignedAttrs]

P

i
CMS 1 i
CMS ContextSpecific "[1]"
ASN.1 TLV
DER
encapContentinfo —/->{ SEQUENCE ‘ ‘ (eContentType, eContent l
» /V{ [0] ‘ ‘ CertificateChoices l
certificates
/v{ [1] ‘ ‘ RevocationinfoChoices l
crls
INTEGER ‘ ‘ l
version
SEQUENCE
sid |/ [
digestAlgorithm I/'{ SEQUENCE ‘ ‘ l
signedAttrs |/'{ [0] ‘ ‘ ATTRIBUTE |
signatureAlgorithm |—"’{ SEQUENCE ‘ ‘
signature H OCTET STRING ‘ ‘ S
unsignedAttrs |——-{ i ‘ ’ ATTRIBUTE

CMS SignedData

signedAttributes
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BES Basic Electronic Signature

version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs

EPES Explicit Policy-based Electronic Signature

version v3(3)
digestAlgorithms { SHA1 }
encapContentlinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
Version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
sigPolicyld (SHA1 )
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
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5.1.3

5.1.4

ES-T
Version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerlnfos ( =1)
signerinfo 160bit
Version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
IsignatureTimeStamp
ES-X Long
version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
€SSSigningCertificate ( SHA1
signatureAlgorithm SHAIwithRSA
signature
unsignedAttrs
signatureTimeStamp
completeCertificateRefs| ECOM
completeRevocationRef{fECOM
certificateValues ECOM
revocationValues ECOM
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5.1.5 ES-A
version v3(3)
digestAlgorithms { SHA1}
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
Version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs
signatureTimeStamp
completeCertificateRefs| ECOM
completeRevocationReffECOM
certificateValues ECOM
revocationValues ECOM
archiveTimeStamp
5.1.6 ES-A
Version v3(3)
digestAlgorithms { SHA1 }
encapContentinfo /
certificates
crls
signerinfos ( =1)
signerinfo 160bit
Version v3(3)
sid subjectKeyldentifier
digestAlgorithm SHA1
signedAttrs
contentinfo =data(1.2.840.113549.1.7.1)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHA1withRSA
signature
unsignedAttrs

signatureTimeStamp

completeCertificateRefs|

ECOM

completeRevocationRef{ECOM
certificateValues ECOM
revocationValues ECOM
archiveTimeStampl
archiveTimeStamp?2 ...
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5.2

5.2.1 TimeStampToken
TimeStampToken  CMS SignedData ECOM ES-X Long, ES-A
certificates, crls
version v3(3)
digestAlgorithms { SHA1}
encapContentinfo TSTInfo
certificates ECOM TSA
crls ECOM CRL
signerinfos ( =1)
signerinfo 160bit
version v1(1)
sid TSA IssuerAndSerialNumber
digestAlgorithm SHA1
signedAttrs
contentinfo =tSTInfo(1.2.840.113549.1.9.16.1.4)
messageDigest
eSSSigningCertificate ( SHA1
signatureAlgorithm SHAlwithRSA
signature
unsignedAttrs
5.2.2 TSTinfo
v1(1)
policy TSAPolicyld=0.1.2.3.4.5
messagelmprint
hashAlgorithm SHA1
hashedMessage 160bit
serialNumber TSA (1
genTime GeneralizedTime( 3 )
accuracy 500
ordering TRUE
nonce 0x1234567890( )
tsa directoryName=TSA
extensions
1 TSA TSA

TSA
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5.3

5.3.1
V3
5 ASN.1 INTEGER( 1)
SHA1withRSA
DN PrintableString( DN PrintableString )
UTCTime( 2000/1/1 0:00:00 2035/12/31 23:59:59 )
DN PrintableString
X.509
|keyUsage
5.3.2 RootCA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
2048bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
basicConstraints TRUE
[CA TRUE -
5.3.3 SubCA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifien FALSE
|keyldentifier SHA1-160bit -
basicConstraints TRUE
ICA TRUE -
cRLDistributionPointd FALSE
| DistPt.fullName.URIhttp:// /**/*crl -
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5.3.4 End Entity
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
basicConstraints ( ) FALSE
[ca -
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
[keyldentifier SHA1-160bit -
cRLDistributionPoints FALSE
[DistPt.fullName.URI __ [http.// /**/*cil -
5.3.5 TSA
V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
[keyldentifier SHA1-160bit -
extKeyUsage 1.3.6.1.5.5.7.3.8(timeStamping) TRUE
cRLDistributionPoints FALSE
|DistPt.fullName.URI http:// /**/* crl -
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5.3.6 TSA  RootCA

V3
SHA1withRSA
DN PrintableString
UTCTime
DN PrintableString
2048bit
X.509
keyUsage CertSign, CRLSign TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
keyldentifier SHA1-160bit -
authorityCertlssuer directoryName(PrintableString) -
authorityCertSerialNumber (0x00) -
basicConstraints FALSE
ICA TRUE -
5.3.7 TSA
V3
SHAIwithRSA
DN PrintableString
UTCTime
DN PrintableString
1024bit
X.509
keyUsage digitalSignature, nonRepudiation TRUE
subjectKeyldentifier SHA1-160bit FALSE
authorityKeyldentifier FALSE
keyldentifier SHA1-160bit -
authorityCertlssuer directoryName(PrintableString) -
authorityCertSerialNumber  |(0x00) -
basicConstraints ( ) FALSE
ICA -
extKeyUsage 1.3.6.1.5.5.7.3.8(timeStamping) TRUE
cRLDistributionPoints FALSE
| DistPt.fullName.URI https:// /**/* crl -
5.3.8 / / [TSA CRL
V2(1)
SHA1withRSA
DN PrintableString
thisUpdate UTCTime
nextUpdate UTCTime
revokedCertificate
userCertificate
revocationDate UTCTime
crlEntryExtensions
|cRLReason FALSE
X.509
|cRLNumber FALSE
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5.4

signPolicyHashAlg SHA1
signPolicylnfo
signPolicyldentifier 1.2.3.4.5*
dateOflssue 2001.01.01

policylssuerName

ou=SIGNATURE-POLICY-AUTHORITY,0=ECOM,c=JP

fieldOfApplication

"for ..."

signatureValidationPolicy

signingPeriod

notBefore

notAfter

commonRules

signerAndVerifierRules[0]

signerRules
externalSignedData?
mandatedSignedAttr messageDigest, sigPolicyld
mandatedUnsignedAttr signatureTimeStamp

mandatedCertificateRef?

mandatedCertificatelnfo?

signPolExtensions?

verifierRules

mandatedUnsignedAttr

signPolExtensions?

signingCertTrustCondition[1]

signerTrustTrees

CA

signerRevReq

EE=crICheck(0), CA=crICheck(0)

=

meStampTrustCondition[2]

ttsCertificate TrustTrees[0]?

TSA CA

ttsRevReq[1]?

EE=crICheck(0), CA=crICheck(0)

attributeTrustCondition[3]

algorithmConstraintSet[4]

commitmentRules

signPolExtensions

signPolExtensions

signPolicyHash

161



ECOM
XAdES

2006 3

ECOM
WG

SWG

163



L L 166
L e e e 166
2. e 166
2. L e ettt r e 166
2 2 ettt e et r e re s 167
2.3 e 167
2.4 XAGES-T e 168
2.4.1 <XAJEST-ATTACH-NORMAL=-0K L0001 ......ccueuirerreerreierieieriesenesteesreeseesesesseseseesesieseseeseneas 168
2.4.2 <XAdEST -ATTACH-EXPIERED-NG 100025>.........c.ceorreerrerirmnrenenreesreeneesesesresesreesnesesnesenns 168
2.4.3 <XAdEST -ATTACH-REVOKED-NG 10003>.........cccovrirremrrerirmnrenenreesreeseee s sesneseseesenens 168
2.4.4 <XAdEST -ATTACH-SIGTIME-REVOKED-OK 10004>.........ccmiirerreeeinnenrenieneesesiesseseeneeennens 169
2.4.5 <XAdEST -ATTACH-SIGTS-REVOKED-NG 100055 .......ccesueierereerrerieeniesiesieneeessesreseeseenennens 169
2.4.6 <XAdEST -ATTACH-ES-SIG-REVOKED-NG 10006>........ccoecureruerrereeerieneesieseeesiesreseeseeennens 170
2.4.7 <XAdEST -ATTACH-SIGTS-SIG-FORGED-NG 10007>.......cccecererririeerieriesienieenesresee e 170
2.4.8 <XAdEST -ATTACH-ES-MESSAGEDIGEST-FORGED-NG 10008>.........ccvrverirerreerrererienerenrenens 171
2.4.9 <XAdEST -ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG 10009>..........covrvrreerrerernnen. 171
2.4.10 <XAJEST -DETACH-NORMAL=OK 100L0>........ccurumrirerrenerrenereerenenreesreessesesessesesseesnenesnesenas 171
2.5 ES- A - 172
2.5.1 <XAJESAL-ATTACH-NORMAL=O0K 7000L>........cererreerrenerienerinrenenteesreeseeseseesesessesesseneseeseneas 172
2.5.2 <XAJESAL1-DETACH-NORMAL=O0K 70002>........cerumueerueneriererierenenneesseeseesesessesessesessenesnesennas 172
2.6 XAOES-T s 173
2.6.1 QOFF =T =0 173
2.6.2 QOFF =T =2 173
2.6.3 8 e L TSP TO PR PPT 173
2.6.4 QOFF =T e e e e 173
2.6.5 O =T o5 e e e 174
2.6.6 QOFF T8 et e e 174
2.6.7 N e L o U U OSSP TP PTTRN 174
2.6.8 N e e TSP PRSP PTRN 174
2.6.9 QOFF=T =03 175
2.6.10 SOFF=T=103 et e 175
2.7 XAGES-A e 175
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2.7.1 OFF=A=L> e e e 175

2.7.2 QOFF A2 ..ottt t ettt se e s e et e et e se st eRe e s et et e et e st ReRe e e te e renennas 175
TS 175
1 OSSP 175
TSSO 176
7 SRS 176
T TSP 177
7SS 177
3.5.1 <ON-T-1>Enveloped XADES-T 177
3.5.2 <ON-T-2>Detached XADES-T 178
3.5.3 <ON-A1-1>Enveloped 1 XAdES-A 178
3.5.4 <ON-A1-2>Detached 1 XAdES-A 178
3.5.5 <ON-A2-1>Enveloped 2 XAdES-A 178
3.5.6 <ON-A2-2>Detached 2 XAdES-A 178
A ettt 179
A1 e 179
4.1.1 KAGES=BES. ...ttt ettt st s et e et e e e e re e 179
4.1.2 Do S S 180
4.1.3 KAGES—A ettt ettt naere s 181
4.1.4 XAdES-A 2 e ettt e et a et e et et aeneneene s 182
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ECOM WG SWG
XAJES
1.1
4.1-1
4.1-1 ASN.1 URI

<...>

<...0K>

<..NG>

[...]
1.2

CAdES
2.
ECOM XAdES
XAdES
XAJES-T  XAdES-A CRL

2.1

CRL

CRL
HTTP
CRL
TSA
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2.2

aaa" XML enveloping
XML Object base64
encode YWFh XML

1 XML

<?xml version="1.0" encoding="UTF-8" ?>

<ds:Signature Id="Signature-1D1" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

I</ds:Signature>

"TARGET_BBB.hin”~ 0x01-0x09,0x00
1024000

Urcoo2 1 1 0 0 O UTc203s 12 31 23

59 59 CRL
“<
>-V131.xml”~
base64

"aaa" FiQN50+x7Qj 6CNOAY/amgRRigBU=

TARGET _BBB.bin gpGOa0wroxRJGyeXw7tHFbrgtxM=

2.3

00:00:00 23:59:59
12:00:00
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utc
2.4 XAdES-T
2.4.1 <XAdEST -ATTACH-NORMAL-OK 10001>

TSA
XAdES-T 4.2-1

CRL

4._2-1 <XAdEST -ATTACH-NORMAL-OK 10001>

valid
2001.1.1 12:00:00

2001.1.1 12:00:00
2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.3 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.3 23:59:59

2.4.2 <XAdEST -ATTACH-EXPIERED-NG 10002>
TSA
CRL XAdES
3 CRL

4.2-2 <XAdEST -ATTACH-EXPIERED-NG 10002>

invalid
2001.1.3 12:00:00

2001.1.3 12:00:00
2001.1.1 00:00:00 2001.1.1 23:59:59

CRL 2001.1.2 00:00:00 2000.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2035.12.31 23:59:59

2.4.3 <XAdEST -ATTACH-REVOKED-NG 10003>
TSA
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CRL
ES-T 4
CRL

4.2-3 <XAdEST -ATTACH-REVOKED-NG 10003>

invalid

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.2 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.4 00:00:00 2001.1.4 23:59:59
CRL 2005.1.1 12:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.4 00:00:00 2001.1.4 23:59:59

2.4.4 <XAdEST -ATTACH-SIGTIME-REVOKED-OK 10004>

TSA
CRL
ES-T 5
CRL
4.2-4 <XAdEST -ATTACH-SIGTIME-REVOKED-OK ~10004>
valid
2001.1.1 12:00:00
2001.1.4 12:00:00
2001.1.1 12:00:00
2001.1.1 2035.12.31
CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
CRL 2005.1.2 12:00:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
2.4.5 <XAdEST -ATTACH-SIGTS-REVOKED-NG 10005>
TSA SigningTime
CRL
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ES-T

4.2-5 <XAdEST -ATTACH-SIGTS-REVOKED-NG 10005>

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.3 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.4 00:00:00 2001.1.4 23:59:59
CRL 2005.1.2 12:00:00
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.4 00:00:00 2001.1.4 23:59:59

2.4.6 <XAdEST -ATTACH-ES-SIG-REVOKED-NG 10006>
ES-T CMS SignedData  Slgnerinfo signature

4.2-6 <XAdEST -ATTACH-EE-SIG-FORGED-NG 10006>

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2002.1.4 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.7 <XAdEST -ATTACH-SIGTS-SIG-FORGED-NG 10007>
ES-T SignatureTimeStamp TimeStampToken  CMS SignedData
Signerlinfo signature

4.2-7 <XAdEST -ATTACH-SIGTS-SIG-FORGED-NG 10007>

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00
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2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.8 <XAdEST -ATTACH-ES-MESSAGEDIGEST-FORGED-NG 10008>
ES-T CMS SignedData  signedAttributes MessageDigest

4.2-8 <XAdEST -ATTACH-ES-MESSAGEDIGEST-FORGED-NG 10008>

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.9 <XAdEST -ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG 10009>
ES-T SignatureTimeStamp
signedAttributes MessageDigest

4.2-9 <XAdEST -ATTACH-SIGTSTST-MESSAGEDIGEST-FORGED-NG 10009>

invalid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.2 00:00:00 2001.1.2 23:59:59

2.4.10 <XAdEST -DETACH-NORMAL-OK 10010>
ES-T
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4.2-10 <XAdEST -DETACH-NORMAL-OK 10010>

valid
2001.1.1 12:00:00

2001.1.1 12:00:00
2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.1 00:00:00 2001.1.2 23:59:59

2.5 ES-A
2.5.1 <XAdESA1-ATTACH-NORMAL-OK 70001>
ECOM XAdES

ES-A

4.2-11 <XAdESA 1-ATTACH-NORMAL-OK 70001>

valid

2001.1.1 12:00:00

2001.1.1 12:00:00

2001.1.1 2035.12.31

CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00
Archive 1 TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59

2.5.2 <XAdESA1-DETACH-NORMAL-OK 70002>
DETACHED XML ECOM XAdES
ES-A

4.2-12 <XAdESA 1-DETACH-NORMAL-OK 70002>

valid

2001.1.1 12:00:00

2001.1.1 12:00:00
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2001.1.1 2035.12.31
CRL 2001.1.2 00:00:00 2001.1.2 23:59:59
TSA 2001.1.1 2035.12.31
TS TSA CRL 2001.1.3 00:00:00 2001.1.3 23:59:59
Archive 1 2001.1.3 12:00
Archive 1 TSA 2001.1.1 2035.12.31
Archive TS TSA CRL 2001.1.4 00:00:00 2035.12.31 23:59:59
2.6 XAdES-T
XAJES-T
2.6.1 <OFF-T-1>
OFF-T-1
ES-T

10001

XAdEST-ATTACH-NORMAL-OK

2.6.2 <OFF-T-2>

OFF-T-2
XAdES-T
10001 XAdEST-ATTACH-NORMAL-OK
10002 XAdEST-ATTACH-EXPIRED-NG

2.6.3 <OFF-T-3>

OFF-T-3
XAdES-T
10001 XAdEST-ATTACH-NORMAL-OK
10003 XAdEST-ATTACH-REVOKED-NG

2.6.4 <OFF-T-4>

OFF-T-4
XAdES-T
10001 XAJEST-ATTACH-NORMAL-OK
10002 XAJEST-ATTACH-EXPIRED-NG
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10003 XAdEST-ATTACH-REVOKED-NG
2.6.5 <OFF-T-5>
OFF-T-5
XAdES-T
10001 XAdEST-ATTACH-NORMAL-OK
10002 XAdEST-ATTACH-EXPIRED-NG
10003 XAdEST-ATTACH-REVOKED-NG
10004 XAdEST-ATTACH-SIGT IME-REVOKED-OK
10005 XAdEST-ATTACH-SIGTS-REVOKED-NG
2.6.6 <OFF-T-6>
OFF-T-6
XAdES-T Signature
10001 XAdEST-ATTACH-NORMAL-0K
10006 XAdEST-ATTACH-ES-S1G-FORGED-NG
2.6.7 <OFF-T-7>
OFF-T-7
XAdES-T Signerinfo
10001 XAdEST-ATTACH-NORMAL-0K
10007 XAdEST-ATTACH-SIGTS-FORGED-NG
2.6.8 <OFF-T-8>
OFF-T-8
XAdES-T DigestValue
10001 XAdEST-ATTACH-NORMAL-0K
10008 XAdEST-ATTACH-ES-MESSAGED IGEST-FORGED-NG
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2.6.9 <OFF-T-9>

OFF-T-9
XAdES-T MessageDigest
10001 XAdEST-ATTACH-NORMAL-0K
10009 XAdEST-ATTACH-SIGTSTST-MESSAGED I GEST-FORGED-NG

2.6.10 <OFF-T-10>

OFF-T-10

XAdES-T

10010

XAdEST-DETACH-NORMAL-OK

2.7 XAdES-A

2.7.1 <OFF-A-1>

OFF-A-1

ECOM

ES-A

70001

XAdESA1-ATTACH-NORMAL-OK

2.7.2 <OFF-A-2>

OFF-A-2
ECOM ES-A
70001 XAESA1-DETACH-NORMAL-OK
3.
3.1

IMB
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Enveloping 1MB

Detached XML ES-T
ES-A
cRLDistributionPoints URL
3.2
® CRL
CRL
CRL 1
°
TSA
3.3
°
““aaa”” XML enveloping
XML Object
base64 encode YWFh XML
2
2 XML

<?xml version="1.0" encoding="UTF-8" ?>

<ds:Signature Id="Signature-1D1" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:Signedinfo> ...... </ds:SignedInfo> base64

<ds:SignatureValue>......</ds:SignatureValue> 283"

I</ds:Signature>

"TARGET_BBB.hin”~ 0x01-0x09,0x00
1024000
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[
3.4
[
““aaa”” XML enveloping
XML
"TARGET_BBB.bin>” 0x01-0x09,0x00
1024000
2
< Reference URI
< Reference
[
Urc2c02 1 1 0 0 O Urtc2035 12 31 23
59 59 CRL
o
[
base64
"aaa" FiIQN50+x7QJ 6CNOAY/amgRRigBU=
TARGET _BBB.bin gpGOaOwroxRJIGyeXw7tHFbrgtxM=
3.5

3.5.1 <ON-T-1>Enveloped XAJES-T
XAdES-T
““aaa’”
XML aaa

SHALwithRSA

°
°
® DigestMethod SHAL
°
® XAdES-BES XAdES-T
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3.5.2  <ON-T-2>Detached XAdJES-T

<ON-T-1>

XAdES-T
° 1MB
° XML

3.5.3 <ON-Al-1>Enveloped 1
) <ON-T-1> XAdES-T
)

3.5.4 <ON-Al-2>Detached 1
) <ON-T-2> XAdES-T
)

3.5.5 <ON-A2-1>Enveloped 2
) <ON-A1-1> XAdES-A
)

3.5.6 <ON-A2-2>Detached 2
) <ON-A1-2> XAdES-A
)

XAdJES-A
XAdES-A
XAdES-A

XAdJES-A
XAdES-A
XAdES-A

XAdJES-A
XAdES-A

XAdES-A
XAdES-A
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CAdES
4.1
XAdES
4.1.1 XAdES-BES
ds:Signature
ds:Signedinfo
ds:CanonicalizationMethod Canonical XML( REC-xml-c14n-20010315 )
RSAwithSHAL(http://www.w3.0rg/20007097xmidsig#r
ds:SignatureMethod sa-shal)
ds:Reference detached

XML Canonical XML

ds:Transforms

ds:DigestMethod http://www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

ds:KeylInfo ECOM
ds:Object (SingingCertificate )
QualifyingProperties (SingingCertificate )
SignedProperties (SingingCertificate )
SignedSignatureProperties (SingingCertificate )

ECOM

SigningCertificate |SHAL
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4.1.2 XAdES-T

ds:Signature

ds:Signedinfo

ds:CanonicalizationMethod

Canonical XML( REC-xmI-c14n-20010315 ) |

ds:SignatureMethod

RSAwithSHAL(http://www.w3.0rg/ 2000709/
xmldsig#rsa-shal)

ds:Reference

detached

ds:Transforms

XML Canonical XML

ds:DigestMethod

http://www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

SigningCertificate

ds:KeylInfo ECOM
ds:Object
QualifyingProperties
SignedProperties (SingingCertificate )
SignedSignatureProperties (SingingCertificate )
ECOM

SHA1

UnSignedProperties

UnSignedSignatureProperties

I ISignatureTimeStamp
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4.1.3

XAdES-A

ds:Signature

ds:Signedinfo

ds:CanonicalizationMethod

Canonical XML( REC-xmI-c14n-20010315 )|

ds:SignatureMethod

/xmldsig#rsa-shal)

ds:Reference

detached

ds:Transforms

XML Canonical XML

ds:DigestMethod

http://www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

ds:KeylInfo ECOM
ds:Object
QualifyingProperties
SignedProperties (SingingCertificate )
SignedSignatureProperties (SingingCertificate )
ECOM
SigningCertificate SHAL
unSignedProperties
UnSignedSignatureProperties
SignatureTimeStamp
CompleteCertificateRefs ECOM
s ECOM
CertificateValues ECOM
RevocationValues ECOM

ArchiveTimeStamp
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4.1.4 XAdES-A 2

ds:Signature

ds:Signedin

fo

ds:CanonicalizationMethod

Canonical XML( REC-xmI-c14n-20010315 )

ds:SignatureMethod

-RSAWithSHAl(http://WWW.WS.Org/ 2000/09/x
mldsig#rsa-shal)

ds:Reference

detached

ds:Transforms

XML Canonical XML

ds:DigestMethod

http://www.w3.0rg/2000/09/xmldsig#shal

ds:DigestValue

ds:SignatureValue

ds:KeylInfo ECOM
ds:Object
QualifyingProperties
SignedProperties
SignedSignatureProperties
ECOM
SigningCertificate SHAL
unSignedProperties
uUnSignedSignatureProperties
SignatureTimeStamp
CompleteCertificateRefs ECOM
CompleteRevocationRefs |ECOM
CertificateValues ECOM
RevocationValues ECOM

ArchiveTimeStamp

ArchiveTimeStamp
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PFU

UFJ
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