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Annex

DRAFT MODEL LAW ON LEGAL ASPECTS OF ELECTRONIC DATA INTERCHANGE (EDI)
AND RELATED MEANS GF COMMUNICATION

(as approved by the UNCITRAL Working Group on Electronic Dara Interchange

al its twenty-¢ighth session, held at Vienna, from 3 to 14 Oclober 1994}

CHAPTER I. GENERAL PROVISIONS*

Aricte 1. Sphere of aoplication**

This Law forms part of commercial*** law. k applies to any kind of information in the form of
a data message.

Anicle 2. Definitions
For the purposes of this Law:

{a)  "Data message” means information generated, stored or communicated by elecironic,
optical of analogous means including, but nel limited 10, eleciranic data interchange (EDI),
electronic mail, telegram, telex or telecopy;

(b)  "Electronic data intérchange (ED!)" means the electronic transfer from computer 1o
computer of information using an agreed standard to structuré the information;

(¢}  "Originator” of 4 data message means a person by whom, or on whose behalf, the data
message purpoens to have been generated, stored or communicated, bue it does not include a
person acting as an intermediary with respect 10 that data message,;

This Law docs not override any rule of taw intended for the protection of consumers.

b The Commission suggests the following text for Staies that might wish 1o limit the
applicability of this Law 10 international dala messages:

This Law applies 1o a data message 85 defined in paragraph (1) of anticle 2 where the daca
message relates lo international commerce.

bl The 1erm “commercial” should be given a wide interpretation 50 a5 10 Cover marners
arising from at! relationships of a commercial nature, whether contractual or not. Relationships of a
commercial nature include, but are not limited to, the following transactions: any trade transaction for
the supply or exchange of goods or services: distribution agreement; comumercial representation or
agency; factoring; leasing: construction of works; consulting; engineering; licensing; invesiment;
financing; banking; insurance; cxploitation agreement or concession; joint venture and olher forms of
industrial or business cooperation; carriage of goods or passengers by air, sea, rail or road.
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{d) "Addressce” of a data message means 3 person who is intended by the ariginatar to receive
the data message, but does not include a person acting as an inlermediary with respect to that
data message;

(¢)  “Intermcdiary”, wilh respect lo a particular dala message, means a person who, on behalf
of another person, receives, transmils 01 stores that data message or provides ather services with
respeet to that data message;

[{3] *Information system” means a system for generating, lransmitting, receiving or stering
information in a data message.

Article 3. Interpretation

(1} In the interpretation of this Law, regard is lo be had 1o its intemnational source and to the need to
promote uniformity in its application and the observance of good faith.

(2} Questions concerning matters governed by this Law which are not exprassly settled in it are to be
sertled in conformity with the general principles on which this Law is based.

CHAFTER II. APPLICATION OF LEGAL REQUIREMENTS TO BATA MESSAGES

Apticle 4. Legal recopnition of data messapes

Informaticn shall not be denied legal effectiveness, validity or enforceability salely en the
grounds that it is in the form of a data message.

Article 5. Wriline
(1) Where a rule of law requires information to be in writing ot 1o be presented in writing, or
provides for certain consequences if il is not, a data message satisfies that rule if the infermation

contained therein is accessinle so as to be usable for subsequent reference.

(2) The provisions of this article do not apply to the following: [...].

Atticle 6. Signature

{1) Where a rule of law requires a signamre, or provides for cenain consequences in Lhe abserce of
a signature, that rule shall be satisfied in relation to a dala message if:

{a) amethod is used to identify the originator af the data message and to indicale the
originator's approval of the information comtained therein; and

(b)  thar method is as reliable as was appropriate for the purpose for which the data message
was generated or communicaled, in the light of all the circumstances, including any agreement
berween the originator and the addressee of the data message.

{(2) The provisions of this article do not apply te the following: [...].

2
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icle 7. Original

(1) Where a rule of law requires infarmation to be presented in its ariginal form, or provides {or
certain consequences if it is not, a data message satisfies thas rule if:

{a)  that information is displayed to the parsan to whom it is [0 be presented; and

() there exists a reliable assurance as to the integrity of the information berween the time
when it was first composed in its final form, as a data message ot otherwise, and the time when
it is displayed.

(2) Where any question is raised as to whether subparagraph {b) of paragraph (1) of this aricle is
satisfied:

(a)  the criteria for assessing integrity shall be whether the information has remained complete
and unaliered, apart from the addition of any endorsement and any change which arises in the
normal course of communication, storage and display; and

(b)  the standard of reliability reguired shall be assessed in the light of the purpoese for which
the information was composed and in the light of all the relevant circumstances.

{(3) ‘The provisions af this articke do not apply to the following: [...}.

Article 8. Admissibility and evidential value of data messages

(1} In any legal proceedings, nothing in the application of the rules of evidence shall apply so as o
prevent the admission of a data message in evidence:

{a) on the grounds that it is a data message; or,

) il it is the best evidence that the person adducing it could reasonably be expected to obtain,
on the grounds that it is not in its original form.

{2) Information presented in the form of a data message shall be piven due evidential weight. In
assessing the evidential weight of a data message, regard shall be had to the reliability of the manner in
which the data message was generaled, stored or communicated, to the reliability of the manner in
which the integrity of the information was maintained, to Lhe manner in which its originator was
identified, and 1o any other relevant factor.

(3) Subject 10 any other rule of law, where subparagraph (b} of paragraph {1} of article 8 is satisfied
in relation to information in the form of a data message, the information shall not be accorded any less
weight in any legat proceedings on the grounds that it is not presented in its ariginal form.

Anticle 9. Retention of data messages

(1)  Where it is required by law that certain documents, records or information be reiained, that
requirement shall be satisfied by retaining data messages, provided that the following condstions are
met:

(8 the information contained therein is accessible 5o as 1o be usable for subsequent reference;
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and

(5)  the data message is retained in the format in which it was generated, transmitied or
received, or in & format which can be demonstrated 1o represent accurately the information
generated, transmitted or received; and

(c)  transmital information associated with the daa message, including, but not limited to,
criginator, addressee(s), and date and time of transmission, is retained.

(2) An obligarion of an addressee to retain information in accordance with paragraph (1) shall nol
extend to any pant af such infermation which is transmitted for communication cantrol purposes bur
which does not enter the information system ef, or designated by, the addressee.

(3) A person may satisfy the requirements referred to in paragraph (1) by using the services of any
other person, previded that the above conditions are satisfisd. '

CHAPTER III. COMMUNICATION OF DATA MESSAGES

Article [0, Mariatjop by apgreement

As between parties invalved in generating, storing, communicating, receiving or otherwise
processing data messages, and except as otherwise provided, the provisions of this chapter may be
varied by agreement.

Anicle 11. Ateribution of data messapes

(1) As between ihe originator and the addressee, a data message is deemed to be that of the
originator if it was communicaled by the originator or by another person who had the authority o act
on behalf of the eriginator in respect of that data message,

(2) As between (he originator and the addressee, a data message is presumed to be that of the
originator if the addressee, by properly applying a procedure previously agreed to by the originator,
ascertained that the data message was that of the originator.

(3) Where paragraphs (1) and {2} do not apply, a dala message is [deemed] [presumed) to be that of
the originator if:

(a) ihe dala message as reccived by the addressee resulted from the actions of a person whose
relationship with the eriginator or with any agent of the originator enabled that person o gain
access 10 a method used by the originator to identify data messages as ils own; or

(b)  the addressee ascertained that the data message ‘was thai af the originator by a method
which was reasonable in the circumstances.

However, subparagraphs (a) and (b} do not apply if the addressee knew, ar should have known, had it
exercised reasonable care or used any agreed procedure, that the data message was nol thal of the
originatar.
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(%) Where a data message is deemed or presumed to be that of 1he griginator under this article, the
content of the data message is présumed 1o be that received by the addressee. However, where
transmission resulls in an error in Lhe content of a data message ar in the erronceus duplication of a
dara message, the content of the dala message is not presumed 1o be thal received by the addressee in
so far as the data message was erroneous, 1if the addressee knew of the error or the error would have
been apparent, had the addressee exercised reasonable care or used any agreed procedure (o ascertain
the presence of any errors in transmission.

(5)  Once a data message is deemed or presumed o be that of the originator, any funher legal effsct
will be determined by this Law and other applicable law.

Article 17. Acknowledgement of receipt

(1} This article applies where, on or befoze sending a dala méssag:, or by means af that data
message, the originator has requested an acknowledgement of receipt.

(2} Where the originator has not requested that the acknowledgement be in a particular form, the
request for an acknowledgement may be salisfied by any communication or conduct of the addressee
sufficient 10 indicate 1o the originator that the dala message has been received.

(3) Where the originator has stated that the data message is conditional on receipt of that
acknowledgement, the data message has no tegal effect until the acknowtedgement is received.

(3)  Where the originator has not stated that the data message is condilional on receipt of the
acknowledgement and the acknowledgement has not been received by the originator within the lime
specified or agreed or, if no time has been specified or agreed, within a reasonable time:

(8} the originalor may give notice to the addressee staring that no acknowledgement has been
received and specifying a time, which must be reasenable, by which the acknowledgemeni must be
received, and

(by il Ihe acknowledgement is not received within the time specified in subparagraph (a), the
originator may, upen notice to the addressee, \reat the dala message as though it had never been
Iransmitted, or exercise any other rights it may have,

(5) Where the criginator receives an acknowledgement of receip, it is presumed that the relaled data
message was received by the addressee. Where the received acknowledgement stales that the related
data message met Lechnical requirements, either agreed upon or set forth in applicable standards, it is
presumed that those requirements have been met.

Axticle 11, Formatiop and validity of contracts
(1} In the context of contract fermation, unless olherwise agreed by the parties, an offer and the
acceptance of an offer may be expressed by means of data messages. Where a data message is used in
the formation of a contract, thar contract shall not be denicd validity or enforceability on the sole
ground that a data message wag uged for thar purpose,

(2) The provisions of this article do nat apply to the fotlowing: [...1.
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Anicle 14. Time and place of dispatch and receipt of data messages

(I3 Unless otherwisc agreed between the originator and the addressce of a data message, the dispaich
of a data message occurs when it enters an information system oucside the control of the originator.

(2}  Unless otherwise agreed between the originator and the addressee of a data message, the time of
reccipt of a data message is determined as follows:

{a)  if the addressee has designated zn informarign system for the puzpose of receiving such
data messages, receipt occurs at the time when the data message enters the designated
information system, but if the data message is sent to an information sysiem of the addressee that
is not the designated information system, receipt securs when the data message is retrieved by
the addressee;

(b)  if the addressez has not designated an information system, receipt occurs when the data
message enters an information system of the addressee.

(3) Paragraph (2) appties notwithstanding that the place where the information sysiem is located may
be different from the place where the data message is received under paragraph (4),

{4} Unless otherwise agreed betwesn the originator and the addressee of a computerized transmission
of a data message, a data message is deemed to be received at the place where the addressec has its
place of business, and is deemed to be dispatched at the place where the originator has its place of
busincss. For the purpeses of this paragraph:

{a)  if the addressee or the originatar has more than one place of business, the place of
business is that which has the closast relationship to the underlying transaction or, where there is
1o underlying transaction, the principal place of business;

(b)  if the addressee or the originator does not have a place of business, reference is to be made
to its habitual residence.

(5) Paragraph (4} shall not apply to the determination of place of receipt or dispatch for the purposa
of any administrative, criminal or data-protection law,

Hi 6
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