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MERE T 57 DIELERTRTHS LA Lz, 22 T19944E 9 B2 2 8MICH
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2) FAEZEOHIE
RAEOHM  LR649H3H (L) ~Fi6E9H18H (H)
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TG ATVLAL (7F0A)

E C (European Commission) A& (<L ¥ —)

E D I A(EDI Association) (A ¥ 1 &)




S I T P R O(Simpler Trade Procedures Board) (£ ') R)
Za—3— 7 EREMET (720 H)

N Y AC H(New York Clearing House Association) (7 X 1) )
BROWN RAYSMAN & MILLSTEIN Z:ft 5555 (74U #)
T Y TWRFERFE (T A )

FENWICK & WEST SR (7 AU )

2) FAEOAE
AR BENTIC OV T, BCHRSESE L EREO L BY Th b,

RECEMUA A Y S=PELER LT zDE, T LUTOED I ofkiK. @
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% LIZED I OFIARRIZOW T, EONMOEEFEDL Y IFARLTE00, &
CRHRBEFTHEOTED [MELTWAEOREVS T ETHL, 212, TEFVT T —
AV FEEOTVEDP, EOTWEETIE, FORFRENDLI DR, FDL
AFHENT VSR, V)T ETHb, £330, FEIZCBWTED LI L THYI
DEHEEDDE I EPELLNTVEREVI L Thd, bL, ZALATWVAET
NE, EDLIRABDEEFEL LN TWERE VI ETH L, B4 12, EEER
BHG [ B4 (UNCITRAL)Y#F DM EBE#EIZ BT A ED I oRkvizon T, £H
BEDLITHIEL TWERL WS Z L THDL,

B, BN LR, KO LB D Th A,

1. Legal Obstacles to EDI Development

(1) Issues on contract Law

(For example, whether or not a contract formed via EDI can be deemed a binding

written contract 1)

(2) Issues on Evidence Law




(3) Issues on Tax Law

2. Law Reform Relating to EDI

(1) Have reforms or revisions of existing statutes been made relating to EDI development?

(2) Is there any program to establish new statutes or comprehensive statutes which replace
existing laws?

(3) What is your view as to the resolution of legal issues on EDI through the enactment of laws,

as contrasted to self-governance (freedom of contract) between contractual parties?

3. Issues on Standardization

(1) How is the progress of the integration between EDI transaction systems and other related EDI
systems (for example customs duty systems or banking systems which relate to the issuance of
letters of credit?)

(2) Is there a need for the standardization is necessary, what shall the method be, standardization
by a statute, a treaty or a defacto standard?

(3) What is your view on the establishment of a national gateway?

(4) What is your view on establishment of an official or public organization which certifies .

identification or authentication codes of EDI users?

4, The Issue of Model Interchange Agreement

{1) How is the model interchange agreement introduced in practice?
2) What is your view on the role of the model interchange agreement?
5. Consumer Protection Issues

(1) Has EDI been introduced iﬁto consumer related transaction?

(2) What is your view on legal issues which should be taken into account in relation with -

consumer protection?
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1. Trade EDI Systems Programme, Commission of the European Communities
Directorate-General XIII Information Technologies and Industries, and Telecommunications,

(Interim Report 1992)

2. TEDIS Legal Constraints and Inadequacies Relating to the Use of EDI in the Field of
Accounting, Commission of the European Communities and CIREDIT 199, November 1992

3, The Legal Position of The EFTA Membér States with Respect to Electronic Data Interchange,
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VEIL, LAW OFFICE, (Final Report July 1991, Definitive version 29.10.1991)
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11.1 CONTRAT D'INTERCHANGE

(L'échange de données informatisé et le droit&k ¥ 51 A)






Annexe 1

CONTRAT D'INTERCHANGE

1. PREAMBULE

Les deux parties conviennent que 1'échange de données informatisé
constitue 1'un des éléments de communication entre les deux entreprises (ou
entre les entreprises du groupement).

Les deux parties reconnaissent avoir échangé les informations et les
conseils permettant de prendre la mesure technique et juridique des
conséquences du recours de 1'échange de données informatisé entre elles.

En conséquence, ces deux parties considérent disposer de la compétence
nécessaire pour mesurer les conséquences du recours a I'EDILL

Aprés une phase de négociation, les parties se sont rapprochées sur les
bases suivantes.

2. OBJET

Le présent contrat a pour objet de définir les conditions techniques et
juridiques d'échange de données informatisé entre les parties, afin de remplacer
les documents papier, dans le cadre de leurs relations commerciales, par des
messages et des documents EDI. .

Le recours aux documents papier a un caractére exceptionnel entre les
parties.

3. DEFINITIONS

EDI : Tout transfert de message structuré ou normalisé de systéme
informatique a syst¢me informatique.

Message EDI : Ensemble de données informatiques présentées sous forme
de messages structurés selon les normes définies entre les parties, destiné 2 étre
transmis.

Normes : Les normes frangaises, européennes ou internationales établies
par des organismes officiels ou des groupements professionnels adoptées par
les parties pour la création et la transmission des messages EDI tels que définis
ci-avant. ‘

a—
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Identfication : procédure par laquelle une des parties fait connaitre son
identité a I'autre. "

Authentification : procédure par laquelle une des parties confirme et valide
son identification.

Accusé de réception fonctionnel : message de service généré
automatiquement par le service de télécommunications lors de 1a mise 3
disposition du message au destinataire et envoyé a l'émetteur.

Emetteur : personne physique réputée autorisée i préparer et 4 émettre le
message EDI.

Destinataire : personne physique réputée autorisée a recevoir le message
EDI.

4. DOCUMENTS CONTRACTUELS

La présente convention est formée :
— du présent protocole,

— des annexes techniques,

— des rggles UNCID.

En cas de contradiction entre les différents documents, le document de
niveau supérieur prévaudra pour l'obligation en cause.

5. SYSTEME INFORMATIQUE ET SUPPORT TELEMATIQUE

Les parties ont la charge de vérifier le bon fonctionnement général de leur
systtme comme son aptitude technique A assurer 'EDI. Ils équipent leur
systeme d'information des équipements matériels et logiciels nécessaires a
I'EDI. Ils en assurent la maintenance.

L'échange de données informatisé s'effectue par un recours a un systéme
t€lématique qui est composé d'un ensemble d'équipements informatiques, de
logiciels associés et de réscaux de télécommunications privés ou publics.

Les spécifications techniques de 1'échange de données informatisé sont
définies a I'annexe 1 "ANNEXE TECHNIQUE".

En cas de modification du syst€me d'échange de données informatisé, les
parties conviennent de définir une procédure de modification technique selon
le formulaire visé a I'annexe 1 "ANNEXE TECHNIQUE".

Les modifications scront arrétées d’'un commun accord.

6. EMISSION ET RECEPTION DES MESSAGES EDI

Les messages EDI font l'objet d'une définition entre les parties
conformément aux spécifications visées 3 l'annexe 1 "ANNEXE
TECHNIQUE", par référence 2 un langage de représentation normalisé, et
exceptionnellement par des références spécifiques.
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L'accusé de réception fonctionnel délivré par chacun des sysieémes constitue
la preuve que lec message cst arrivé au systéme destinataire. Mais I'émetteur du
message peut demander une acceptation volontaire du message par son
destinataire, soit par l'cnvoi d'un accusé de réception spécifique au service de
télécommunications, soit par l'usage d'un message de confirmation
correspondant au message émis. :

En cas de non-confirmation selon l'option retenue et le délai prévu a
I'annexe 2 "DELAI", I'émetieur considérera que le message d'origine n'est pas
parvenu au destinataire et devra réitérer 'opération.

A 1a suite de Ia réception du message dans les conditions prévues ci- deSSus
le destinataire est réputé avoir regu personnellement le message. Il devient
alors responsable des suites juridiques a lui donner. ‘

7. CONTROLE DE CONFORMITE

Les parties feront des cssais sclon un protocole d'essai visé a I'annexe 3
"CONTROLE TECHNIQUE".
- Le contrdle technique, tel qu'il est défini a 'annexe 3, a pour objer de
permettre de vérifier :

— la faisabilité des échanges de données informatisés,
— le respect de l'annexe technique.
Les délais de mise en ccuvre du contrble, ainsi que les modalités de

reglement d'éventuelles difficultés, sont définis a I'annexe 1 "annexe
technique”.

8. DOCUMENTS COMMERCIAUX

Les parties conviennent que les documents commerciaux échangés dans le
cadre des messages EDI constituent le cadre normal de leurs relations
commerciales, et en conséquence les messages envoyés ont une portée
juridique similaire.

Lorsque les textes l1égislatifs et réglementaires permetient de renoncer 2 la
forme de document papicr écrit, celui-ci sera, dans le cadre du présent contrat,
remplacé par des messages EDI.

9. FACTURE ELECTRONIQUE

Dans le cas de l'utilisation d'un message facture, les parties s'engagent a
mettre en place la procédure prévue 2 l'article 47 de la loi de finances
rectificative pour 1990,

De manigre générale, cette procédure devra étre généralisée sur le plan de la
technique entre les partics, de telle maniére que tous les documents EDI
entrent, lorsque c'est possible, dans le cadre technique prévu par la facture
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électronique fiscale, telle que définie a I'article 47 ci-dessus.

Le comité technique, désigné a l'article 13 des présentes, aura pour objet de
définir d'un commun accord les éléments techniques de mise c¢cn place en
fonction des différents contextes d'échange des données propres aux deux
parties.

10. SECURITE DES MESSAGES EDI

Pour valider des messages EDI porteurs d'effets juridiques, les parties ont
fait le choix de services de sécurisation de télécommunications tels que définis
a I'annexe 1 "annexe technique"”.

Ils assurent une identification et une authentification des partenaires 3
chaque transaction EDI que les parties estiment satisfaisantes.

Cependant, afin de renforcer 1a sécurité, chacun peut décider de l'emploi du
service assurant la signature élccironique, quoique tous les documents écrits ne
nécessitent pas cette formalité.

11. PREUVE : ADMINISTRATION ET PORTEE

Les parties conviennent, dans le cadre de leurs relations EDI, que les
messages utilisés valent preuve entre elles.

L'administration de la preuve scra effectuée entre les parties conformément
au présent contrat.

La portée de la preuve est celle qui est accordée a un original au sens d'un
document écrit papier, signé de manitre manuscrite.

Pour ce faire, les parties convicnnent d'archiver les messages conformément
a l'article 12 "CONSERVATION",

12. CONSERVATION

Les messages EDI seront conservés de maniére différente suivant leur
nature.

Lorsque le message EDI est représentatif d'un document juridique, tel que
bon de commande, accusé de réception de commande, facture, les parties
conviennent que l'archivage s'effectuera de maniére 4 correspondre 2 une copie
fidele et durable, conformément a l'article 1348 du Code civil.

Pour tous les autres cas, l'archivage se fera selon la procédure de copie
fideéle, mais sur decs supports n'entrainant pas une modification irréversible du
support.

13. COMITE TECHNIQUE

Les partics conviennent de créer un comité technique qui aura pour objet de
définir les évolutions techniques de relation des EDI. '
Le comité technique sera par ailleurs le centre de toutes les difficultés
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d'administration de la preuve et aura pour objet de préconiser aux directions
~ générales respectives la mise en ccuvre de nouvelles procédures, de maniére 2
développer le recours systématique aux échanges de données informatisés dans
une procédure de sécurité technique et juridique la plus adaptée aux relations
télématiques existant entre les parties.

Le comité technique se réunira au moins une fois par trimestre a l'initiative
de l'une ou l'autre des parties.

Lors de chague réunion, les parties désigneront l'une d'entre elles pour
rédiger le compte rendu.

A défaut de critique dans le délai de huit jours & compter de la réception du
compte rendu, celui-ci sera accepté.

Lorsqu'il procédera A un accord sur des éléments techniques, ceux-ci
entreront, a défaut de contestation, dans le délai imparti dans ledit compte-
rendu, comme obligation technique existant entre les parties, et entraineront la
modification du formulaire technique visé a4 I'annexe 1 "annexe technique”.

14. AUTORISATIONS, AGREMENTS ET CONTRATS D'ABONNEMENT

Chacune des parties s'engage a disposer de I'ensemble des autorisations et
agréments légaux, réglementaires et administratifs correspondant aux échanges
de données informatisés.

Chacune des parties fera son affaire des différents contrats d'accés aux
services de télécommunications indispensables a I'EDI.

15. AUDIT

Chacune des parties se réserve la possibilité de désigner un auditeur pour
examiner les procédures techniques de l'autre partie, en ce qui concerne le
respect de 'annexe 1 "ANNEXE TECHNIQUE".

La partte qui désignera l'auditeur prendra en charge les frais.

Le rapport devra &tre remis par I'auditeur aux deux parties. Il n'est pas
possible de faire un audit par partie. Le nombre d'audits pour chacune des
parties est limité & un audit par an.

La mission d'audit est limitée au respect de l'annexe 1 "TANNEXE TECHNIQUE".

16. COLLABORATION

Les parties s'engagent 4 collaborer de maniére étroite dans le cadre de la
présente convention,

En cas de difficulté avec un tiers concernant un document ayant fait I'objet
d'un échange télématique dans le cadre du présent contrat, les parties
conviennent de collaborer étroitement, en mettant chacune 2 la disposition de
l'autre I'ensemble des informations permettant d'établir I'existence du document
ainsi que sa portée, telle qu'clle est organisée dans la présente.
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17. RESPONSABILITE

Les deux parties conviennent, dans le cadre de leurs relations, d'étre
soumises a une obligation de moyens.

18. ASSURANCE

Les parties s'engagent a collaborer pour la recherche d'une assurance
commune permettant de couvrir les conséquences dommageables liées a des
difficultés relatives a leurs échanges de documents commerciaux dans le cadre
du présent contrat EDI.

19. RESILIATION

En cas de manquement par l'une des parties aux obligations des présentes,
non réparé dans le délai de trente jours & compter de la lettre recommandée
avec accusé de réception notifiant les manquements adressée par l'autre partie,
cette derniére pourra faire valoir la résiliation du contrat sous réserve de tous
les dommages et intéréts auxquels elle pourrait prétendre, conformément au
présent contrat.

20. NULLITE

Si une ou plusieurs stipulations du présent contrat sont tenues pour non
valides ou déclarées telles en application d'une loi, d'un réglement ou a la suite
d'une décision définitive d'une juridiction compétente, les autres stipulations
garderont toute leur force ct leur portée.

21. TITRES

En cas de difficultés d'interprétation entre 1'un quelconque des titres
figurant en téte des clauses et l'une quelconque des clauses, les titres seront
déclarés inexistants. '

22. PROCEDURE AMIABLE

En cas de difficultés pour l'application des présentes ou l'un de leurs
avenants, les partics décident de se soumettre préalablement & une procédure
amiable. ,

A ce titre, toule partic qut souhaiterait mettre en jeu ladite procédure, et ce
préalablement a la saisine d'un tribunal compétent, devra notifier par lettre
recommandée avec accusé de réception, cn laissant un délai de quinze jours a
l'autre partie, une tclle volonté.

Les partics désigneront un expert amiable d'un commun accord dans ledit
délai de quinze jours. A délaut, compétence expresse est attribuée & Monsieur le
président du tribunal de commerce de Paris pour effectuer une telle désignation.
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- L'expert amiable devra tenter de concilier les parties dans un délai de deux:
mois 4 compter de sa saisine.
I1 proposcra un rapport cn vue de concilier les vues de chacune des parties.
- En cas de conciliation, les parties s'engagent 4 signer un accord
transacuonnel et confidenticl.
L'accord transactionnel précisera de maniére expresse si les presentes
continueront a s appllqucr

23.LOI

Le présent contrat est soumis a la loi frangaise.

24. ARBITRAGE

Tous différends découlant du présent contrat seront dénoués par voie
d’arbitrage, suivant le reglement d'arbitrage du Centre de conciliation et
d'arbitrage des techniques avancées (ATA), auquel les parties déclarent
expressément se référer. |

25. DOMICILIATION
Les parties élisent domicile & leur siége social, sauf derogauon précisée en
annexe,

26. ANNEXES

Le présent contrat est composé des annexes suivantes :
—annexe 1 "ANNEXE TECHNIQUE",

— annexe 2 "DELAIS",

— annexe 3 "CONTROLE TECHNIQUE".

Nom @, NOM &
Qualité & oo, Qualité t ..,
Date @ ..oovvveiirier e, | Date i,
Slgnature ............................... Signature :.................
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EUROPEAN MODEL EDI AGREEMENT

LEGAL PROVISIONS

This European Model Electronic Data Interchange(EDI)Agreement is concluded by and
between:

and

hereinafter referred to as "the parties”,

Article 1. Object and scope.

1.1 The "European Model EDI Agreement” hereinafter referred to as "the Agreement". specifics
the legal terms and conditions under which the parties. conducting transactions by the use of
electronic data interchange(EDI),operate.

1.2 The Agreement consists of the Legal Provisions set out in the following and shall be
completed by a Technical Annex.

1.3 Unless otherwise agreed by the parties,the provisions of the Agreement are not intended to
govern the contractual obligations arising from the underlying transactions effected by the use of
EDI.

Article 2, Definitions.

2.1 For the purpose of the Agreement, the following terms are defined as follows:

2.2 EDI

Electronic Data Interchange is the electronic transfer, from computer to

computer, of commercial and administrative data using an agreed standard to structure an EDI
Message.

2.3 EDI Message:

An EDI Message consists of a set of segments,structured using an agreed standard, prepared in a
computer readable format and capable of being automatically and unambiguously processed,

2.4 UN/EDIFACT:

As defined by the UN/ECE(*1),the United Nations rules for Electronic Data Interchange for
Administration, Commerce and Transport, comprise a set of internationally agreed standards,
directories and guide-lines for the electronic interchange of structured data, and in particular,
interchange related to trade in goods and services, between independent computerized information
systems.

2.5 Acknowledgement of Receipt:




The acknowledgement of receipt of an EDI Message is the procedure by which, on receipt of the
EDI Message, the syntax and semantics are checked, and a corresponding acknowledgement is sent

by the receiver,

Article 3. Validity and Formation of Contract.

3.1 The parties, intending to be Icgally bound by the Agreement, expressly waive any rights to
contest the validity of a contract effected by the use of EDI in accordance with the terms and
conditions of the Agreement on the sole ground that it was effected by EDI.

3.2 Each party shall ensure that the content of an EDI Message sent or received is not
inconsistent with the law of its own respective country, the application of which could restrict the
content of an EDI Message, and shall take all necessary measures to inform without delay the other
party of such an inconsistency.

3.3 A contract effected by the use of EDI shall be concluded at the time and place where the EDI

Message constituting acceptance of an offer reaches the computer system of the offeror.

Article 4. Admissibility in evidence of EDI Messages.

To the extent permitted by any national law which may apply, the parties hereby agree that in the
event of dispute, the records of EDI Messages, which they have maintained in accordance with the
terms and conditions of this Agreement, shall be admissible before the Courts and shall constitute

evidence of the facts contained therein unless evidence to the contrary is adduced.

Article 5. Processing and Acknowledgement of Receipt of EDI Messages.

5.1 EDI Messages shall be processed as soon as possible after receipt, but in any event, within
the time limits specified in the Technical Annex.

5.2 An acknowledgement of receipt is not required unless requested.

An acknowledgement of receipt can be requested by specific provision included in the Technical
Annex or by express request of the sender in an EDI Message.

5.3 Where an acknowledgement is required, the receiver of the EDI Message to be
acknowledged shall ensure that the acknowledgement is send within.[one] business day of the time
of receipt of the EDI Message to be acknowledged, unless an alternative time limit has been
specified in the Technical Annex, |

A business day means any day except a Saturday, Sunday or any declared public

holiday in the intended place of receipt of an EDI Message.

The receiver of an EDI Message requiring an acknowledgement shall not act upon the content of
EDI Message until such acknowledgement is sent.

5.4 If the sender does not receive the acknowledgement of receipt within the time limit, he may,
upon giving notification to the receiver to that effect, treat the EDI Message as null and void as
from the expiration of that time limit or initiate an alternative recovery procedure as specified in the
Technical Annex, to ensure effective receipt of the acknowledgement.




In case of failure of the recovery procedure, within the time limit, the EDI Message will definitely
be treated as null and void, as from the expiration of that time limit, upon notification to the

receiver.

Article 6. Security of EDI Messages.

6.1 The parties undertake to implement and maintain security procedure and measures in order to
ensure the protection of EDI Message against the risks of unauthorized access, alteration, delay,
destruction or loss. :

6.2 Security procedures and measures include the verification of origin, the verification of
integrity, the non-repudiation of origin and receipt and the confidentiality of EDI Messages.
Security procedures and measures for the verification of origin and the verification of intcgﬁty, in
order, to identify the sender of any EDI Message and to ascertain that any EDI Message received is
complete and has not been corrupted, are mandatory for any EDI Message. Where required,
additional security procedures and measures may be expressly specified in the Technical Annex.

6.3 If the use of security procedures and measures results in the rejection of, or in the detection
of an error in an EDI Message, the receiver shall inform the sender thereof, within the specified
time limit.

The receiver of an EDI Message which has been rejected, or which contains an error shall not act
upon the EDI Message before receiving instructions form the sender. Where a rejected or erroneous
EDI Message is retransmitted by the sender, the EDI Message should clearly state that it is a
corrected EDI Message.

Article 7. Confidentiality and protection of personal data.

7.1 The parties shall ensure that EDI Messages containing information specified to be
confidential by the sender or agreed mutually to be confidential between the parties, are maintained
in confidence and are not disclosed or transmitted to any unauthorized persons nor used for any
purposcs other that those intended by the parties.

When authorized, further transmission of such confidential mformatlon shall be subject to the
same degree of confidentiality.

7.2 EDI Messages shall not be regarded as containing confidential information to the extent that
such information is in the public domain. |

7.3 The parties may agree to use a specific form of protection for certain messages such as a
method of encryption to the extent permitted by law in either of their respective countries.

7.4 Where EDI Messages which include personal data are sent or received in countries where no
data protection law is in force, and until a relevant Community legislation is implemented, each
party agrees as a minimum standard, to respect the provisions of the Convention of the Council of

Europe on the protection of the individual with regard to the automatic processing of personal
data(*2).



Article 8. Recording and storage of EDI Messages.

8.1 A complete and chronological record of all EDI Message exchanged by the parties in the
course of a trade transaction shall be stored by each party, unaltered and securely, in accordance
with the time limits and specifications prescribed by the legislative requirements of its own natjonal
law, and, in any event, for a minimum of...[three]years following the completion of the
transaction. |

8.2 Unless otherwise provided by national laws, EDI Messages shall be stored by the sender in
the transmitted format and by the receiver in the format in which they are received.

8.3 Parties shall ensure that electronic or computer records of the EDI Messages shall be readily
accessible, are capable of being reproduced in a human readable form and of being printed, if
required. Any operational equipment in this connection shall be retained.

Article 9, Operational requirements for EDI.

9.1 The parties undertake to implement and maintain the operational environment to aperate EDI
according to terms and conditions of this Agreement, which includes but is not limited to the
following.

9.2 Operational equipment

The parties shall provide and maintain, the equipment, software and service necessary to
transmit, receive, translate, record and store EDI Messages.

9.3 Means of Communication

The parties shall determine the means of communication to be used, including the
telecommunication protocols and if required, the choice of third party service providers.

9.4 EDI Message standards

All EDI Messages shall be transmitted in accordance with the UN/EDIFACT standards,
recommendations and procedures(*3)as approved by the United Nations

Economic Commission for Europe (UN/ECE-WP .4) and with European standards.

9.5 Codes

Data element code lists referred to in EDI Messages shall include UN/EDIFACT

maintained code lists, international code lists issued as ISO international standards and UN/ECE
or other officially published code lists.

Where such code lists are not available, preference shall be given to the use of code lists
published, maintained and ensuring correspondences with other coding systems,

Article 10. Technical specifications and requirements.

10.1 The Technical Annex shall include the technical, organizational and procedural
specifications and requirements to operate EDI according to the terms of this Agreement, which
includes but is not limited to the following.

Operational requirements for EDI, as referred to in Article 9, including, operational equipment,

means of communication, EDI Message standards and codes, Processing and acknowledgment of




EDI Messages, Security of EDI Messages, Recording and storage of EDI Messages, Time limits,
Procedures for tests and trials to establish and monitor the adequacy of the technical specifications

and requirements,

Article 11, Liability.

11.1 No Party to this Agreement shall be liable for any special, indirect or consequential
damages caused by a failure to perform its obligations of this Agreement.

11.2 No Party to this Agreement shall be liable for any loss or damage suffered by the other
party caused by any delay or failure to perform in accordance with the provisions of this
Agreement, where such delay or failure is caused by an impediment beyond that party's control and
which could not reasonably be expected to be taken into account at the time of conclusion of the
Agreement or the consequences of which could not be avoided or overcome.

11.3 If a party engages any intermediary to perform such services as the transmission, logging
or processing of an EDI Message, that party shall be liable for damage arising directly from that
intermediary's acts, failures or omissions in the provisions of said services.

11.4 If a party requires another party to use the services of an intermediary to perform the
transmission, logging or processing of an EDI Message, the party who required such use shall be
liable to the other party for damage arisiﬁg directly from that intermediary's acts, failures or
omissions in the provision of said services,

Article 12, Dispute resolution.

Altemative 1 (*4)

Arbitration clause.

Any dispute arising out of or in connection with this Contract, including any question regarding
its existence, validity or tchnination, shall be referred to and finally resolved by the arbitration of a
[or three] person([s] to be agreed by the parties, or failing agreement, to be nominated by -+«-«-----
(*5), in accordance with and subject to the rules of procedure of -«--«+rereeres (*6).

Alternative 2 (*4)

Jurisdiction clause,

Any dispute arising out of or in connection with this contract shall be referred to the courts of ---
------------ (*7), which shall have sole jurisdiction,

Atrticle 13, Applicable Law.
Without prejudice to any mandatory national law which may apply to the parties regarding
recording and storage of EDI Messages or confidentiality and protection of personal data, the

Agreement is govern by the Law of «+-eoereeeeenes 7.
Article 14, Effect, modification, term and severability.
14.1 Effect,




The Agreement shall be effective from the date on which it is signed by the parties.

14.2 Modifications.

Where required, additional or alternative provisions to the Agreement, agreed in writing by the
parties, will be considered as part of the Agreement as from their signature.

14.3 Term.

Any party may terminate the Agreement by giving not less than -+ [one] month' s notice either
by registered post or by any other means agreed between the parties. Termination of the Agreement
shall only affect transactions after that date. |

Notwithstanding termination for any reason, the rights and obligations of the parties referred to
in Articles 4,6,7 and 8 shall survive termination. |

14.4 Severability,

Should any Article or part of an Article of the Agreement be deemed invalid, all other Articles

shall remain in full force and effect.

(*1) United Nations Economic Commission for Europe.

(*2) Conventionn® 108 of the Council of Europe, of 28.01.1981,

(*3)UN/EDIFACT Syntax Rules ISO 9735 - EN 29735, UN/EDIFACT TDED ISO 7372 - EN
27372. The UNTDID(United Nations Trade Data Interchange Directory) includes also ; the
UN/EDIFACT Message Design Guide - lines, Syntax Implementation Guide - lines, Data
Elements Directory, Code List, Composite Data Elements Directory, Standard Segments
Directory, UNSMs Directory and UNCID.

(*4) A choice is to be made by the parties between Altemative 1 " Arbitration clause " or
Alternative 2 " Jurisdiction clause ".

(*5)An " appointing authority " has to be completed by the parties.

(*6) A" choice of procedure of commercial arbitration " has to be completed by the parties.

(*7)A " country " has to be completed by the parties.
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STANDARD ELECTRONIC DATA

INTERCHANGE AGREEMENT

The Terms of this Agreement shall govern the conduct and methods of operation between the Parties in
relation to the interchange of data by teletransmission for the purposes of or associated with the supply of
goods and/or services. They take account of the Uniform Rules of Conduct for Interchange of Trade Data
by Teletransmission as adopted by the International Chamber of Commerce.
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THE EDI ASSOCIATION
TERMS OF THE STANDARD ELECTRONIC DATA
INTERCHANGE AGREEMENT

Definitions

"Adopted Protocol”™:

the accepted method for the interchange of Messages based on the UN/EDIFACT standard for the
presentation and structuring of the transmission of Messages, or such other protocol as may be agreed in
writing by the parties.

""Message":

data structured in accordance with the Adopted Protocol and transmitted electronically between the parties,
including where the context admits any part of such data.

"Data Log":
the complete record of data interchanged representing the Messages between the parties.

"User Manual":
the commercial and technical procedures and rules and legal requirements which, by agreement between the
parties, are applicable to the transmission of Messages using the Adopted Protocol.

Scope

21 This agreement shall apply to all Messages between the parties using the Adopted Protocol and the
parties agree that all such Messages shall be transmitted in accordance with the provisions of any
applicable User Manual.

22 Notwithstanding the existence of a User Manual the parties may agree terms to reflect additional or
different requirements which they may have for the interchange of Messages, which terms shall be
included in an Appendix which shall form part of this Agreement.

Security of Data
3.1 Each of the parties shall:

3.1.1 take all such appropriate steps and éstablish and maintain all appropriate procedures so as to ensure
that as far as reasonably practicable Messages are properly stored, are not accessible to
unauthorised persons, are not altered, lost or destroyed, and are capable of being retrieved only by
properly authorised persens.

3.1.2 ensure that any Message containing confidential information as designated by the sender of the
Message is maintained by the recipient in confidence and is not disclosed to any unauthorised person
or used by the recipient other than for the purposes of the business transaction to which it relates.
Messages shall not be regarded as containing confidential information to the extent that such
information is in the public domain, or the recipient is already in receipt of it prior to transmission by
the sender or receives the information from a third party entitled to disclose it. Any authorised
disclosure to another person shail be on the same terms as to confidentiality as required by the
sender or as contained in this clause.

3.1.3 upon becoming aware of any breach of security in relation to any Message, or in relation to the
procedures implemented under this clause, immediately inform the other parties to this agreement
and shall use all reasonable endeavours to rectify the cause of such a breach as soon as possible.

3.2 Whare permitted by law, the parties may apply special protection to Messages by encryption or by
other agreed means including those set out in any applicable User Manual. Unless the parties
otherwise agree, the recipient of a Message so protected shall use at least the same level of
protection for any further transmission of the Message.

Authenticity of Messages

4.1 Every Message must identify the sender and recipient(s) and must include a means of verifying the
authenticity of the Message either through a technique used in the Message itself or by some other
means provided for in the Adepted Protocol.

4.2 Parties may by agreement also use higher levels of authentication to verity the Message.

Integrity of Messages
5.1 Each party being a sender shall ensure that all Messages are complete, accurate and secure against




5.2

5.3

5.4

55

being altered in the course of fransmission by the sender and, subject t¢ clauses 5.2 and 5.4, shall be
liable to any other person far the direct conseguences of any failure to perform his cbligations under
this clause. :

Each party accepts the integrity of all Messages and agrees to accord these the same status as
would be applicable to a document or to information sent other than by electronic means, unless such
Messages can be shown to have been corrupted as a result of technical failure on the part of
machine, system or transmission line.

" Where there -is evidence that a Message has been carrupted or if any Message is identified or

capable of being identified as incorrect it shall be re-transmitted by the sender as soon as practicable
with a clear indication that it is a corrected Message. Any liability of the sender which would otherwise
accrue from the sender's failure to comply with the provisicns of this clause 5.3 shall not accrue if
clause 5.4 applies.

Notwithstanding clauses 5.1 and 5.3, the sender will not be liable for the consequences of an
incomplete or incorrect transmission if the error is or should in all the circumstances be reasonably
obvious to the recipient. In such event the recipient must immediately notify the sender thereof.

If the recipient has reason to believe that a Message is not intended for him he should notify the

“sender and should delete from his system the information contained in such Message but not the

record of its receipt.

Confirmation of Receipt of Messages

6.1

6.2

6.3

6.4

Except where receipt of a Message is automatically confirmed the sender of a Message may request
the recipient to confirm receipt of that Message.

When the recipient has received such a request for confirmation of receipt or where any applicable
User Manual requires a confirmation of receipt the recipient must send it without unreasonable delay.

Each party shall process or deal with received Meésages in accordance with any response times

specified in any applicable User Manual, or as the parties may agree or, in the absence of
specification or agreement, as soon as possible.

Confirmation of receipt in accordance with this clause 6 is intended merely to denote that a Message
has been received and shall be deemed not to give rise to any legal obligation, or confer any right on
any person, or constitute acceptance of any offer contained in any such Message.

Storage of Data

7.1

7.2

7.3

7.4

Each party shall maintain a Data Log without modification.

Subject to any requirements of tha national law in the country of the party maintaining a Data Log or
any requirements contained in any applicable User Manual, the parties may agree a period during
which the Data Log must be stored unchanged but, in the absence of such agreement, a party shall
hava the right to maintain its Data Log for such period as it thinks fit.

The Data Log may be maintained on computer media ar by other suitable means provided that the
data can be readily retrieved and presented in readabie form. ’

Each party shall designate a person to be responsible for its cbligations under this cfause 7,

Intermediaries

8.1

82

83

If a party to this Agreement uses the services of an intermediary in order to transmit, log or process
Messages, that party shall be responsible towards ancther party or other parties to this Agreement for
any acts, failures or omissions by that intermediary in its provision of the said services as though they
were his own acts, failures or omissions, and for the purposes of this Agreement the intermediary
shall be deemed to be an agent of that party.

If a party instructs any other party to use the services of such intermediary for transmitting a
Message, then that party shall be responsible towards the other party for such intermediary's acts and
omissions.,

Any party giving such instructions shall ensure that it is a contractual responsibility of the

intermediary that no change in the substantive data content of the Messages to be re-transmitted is
made and that such Messages are not disclosed to any unauthorised person.



10.

11.

12.

13.

14.

15.

Term and Termination

9.1 This Agreement shall take effect from the date of this Agreement. A party may terminate its
participation in this Agreement at any time by giving to the other party or parties not lass than four
weeks notice.

9.2 Notwithstanding termination for any reason, Glauses 3, 7, 8 and 15 shall survive termination of this
: Agreement.

9.3 Termination of this Agreement shall not affect any action required to complete or implement
Messages which are sent prior to such termination.

Interpretation of The User Manual

"10.1  Any question relating to the interpretation of an applicable User Manual may be referred by the

parties to the body responsible for the publication of that User Manual or the Council of the EDI
Association as may be applicable acting as experts and not arbitrators, whose decision shall be final
and binding on the parties making the reference.

Force Majeure : .

11.1 A party shall not be deemed to be in breach of this Agreement or otherwise be liable to any other
party by reason of any delay in performance, or nen-performance, of any of its obligations hereunder
to the extent that such delay or non-performance is due to any Force Majeure of which he has
notified such other party; and the time for performance of that obligation shall be extended
accordingly.

11.2  For the purposes of this clause "Force Majeure" means, in relation to any parly, any circumstances
beyond the reasenable control of that party (including, without limitation, any strike, lock-out or other
form of industrial action). '

Invalidity and Severability

121 In the event of a conflict between any provision of this Agreement and any law regulation or decree
affecting this Agreement, the provisicn of this Agreement so affected shall be regarded as null and
void or shall, where practicable, be curtailed and limited to the extent necessary to bring it within the
requireaments of such law regulation or decree but otherwise it shal! not render null and void other
provisions of this Agreement.

Notices

13.1  All notices or other forms of notification, request or instruction required 1o be given by a party to any
other party under this Agreement shall be delivered by hand or sent by first class post to the address
of the addressee as set out in this Agreement or to such other address as the addressee may from
time to time have notified for the purpose of this clause or sent by electronic means of message
transmission producing hard copy read-out including telex and facsimile, and shall be deemed to
have been received:

13.1.1 if sent by first-class post: 3 business days after posting exclusive of the day of posting;
13.1.2 if delivered by hand: on the day of delivery;

13.1.3 if sent by electronic means: at the time when any such notice enters the information system
controlled by the recipient in such a way that it can be retrieved by the recipient during the recipient's
business hours or, if not during the recipient's business hours, one hour after the commencement of
the recipient's next working day. '

Amendments in Writing

14.1  Any terms agreed between the parties as additions or amendments to this Agreement shall only be
valid if they are set out in the Appendix referred to in clause 2.2 or are otherwise In wriling and
signed by the parties.

Disputes and Law

15.1  Uniess the parties agree to submit the matter to arbitration or other procedure for the resclution of
disputes, or to select a different jurisdiction, any matter or dispute arising from, out of or in
connection with this Agreement, as to its validity, interpretation, construction or performance shall be
subject to the sole and exclusive jurisdiction of the English Courts.

15.2 Unless the parties otherwise agree this Agresment shall be construed and have etfect according to
English Law.

Published by the EDI Association, 148 Buckingham Palace Road, London, SW1W 9TR
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STANDARD ELECTRONIC DATA INTERCHANGE AGREEMENT
Explanatory Commentary

PART |
The purpose of an Interchange Agreement

. Any method of communication requires discipline in order to be effective. The discipline is

achieved by applying rules of conduct which by their use have become customary or by law .
have been imposed. Electronic Data Interchange (EDIy has naot yet been in existence long
enough to have acquired in these ways a collection of standard rules of conduct. An
Interchange Agreement provides them.

The Standard Electronic Data Interchange Agreement (SIA) can be used in bilateral or
muitilateral ED1 relationships. Its terms govern the conduct of the parties and set out those
rules which are applicable to the general use of EDI. [f they use the SIA, the parties are
confirming their intention, when communicating by EDI, to be committed to each other and they
cannot claim ignorance of the rules of behaviour or that they do not accept them and are not
bound by them. -

The distinction between an Interchange Agreement and other contract or agreements

A fundamental principle is that the SIA relates to the interchange of data, not to the various
underlying commercial or contractual obligations of the paries. The SIA is not itself a
substitute for any individual contracts, express or implied, between trading partners, such as
those for the supply and purchase of goods or services. Such underlying contracts and
contractual relationships are assumed to exist, or to be brought into existence, just as they

“would if the exchange of information between the parties had been by means other than

electronic. The SIA should not disturb or interfere with these normal commercial and
contractual relationships. In this respect, as in others, the SIA follows the precepts of UNCID,
developed in 1987 by the International Chamber of Commerce.

General Rules
The SIA addresses in a conveniently uniform manner those issues which are present in all EDI

relationships and some which are present in most. [ts rules can, therefore, be used by any EDI
pair or group. A detailed commentary on the SIA clauses is in Part Il

Special Rules, User Manuals and Appendices

- In individual trade sectors there will be additional rules concerning communication between the

parties; rules which are specific to the requirements of that trade and not to all others. Such
rules need to be set down somewhere and to be embraced by the same commitment
evidenced by the SIA.

In most EDI operations there are User Manuals ("UMs") or Message Implementation Guidelines
("MIGs"). These contain the procedures and rules for the technical aspects of transmission
and may contain the commercial meanings of the messages used in that trade. A UM/MIG can
be a suitable place in which to set down the legal requirements associated with the specialist,
trade-specific messages.

EDIA UK 12-93 3rd. &d.



Not all trade sectors, however, will have developed and published formal UMs/MIGs or it may
be that these are for some reason not the most suitable place for some trade-specific additions
or madifications. The SIA therefore provides, as an aiternative, for the additional or different
trade-specific requirements to be included in an Appendix forming part of the Agreement.

Liability

If a party to an agreement fails to ensure that his obligations under it are met, it is possible that
damage will be caused. The liability for that damage then falls upon the party whose breach
caused it to occur. Unless this principle needs special emphasis or must be modified for some
special reason, there is no need for an agreement to elaborate on the attribution of liability.
The SIA makes little reference to attribution of liability; and then only for emphasis.

Agreements might also contain references to liability in order to place limits on it. In the SIA
there is no general limitation of one party's potential liability to another because that would be
to the detriment of the latter.

The SIA deals only with the conduct of the parties' communications, not with their obligations to
act in accordance with the terms of their underlying commercial contract. A breach of the
terms of the SlA is not of itself likely to be the direct cause of damage. If damage is caused it
is more likely to have arisen out of the negligence of one party or from a breach of the
underlying commercial contract which will have, if necessary, its own terms for attributing or
limiting liability. ' '
Itis for these reasons that the SIA contains no special clauses about attribution or limitation of
liability. If any liability were to occur it would lie where it fails.

Insurance

For reasons similar to those used in considering liability, one party or another does not acquire
a significant additional burden of risk just because of the use of EDI. There is, therefore, no
" obligation on the parties to make special insurance arrangements. It is nevertheless

recommended that individual users should check their existing insurance arrangements,
advising their brokers or underwriters that they are intending to use EDI.

EDIA UK 12-93 3rd. ed.




PARTII

The implications of many of the Clauses are self-evident but the following is an explanation of
the reasoning behind some of them, where this might be helpful.

Clause 1

The importance of the EDIFACT standards is reflected in the definition of the "Adopted
Protocol". '

Clause 2.2

The use of a UM or a MIG or an Appendix has been referred to in Part | of this commentary.
Clause 3.1.1

An important clause dealing with the security of messages.
Clause 3.1.2

"Confidentiality” is an obvious requirement in certain cases but it needs some qualification in
order to avoid one party unreasonably using it to describe information which is not really
confidential.

- Clause 3.2

It is inappropriate for the SIA to compel encryption or any other particular methods of message
protection; they must be selected by those engaged in the trades concerned. It is, however, a
sound principle that the same level of protection should be required for further transmissions.
It should be noted that encryption, or some methods of it, may not be permitted in some
jurisdictions.

Clause 4 & 5

There could be some confusion as to the terminology frequently used; "integrity”, "verification",
"authenticity”, "identity”, "completeness” etc.

Clause 4 requires a sender of a message to state his "identity" (and, obviously, that of his
addressee). There must be a means of checking that his statement is true ("verification") so
that the other parties know that his message and his identity are genuine,

Clause 5 deals with the "integrity” of messages; meaning that messages must be complete and
have no inaccuracies and that they stay that way. With this integrity, together with the
authentication resulting from Clause 4, there is no reason for parties to the SIA to regard an
EDI message as inferior in reliability to other means of communication. They can therefore
agree that they will regard an EDI message as having as good a status as is possessed by a
document or other form of communication. Marecver, provided the level of authentication and
the technique used are good enough, they can even be confident that the message has the
same essential and characteristic attributes which are present in a written communication
which has ben signed. '

Clause 5 also deals with the procedural discipline necessary if there is obvious message
corruption or misdirection.

Clause 6

There has been debate about whether every message should be acknowledged by the
recipient. It is felt that to insist on this would result in an unnecessarily and unacceptably large
and costly volume of transmissions. With some messages it is not important for the sender to
know that his message has been received. With some messages the sender will be made
aware of the receipt because of some subseguent action by the recipient which he would not
have taken if the message had not been received. Many EDI systems in any case
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automatically provide an acknowledgement signal.

Nevertheless, it is important that some messages have their receipt acknowledged. The
particular trade-specific rules, which may be contained in a UM, MIG or Appendix, will specify
what is to be done; alternatively the sender will request the acknowledgement.. The recipient
must then comply.

Clause 7

This clause deals with the maintaining of a Data Log. lts text is such that it should result in the
parties retaining essential records to satisfy commercial, administrative and fiscal requirements.
Such records should also satisfy most evidential requirements, both as to admissibility and as
to probative value.

Clause 8

It is not a purpose of the SIA to lay down the terms and conditions of network service providers'
contracts with their clients. That must be dealt with by the clients negotiating with their network
operators. However, the use of a network should not be an excuse for a sender to escape his
responsibilities under the SIA. This clause therefore makes the sender's obligations clear. He
is responsible for the network's acts, failures or omissions, The exception is when his use of
the network is on the instructions of another party, in which case the latter party is responsible.

Clause 10

This clause refers to questions of interpretation of the contents of the User Manual. This is not
tc be confused with the actual settfement of disputes arising from the Agreement, which is
referred to in clause 15.

Clause 12

It is possible, thought not probable, that under some jurisdictions some provisions of the SIA
might not be permissible. This clause enables the SIA to be wndely adopted but without partial
exclusions invalidating the whole agreement.

Clause 14

Additions or amendments should only be considered if they are absolutely necessary. This
clause sets out the disciplined manner in which they should be made.

Clause 15

Some trades prefer Arbitration for dispute settlement. Furthermore, some parties may require
that their dispute settlements are made in particular jurisdictions or that particular laws should
apply. This clause provides for these alternatives to be arranged by the parties if they wish. In
the event, however, of the parties making no such special arrangements, rather than having no -
applicable law or jurisdiction, this clause provides for English law and the English courts to be
used.
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11.4 THE MODEL INTERCHANGE AGREEMENT
FOR THE INTERNATIONAL COMMERCIAL USE OF EDI







THE MODEL INTERCHANGE AGREEMENT
FOR THE INTERNATIONAL COMMERCIAL USE
OF ELECTRONIC DATA INTERCHANGE

This Model Interchange Agreement has been prepared for use among commercial trading
partners. In order to be used with administrative or official agencies or for consumer transactions,
appropriate revisions will be required. |

MODEL INTERCHANGE AGREEMENT

THIS INTERCHANGE AGREEMENT (the "Agreement") is concluded by and among {insert
names and addresses of parties} (hereinafter referred to as "the parties”) as of , 19
By this agreement, the parties, intending to be legally bound, hereby agree as follows:

SECTION 1: SCOPE AND STRUCTURE

1.1 Scope. '

This Agreement governs any ¢lectronic transfer of Messages between the parties. Except as
expressly provided, this Agreement does not govern any other relationships, contractual or not, in
the context of which Messages are communicated. A Message means data structured in accordance
with the UN/EDIFACT Standards as provided in section 2.

1.2 Technical Annex. '

The attached Technical Annex sets forth the specifications agreed upon by the parties for certain
technical and procedural requirements. In the event of a conflict between the terms of this
Agreement and the Technical Annex, the terms of this Agreement shall prevail.

SECTION 2: COMMUNICATIONS AND OPERATIONS

The parties shall communicate Messages in accordance with the following :

2.1 Standards.

The "UN/EDIFACT Standards" are those standards established for Electronic Data Interchange
(together with related recommendations), as approved and published in the United Nations Trade
Data Interchange Directory (UN/TDID) . The parties shall use those versions of the UN/EDIFACT
Standards identified in the Technical Annex,

2.2 System Operations.

Each party shall test and maintain their respective equipment, software, and services necessary to
effectively and reliably transmit and receive Messages.

2.3 System Changes.

No party shall make any changes in systems operations which impair the mutual capabilities of
the parties to communicate as contemplated by this Agreement without providing prior notice of the
intended change.

2.4 Communications.




The parties shall specify in the Technical Annex the methods of communication, including the
requirements for telecommunication or the use of third party providers.

2.5 Security Procedures and Services.

Each party shall implement and maintain security procedures and services, including any
specified in the Technical Annex, to protect Messages and their records against untoward events or
misuse including improper access, alteration or loss.,

2.6 Record Storage.

The parties shall store and retain records and the Messages communicated under this Agreement
as may be specified in the Technical Annex.,

SECTION 3: MESSAGE PROCESSING

3.1 Receipt.

Any Message transmitted in compliance with this Agreement shall be deemed received when
accessible to the receiving party in the manner designated in the Technical Annex. Until so
received, no transmitted Message shall have any legal effect unless applicable law mandates legal
effect to such Message upon transmission, whether or not received.

3.2 Acknowledgement,

3.2.1 Unless otherwise designated in the Technical Annex, the receipt of a Message need not be
acknowledged by the receiving party. A requirement for acknowledgement in the Technical Annex
shall include the methods and types of acknowledgements (including any Message or procedures)
and the time periods, if any, in which acknowledgement must be received.

3.2.2 An acknowledgement will be prima facie evidence that the related Message was received.
A party receiving a Message requiring acknowledgement shall not act upon that Message until the
acknowledgement is sent. If a receiving party is not able to send the acknowledgement, it shall not
act upon the Message without further instructions from the sender of the Message. The failure of a
receiving party to acknowledge a Message will not deprive the Message of its legal effect, except
when the originating party is not identifiable from the Message.

3.2.3 In the event that the originating party has not received, for a properly transmitted Message,
a required acknowledgement and no further instructions have been provided, the originating party
may declare the Message null and void by so notifying the receiving party.

3.3 Technical Errors.

A receiving party must give notice to the originating party of circumstances, including technical
errors in a received transmission, which prevent the further processing of a Message.

SECTION 4: VALIDITY AND ENFORCEABILITY

4.1 Validity. :

The parties agree that valid and enforceable obligations may be created by the communication of
Messages in compliance with this Agreement. The parties expressly waive any rights to object to
the validity of a transaction solely on the ground that communication between the parties occurred




through the use of Electronic Data Interchange.

4.2 Evidence.

Without regard to the absence of any writings and written signatures, to the extent permitted by
law, the records of Messages maintained by the parties shall be admissible and may be used as

evidence of the information contained therein,

4.3 Contract Formation.

A contract concluded through the use of Electronic Data Interchange under this Agreement shall
be deemed to be formed when the Message sent as acceptance of an offer has been received in
accordance with Section 3.1.

SECTION 5: DATA CONTENT REQUIREMENTS

5.1 Confidential Status.

No information contained in any Message communicated under this Agreement shall be
considered confidential unless by operation of law or by designation in the Technical Annex or the
Message.

5.2 Legal Compliance.

5.2.1 Each party shall ensure that the content of any Message is transmitted, received or stored
in compliance with all legal requirements to such party.

5.2.2 In the event that the receipt or the storage of any element of a Message would constitute a
contravention of the applicable law, the receiver shall without undue delay give notice of such
non-compliance.

5.2.3 Until the receiver is aware of non-compliance of the Message, its rights and obligations
under this Agreement shall not be affected.

5.2.4 Upon giving notice of non-compliance to the sender, the receiver shall be under no
obligation to respond to any further non-complying Message. Upon receipt of the notice the sender
shall refrain from transmitting any further non-complying Message.

SECTION 6: LIABILITY

6.1 Force Majeure.

No party shall be liable for any delay or other failure in performing its obligations under this
Agreement where such delay or failure is caused by any event beyond the party's control (a) which
could not be reasonably expected to have been taken into account at the time this Agreement was
signed or (b) the consequences of which could not be avoided or overcome.

6.2 Excluded Damages, ‘

No party shall be liable for any special, consequential, indirect or exemplary damages arising
from any breach of this Agreement.

6.3 Provider Liability.

6.3.1 A party using the services of a third party provider in the communication or processing of
Messages shall be responsible under this Agreement for any acts, failures or omissions of that




provider in the provision of said services.
6.3.2 Any party instructing any other party to use a specified third party provider shall be

responsible for any acts, failures or omissions of the provider.

SECTION 7: GENERAL PROVISIONS

7.1 Goveming Law.

This Agreement shall be governed by the national laws of . In the event of a conflict
in law between the laws governing a transaction and the laws governing this Agreement, the laws
governing this Agreement shall prevail.

7.2 Severability.

Should any provision of this Agreement be invalid or unenforceable for any reason, all other
provisions of the Agreement shall remain in full force and effect.

7.3 Termination.

Any party may terminate this Agreement upon not less than (30) days prior written notice of the
termination. No termination shall affect any communications occurring prior to the termination, or
the performance of any related transactions. The provisions of Sections 2.5, 2.6, 4, 5.1, 6, 7.1 and
7.5 shall expressly survive any termination and remain binding upon the parties.

7.4 Entirc Agreement,

This Agreement, including the Technical Annex, constitutes the complete agreement of the parties
on the subject matters of this Agreement and becomes effective when signed by the parties. The
Technical Annex may be amended by the parties or by a person authorized by a party to sign on its
behalf. Each party shall provide to the other a written and signed record of every amendment
agreed. Each amendment shall enter into force upbn exchange of the written and signed records.
The Technical Annex and each amendment then in force shall constitute the agreement between the
parties. '

7.5 Headings and Sub-headings.

The headings and sub-headings of this Agreement shall be read as part of the clause or sub clause
in which it appears.

7.6 Notice.

Excluding acknowledgement and notices under Section 3, every notice required to be given under
this Agreement or under the Technical Annex shall be treated as properly given if provided to the
other party in writing and signed by an authorized person for the party giving notice or an electronic
equivalent of which a record can be produced, Each notice shall have effect from the day following
that upon which it is received to the above mentioned address of the other party.

7.7 Dispute Resolution.

Alternative 1: Arbitration Clause ‘

Any dispute arising out of or in connection with this Agreement, including any question
regarding its existence, validity or termination, shall be referred to and finally resolved by the




arbitration of a {or three} person(s) to be agreed by the parties, or failing agreement, to be
nominated by in accordance with and subject to the rules of procedure of

Alternative 2: Jurisdiction Clause
Any dispute arising out of or in conjunction with this Agreement shall be referred to the courts of
, which shall have sole jurisdiction.

The parties have signed this Agreement as of the date first above written.
Name of Party :

Authorized Officer
Signature :

Name of Party :

Authorized Officer :
Signature :

| —67—






11.5 EDI (Legal Issues in Japan)






data interchange and is expected to become an integral part of Japanese commercial transactions in
the very near future. Using electronic funds transfer as an example, according to the Financial
Information System Center's White Paper of the Financial Information System published in 1994, in
August 1993 the Bank of Japan Financial Network System (known as the Nichigin-Net System)
carried an average of 30,100 transactions per day. The average total transaction value for this period
was very large. The National Bankers Association acts as an inter-bank clearing house and uses an

Electronic Fund Transfer (EFT) system called the "Zengin System". In the 1992 financial year this

1. Introduction

1.1  An Overview of EDI in Japan

In Japan as with many other countries, EDI is becoming an increasingly prevalent means of

system carried transactions with a total value of 1,710 trillion yen ($17.1 trillion).

Number of transactions on the average per day

(Unit

Many Japanese supermarkets have introduced "Empty Order Systems” and "Just in Time Systems”.
These systems store inventory information and allow automatic ordering of replacement products as
sales are recorded at the point of sale. These systems have become increasingly popular in Japan

and have accelerated the spread of electronic commerce into the manufacturing and wholesaling

Sectors.

FET Surver (Source: The Federation of Bankers Association of Japan, 1993)
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1.2 Definitions of EDI

Throughout the world many definitions have been adopted for EDI. In Japan, CII has been
studying the development of EDI since 1989. CII has adopted the following definition:

"Exchange by different commercial entities of data that is necessary for commercial
transactions between their computers (including terminals) via telecommunication
lines according to a standardized protocol".

The United Nations Commission 6n International Trade Law (UNCITRAL) has prepared a
draft set of uniform rules on the legal aspects of electronic data interchange and related means of
data communication (UNCITRAL Draft). The UNCITRAL Draft adopts the same definition as the
United Nations Rules for Electronic Data Interchange for Administration, Commerce and Transport.
The UNCITRAL Draft definition of EDI states: |

"Electronic data interchange (EDI) means the computerized transmission of

structured data between independent computer systems”.

There are three main differences between the CII and UNCITRAL definitions of EDI. These

may be summarized as follows:
(a) The Content of the Message Transmitted by EDI

lectronic communication technologies have made possible the transmission of many kinds
of data including data relating to everyday commercial transactions, medical data and administrative
data. Recognising this, the UNCITRAL Draft definition includes atl data transmissions. In contrast,
the CII definition includes only data necessary for commercial transactions. However, different
considerations apply to different types of data. For example, the transmission of medical data such
as blood analysis requires not only a high degree of transaction security but also message integrity
(in the sense of being completely accurate). Although this could be said to apply to other fields as
well, there is clearly a need to impose strict controls over information that could potentially affect
fhe lives of patients. Conversely, the transmission of commercial data which are transmitted in the
form of a catalogue of advertisements will generally require a lower standard of message integrity.
If it is assumed that the same security standard applies to both types of information, then it may be

unlikely to produce a fair result.

It is clear from the above that different types of information have different requirements of
message integrity and message security. As the range of information types has no effective limit, the
only practical way to deal with disputes regarding the content of a transmission is to ensure that the

parties to a transaction have a common understanding of the standards which are to apply if and




when a dispute arises. This understanding needs to be completed at the time the contract is made.
For the purposes of this booklet it has been assumed that the data referred to are of the type which

are commonly encountered in everyday commercial transactions.
(b) The EDI Parties

If the range of EDI transactions is limited to commercial information, it is likely that the
parties to the transaction will themselves be commercial entities. However, there are many cases in
which parties to a transaction may be consumers or governments. In these cases, for example, it
may be necessary to have additional forms of consumer protection for the benefit of the everyday
consumer or "home shopper”. This appears to have been addressed in the UNCITRAL Draft

whereas the CII definition expressly excludes consumer transactions.

Government EDI transactions in Japan are governed by Section 29-8 of the Accounting
Code. This legislation requires that, in principle, the contract must be in written form, the parties’
names must appear on the contract and it must be signed and sealed by the parties. This differs from
the rules governing the formation of contracts between commercial (i.e non—govemmeﬁt) entities. It
is thought that the purpose of this provision is to establish and maintain financial and administrative

certainty in government,

The CII definition is stated to apply to "different commercial entities” and may have been
intended to exclude Government transactions. Although there has been little debate about this issue
in Japan, a quéstion arises as to whether the cause of financial and administrative certainty is

promoted by EDI.
(c) The Requirement of a Standardized Protocol

The CII definition may have been intended to introduce a standardized protocol. However,
because of the degree of interoperability between different computer systems a standardized
protocol is likely to be of little use. As interoperability is further developed, the standardized
protocol requirement may be replaced by the "structured” requirement in the UNCITRAL Draft

definition.
1.3 The Model EDI Agreement in Japan.

In recognition of the growing importance of EDI in Japan, a number of model EDI

agreements have been formulated. These include:

(a) The Basic Agreement for On-line Transactions Using Standard Systems

published by the Electronic Industries Association of Japan ("EIAJ") for the use of EIAJ members




trading in electronic components. This agreement was drafted in 1990 and revised in 1992.

(b) The Memorandum for Data Exchange Agreement Between Business
Enterprises published by the Japan Petrochemical Industries Association for use by petrochemical

companies in transactions involving chemical products. This memorandum was drafted in 1993.

(c) The Standard Agreement for EDI Using CI-Net, published by the
Construction Industry Information Center in 1993. -

(d) The Agreement for Standard On-line System Transactions Using HII-Net
(Housing Industry Information System Network) published by the Housing Information Services in
1992,

These model agreements contain both procedural standards and clarification of the
application of legal principles. For example, in the EIA]'s model agreement, provisions relating to

the following are included:

- Presumptions as to the receipt of data

- The manner of the formation of each contract

- Modification of each contract

- Prohibitions on the alteration of data stored in the mail boxes of parties to

EDI agreements

Each of the model EDI agreements referred to have been drafted for particular industry or
business sectors and may not be appropriate codes for use in general EDI itransactions relating to

product purchase, EFT or other areas.

For this reason, in the event of a combined EDI system being introduced, a new model

agreement will be required.




2. Types of Data Transmission Systems and the Formation of a Contract

2.1 Types of Data Transmission Systems

(a) One Way Data Transmission Systems

A one way data transmission system is an EDI system used in commerce which does not
require response or acceptance data from the receiving party. An example of this is a supermarket
which deals directly with a wholesaler in circumstances in which the supermarket agrees to the
bound by its orders without receipt of confirmation from the wholesaler. This type of arrangement
is not uncommon where parties have a continuing business relationship which usually involves the
regular ordering of quantities of goods.Where this type of ordering involves daily or weekly
supplies, it is clear that the buyer intends to be bound by the orders. In the event of an ordering
error a supermarket is often able to compensate for shortfalls or over ordering in the following
period. As this example illustrates, there are many circumstances in which a one way data

transmission system is preferable to the parties while being cost and time effective.

The use of one way data transmission systems in Japan can be shown as follows:
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(b) Two Way Data Transmission Systems

A two way data transmission system is a system in which a contract is concluded by the

offering data being received and acceptance data being returned.

Buyer Third Party Seller
Transfor ga?:e:l
} Mail ‘ """"" ’
T Raqueat] ™ Box Fis Trord
& Fatch
3
File File
Purchase Order Acknowledgment
Data Data

2.2 Legal Issues in the Formation of an EDI Contract
(a) General Issues

In the field of electronic commerce, substantial volumes of data are exchanged by means of
EDI. In interpreting the legal effect of these arrangements, Japanese contract law appliés the
principle of freedom of contract unless there is some specific restriction imposed by statute. For
example, under the Accounting Code contracts are required to be in writing but they are not
required to be in any prescribed form. This factor together with the non-litigious nature of Japanese
society, has led to there being very little discussion on the formation of EDI contracts between
commercial entities. However, under Japanese legal theory, freedom to contract includes freedom in
the formation of the contract and on this basis, it scems clear that an EDI contract can be binding.
This argument is particularly forceful where the parties have agreed in advance as to the method of
formation of the contract. In these circumstances it is submitted that EDI contracts will be valid

unless a statute provides otherwise.




(b) One Way Data Transmission Systems

The formation of a contract using a one way data transmission system is supported by

Article 509 of the Japanese Commercial Code. This provides that:

"In cases where a trader has received an offer to enter into a contract which falls within any
of the branches of the business carried on by him from a person with whom he is in regular business
contact, he shall without delay, dispatch notice of acceptance or rejection. If he has neglected to

dispatch such notice, he shall be deemed to have accepted the offer.”

This illustrates that even where there is no express consent, it is still possible for a contract
to be formed without the receipt of acceptance data. Clearly, the test of "regular business refations"
is a subjective one and must be determined on the facts of each case. The prevailing view of
Japanese lawyers is that Article 509 is applicable to one way EDI systems and that these systems

can create binding legal obligations.

In any EDI system, there is always a possibility that the message may not be received, either
as a result of data loss or delivery error. To overcome this problem, it is possible to introduce a form
of acknowledgment of receipt, even when the one way data transmission system is adopted. In cases
where the offeror has superior bargaining power, it is possible to contract with the offeree so as to

transfer all delivery risk to the offeree. An example of a clause purporting to do this is as follows:

"The offering data shall be sent to the designated mail box as mutually agreed. The
parties agree that when the offering data is sent to such mail box, such data shall be

deemed to be received by the seller.”

As an additional means of protection, it is also advisable to incorporate a system whereby
the offer data cannot be received and acknowledged more than once. This problem may be
overcome by a stipulation that once data in a designated mail box have been read they must be

deleted.

However, an additional problem posed by one way data transmission systems is security. In
the absence of security means, it is possible that unauthorized access to the offeror's data may result
in the data being deleted prior to the data being read or actioned by the offerec. In these
circumstances, it is difficult to agree that the receiving party should be deemed to have received the
offer in accordance with the draft clause suggested above. Although there is no judicial authority on
this point, it is submitted that the clause would not be effective in creating a binding contract in

Japan due to the failure to adopt security means. This issue is discussed further in Part 3.




(¢) Two Way Data Tranmission Sytems

With two way data transmission systems contract formation is based on the usual offer and
acceptance principles applied to written or oral contracts. In relation to the conclusion of written

contracts, Article 526 of the Japanese Civil Code provides as follows:

"A contract inter absentes comes into existence at the time when the notice of

acceptance is dispatched”.

The effect of this is that in the absence of any special agreement to the contrary, an EDI
contract comes into existence at the time at which the acceptance data is transmitted. In practice,
written contracts in Japan usually provide for the contract to come into existence at the time at
which notice of acceptance is received by the offering party. If a practice develops in which this
provision is adopted in EDI agreements, two way data transmission contracts would be concluded
upon receipt of the acceptance data by the offeror, The effect of this would be to exclude the

application of Article 526 of the Japanese Civil Code.
23 Cancellation and Modification of Data
In using EDI systems, there are many occasions on which transmitted data (i.e. messages)
will need to be cancelled or altered due to errors in the description of the data or in their processing.
The following provisions of the Japanese Civil Code are relevant to this issue:
(a) Subsection 1 of Article 521 provides:
"An offer specifying a period for acceptance cannot be revoked".
(b) Article 524 provides:
"An offer which has been made inter absentes without limiting a time for
acceptance cannot be revoked before the expiration of such time as reasonably

necessary for the offeror to receive the notice of acceptance”.

In the case of transactions between commercial parties, Article 508 of the Japanese

Commercial Code provides:

"When a receiver of an offer without limit on time for acceptance does not provide
the notice of acceptance within reasonable time, the offer will be void from the

failure of such notification".




It is submitted that these provisions will apply to EDI contracts in Japan. The effect of this

is that any offer which provides for acceptance within a specified period, or any offer which is made
without specifying a period for acceptance, cannot be cancelled or revoked unilaterally. However,
in accordance with the principle of freedom of contract, it is possible for the parties to an EDI

contract to agree to permit revocation of the contract prior to acceptance.
In relation to the alteration of data, Article 528 of the Japanese Civil Code provides:

"If the acceptor has delivered the acceptance notice which adds a condition to or
modifies the offer, he shall be deemed 1o have rejected the original offer and to have

made a new offer himself".

This issue frequently arises in the context of EDI contracts. Again, in accordance with
Japanese legal principles, it is possible for the parties to agree in advance as to the modification or
alteration of offering data at the time of acceptance. Although there are inherent dangers in
adopting this practice, there are circumstances in which the offeror of a volume of goods may agree

to the offeree accepting a lesser quantity of such goods.

Other than as described above, there are few specific provisions of Japanese law which deal
with the issue of cancellation or alteration of an offer or an acceptance in the course of making a
contract. Generally in Japan these issues are resolved pursuant to an agreement between the parties
or business customs. In the EDI context, these issues are dealt with in the various industry
agreements discussed above. Again, pursuant to the principles of freedom of contract, mutual
agreements relating to the cancellation and alteration of message data are deemed to be valid. The
only caveat to be added to this is that in circumstances in which a consent to alteration of data is
deemed to be unfair, such consent could be void under the Japanese Anti-Monopoly Code or related
legislation. For the moment, however, there are no precedents as to the application of the anti-

monopoly legisiation to EDI agreements.

3. Transaction Security
31 Risks Relating to EDI

There are a variety of risks with EDI that do not necessarily arise in commercial
transactions where agreements are recorded in paper documents. These include (i) risks imposed by
computer system failures and the interruption of communications, (ii) risks involved in network
systemization such as where the insolvency of a member bank involved in a financial settlement
system causes a chain reaction effect on other member banks (these risks are sometimes referred to

as "system risk"), and (iii) risks involved in computerization, such as unauthorized data origination




and unauthorized data transmission. These risks may influence the stability and certainty of

commercial transactions,

In order to minimize these risks, it is necessary to understand the underlying legal issues
which apply to each area. Although research into these issues is ongoing, it must be acknowledged
that in Japan much more study will be necessary in order to make EDI transactions as secure and

reliable as paper documented transactions.

In Japan, the Ministry of International Trade and Industry (MITI) and the Ministry of Posts
and Telecommunications have established security standards to minimize the risks identified above.
With respect to computer system failure, the security standards deal with the duplication of
communication circuits, the installation of independent electric power plants as back up facilities

for power failures and general counter measures for natural disasters such as earthquakes.

Although there have been no post-war bankruptcies of major financial institutions in Japan,
the Japan Bankers Association has adopted measures to deal with problems arising from network
systemization. These have been applied to the Clearing House System which is the banks'

management system for dealing with the remittance of same day settlements.

In relation to computerization risks, problems of unauthorized data origination and data
transmission create a considerable threat to the stability and certainty of EDI transactions. This has

produced a field of research which focuses on "transaction security”.
3.2 Functions of Transaction Security

There seems to be no international consensus as to whether EDI rules should be applied
exclusively to the transmission of commercial data or whether they should also be applied to other
forms of data transmission such as administrative data (for example, in the delivery of tax
demands). As the overwhelming majority of EDI transactions are commercial in nature, this section

analyzes transaction security issues related to these transmissions.
(a) Unauthorized and fraudulent origination and transmission.
In EDI systems, information from both the offeror and offeree is processed in binary form.
At some point during this processing, the identity of the originator of the information needs to be
verified. The most popular means of achieving this verification is through the use of passwords and

secret codes.

The most important legal issue is in determining what happens when a third party uses a

password without the authorization of the owner, originates commercial data in the name of the




owner and transmits it another party. Where the unauthorized use is by a representative of the

owner, the answer to this question lies in the application of Article 110 of the Japanese Civil Code.

This provides that:

"If, where a representative has done an act in excess of his authority, the third
person had just reason to believe that the representative had just authority to do such

act, the provisions of the preceding Article [109] shall apply mutatis mutandis.”

The effect of Article 109 is to make the person which appointed the representative

responsible for the representative's acts.

Where the unauthorized use is by a person completely unrelated to the owner, the owner will

not be responsible.

However, in the EDI field it is often difficult to prove the identity of the originator of the
message. In addition, in systems requiring the verification of a password, it is questionable whether
the good faith and absence of negligence requirements (implied by Japanese case law) are

applicable.

Perhaps the most reliable means of providing transaction security is through the use of
encrypted messages which are then translated or decrypted by the receiver. Encryption enhances
transaction security and so increases the reliance which may be placed on an EDI transaction should

a dispute arise.
(b) The Legal Effect of Entry Error

If, for example, a purchaser of product A makes an ordering error and in fact requests
product B, a seller who received the order for product B would, in a one way data transmission
system, proceed to deliver product B to the purchaser. Upon receipt of product B, the purchaser may
claim that there has been a mistake and could seek to return the goods. In this case, Article 95 of

Japanese Civil Code provides that:

"A declaration of intention shall be null and void if made under a mistake in regard
to any essential elements of the legal act; however, if there has been gross
negligence on the part of the declarant, its nullity cannot be asserted by the declarant

himself."
However, it is not always clear what "gross negligence” or the requirement of good faith (as

implied by Japanese case law) in an EDI context actually means, and how a standard for measuring

degrees of negligence can be clearly defined.




To avoid these problems when entering data in Japan, the following procedures may be

adopted:

(a) The purchaser should enter both the product code expressed in numerals and
the product name expressed in kana (a Japanese alphabetical script) with

each order, and

(B Data should only be regarded as valid "ordering data” for a product when

both the product code and product name relate to the same product.

In circumstances in which this procedure has been agreed in advance by the purchaser and
seller, a seller of goods in receipt of the data may then action the order with the confidence that it is

correct, This is another instance of transaction security.

On the basis of the above, it can be seen that transaction security may be implemented by
the parties to EDI transactions agreeing to a series of procedures which must be followed for each
transaction. These procedures may be arrived at through a course of dealing between the parties
although written agreements are preferable. This gives the parties to the transaction added

confidence as to the correctness of data received and encourages greater use of the EDI system.
3.3  Phases of Transaction Security

The various aspects of transaction security that require further study in Japan may be

identified at each phase of the EDI process. These may be summarized as follows:

{a) The phase of data origination. In this phase, it is necessary to determine that
the data has been originated by an authorized person and that the contents of the message are

correct. Confirmation of these two factors is essential to transaction security.

(b) The phase of data transmission. Any data originated through EDI must be
received by electrical transmission by a person specified as the addressee in a way that ensures that
the contents of the message are identical to the data originated and transmitted. Further, there is
always a possibility that a message may be altered or distorted during the course of data
transmission. Although these risks may be small, there are instances in which errors in processing
or converting data can occur and erroneous data can be transmitted to a recipient. A related 7
problem is the mis-delivery of data either through errors in defining the recipient or through other

transmission errors.

Each of these transaction security problems may be avoided or at least significantly reduced

by means designed to confirm that the data have been transmitted without alteration and that they




have been correctly addressed.

(c) The phase in which data are received. This phase is obviously related to but
cannot be regarded as identical to the transfer phase. At this point, it is possible that other problems
may occur such as where data are correctly transmitted to the addressee but are received and stored -
in a file within the addressee's system whereby they become unreadable due to some system error. If
the data cannot be completely deciphered, the problem is defined as one of transaction security.
This may be overcome by measures to confirm that the complete message has been received by the

addressee.
3.4 Concepts Relating to Transaction Security.

In order to properly discuss and deal with the issues arising from transaction security it is

necessary to have a clear understanding of the concepts involved. Three of those concepts are:

"Authentication": The act of verifying the claimed identity of an individual, station or
~ originator.
"Identification”: The process that enables recognition of a user described to an ADP

[automatic data processing] system. This is generally by the use of unique machine-readable
names.,

"Non-repudiation of EDI notification™: This provides the recipient of an EDIN {ED!
notification] with proof of the origin of the EDIN which will protect against any attempt by the
originator of the EDIN from falsely denying sending the EDIN.

These first two of these come from the Second Draft glossary of IT Security terminology
drafted by the International Organization for Standardization and the International Electrotechnical
Commission. The third comes from Recommendation F.435 of the International Telegraph and

Telephone Consultative Committee.

In addition to technical means of transaction security, it is also possible to provide physical

back up systems to acknowledge the receipt or dispatch of data. For example, by issuing a written
notice of receipt by fax to acknowledge an order. This type of back up system is given additional
weight where the parties to a transaction have agreed in advance that faxed confirmation letters
shall be provided and that such shall constitute irrevocable evidence of receipt. In Japan, this type
of device is not technically regarded as being part of transaction security as it is not dependent on
the same electronic data network. It may also be viewed as defeating the real advantage of EDI,

namely the facilitation of commercial transactions in a paperless environment,

As a variation on this idea, it is also possible to transact business pursuant to a contract that

requires that when ordering data is received, an acknowledgment of receipt is provided which




restates the original order. Again, this type of transaction does not require special computer or
communication technologies as the confirmation may be sent by fax or by post as a precaution
against data transmission failure. This method overcomes the unlikely scenario of only part of an

order being received and being interpreted as being the whole order.

3.5. The Cash Card Case and Transaction Security.

There are few reported cases in Japan relating to transaction security issues, however, at

least one important decision, known as the "Cash Card Case", does exist.

This case was decided by the Tokyo District Court and was the first occasion on which the
use of a password to verify the identity of a party was considered by a court in Japan, The decision
of the court was affirmed by the Tokyo Appellate Court and the Supreme Court. However, the
findings of fact and the reasoning of the higher courts differed in some respects from that of the

. Tokyo District Court.

The case involved the use of a cash card to make a withdrawal from an automatic teller
machine by a person other than the person to whom the cash card had been issued. The person
making the withdrawal used the four-digit numerical password registered when the card was issued.
The person te whom the card had been issued sued the bank which had issued the card, alleging that
the bank was liable to make good the loss suffered. Both at first instance and on appeal the bank
was found by the court to have no liability. The reason for this finding was that the cash card system
had a built in security system, namely the retention of the card by the person to whom it was issued
and a password system of sufficient complexity to make its deciphering or the forgery of the card
difficult without expert knowledge. In short, the security system established by the bank was

sufficient in the circumstances.

This was a case involving a consumer and relating to a bank transaction, which would
normally require a high degree of security. Therefore, it is unclear how far the reasoning can be
applied to a case involving EDI in, for example, a merchandise trading transaction. What is clear is
that in an open EDI system, in which it is likely that the parties to a transaction would never have
met or dealt with each other before, the method of identification will be very important. It may be
necessary to revisit the "commercial reasonableness™ aspects of the Cash Card Case in the future in

order to resolve this question,
3.6. Further Legal Issues in Transaction Security
Transaction security is vital to the maintenance, stability and certainty of commercial

transactions using EDI. This need has been widely recognized. In the United States, Article 4A of

the Uniform Commercial Code introduced a system of EFT security procedures in 1989. Similarly,




a system of authentication is included in the UNCITRAL Model Law on International Credit
Transfers (1992),

Although transaction security has improved since the introduction of EDI, there are a

number of key areas that will need to be studied in the future. These include the following:
(a) The appropriate level of transaction security.

In the financial settlement system, a high degree of transaction security is essential to avoid
serious financial losses. In this system, sophisticated cncryptionrmethods are justified in view of
the substantial risks. An example of this is the Nichigin-Net System operated by the Bank of Japan
which has introduced Data Encryption Standards together with a high level of security measures.

These include changing the key to the encryption system daily.

At the other end of the commercial scale, there are numerous uses of EIM which cannot

justify the extra expense incurred in the maintenance of high levels of transaction security.
(b) Should standards of commeljcial reasonableness be introduced?

This issue is related to the necessity for transaction security discussed above. "Commercial
reasonablencss” is a requirement in contractual relationships under a number of codes, such as the
UNCITRAL Model Law on International Credit Transfer (1992) and the Uniform Commercial Code
(1939) of the United States. Under these codes, the transaction security measures that parties to a
contract agree upon will not be enforceable unless they are "commercially reasonable”. Although
there are signs that a requirement of commercial reasonableness may one day become part of
Japanese contract law (see, for example, the Cash Card Case discussed above), such a development,
if it happens at all, will take a long time. One reason for this is that, since different considerations
apply to different types of data, it may be difficult to establish a test of commercial reasonableness

- which can be applied generally to EDI transactions.

For the future of EDI in Japan it will be important to determine the level of commercial
reasonableness that should be implied into EDI agreements and the extent to which any of these

protections may be varied by agreement.

If a standard of commercial reasonableness is to be adopted, it will need to be drafted so as
to take account of the many types of EDI transactions, perhaps even taking account of technological
developments which are yet 1o be introduced. Even at the consumer level in Japan, transaction
security has produced greater efficiency. For example, the number of cash card forgeries has
decreased in Japan since the introduction of personal identification systems (such as the Zero

Password System and the Host Computer Check System) in which the password is not magnetically
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Password System and the Host Computer Check System) in which the password is not magnetically

printed on the card.
4. The Use of EDI Data as Evidence
4.1 The use of electromagnetic data in civil suits.

(a) Admissibility. The Japanese Code of Civil Procedure does not provide any
special limitations on the admissibility of evidence in civil suits except in special circumstances
such as where evidence has been obtained illegally. To date, there has been no dispute as to the
admissibility of electromagnetic data as evidence. There have been several cases in which such

evidence has been used in civil suits in Japan,

(b) The Procedure Used to Examine Electromagnetic Data. The most topical
issue regarding the use of electromagnetic data is in how the evidence is to be classified and

examined. Although academic opinion is divided, the position may be summarized as follows:

(1) The "documentary evidence theory" or "quasi documentary evidence
theory”. This is illustrated by machine readable forms of electromagnetic data. In this case, the data
themselves may be regarded as documentary evidence or quasi documentary evidence and if so, the

same procedure is adopted as with the examination of documents.

(ii) The "new documentary evidence theory". This theory supports the
proposition that a hard copy representing a readable form of electromagnetic data is itself the
original and that documentary evidence and the electromagnetic tapes or floppy disc storing records

are the source of the hard copy.

(iii)  The "verification theory”. According to this theory, electromagnetic tapes
and floppy discs should be subjected to verification before being accepted as documentary evidence

because they cannot be read without mechanical assistance.

The Lower Courts in Japan have ruled that electromagnetic tapes are "quasi documents”. An
example of this ruling is a decision in the Osaka High Court on March 16, 1978 (Koto Saibansho
Hanreishu Vol. 31, No. 1, page 38). However, it should be noted that the Japanese Code of Civil
Procedure is currently under review and the issue of how to deal with electromagnetic data as
evidence is being addressed as part of that review.

Other issues relating to electromagnetic data as evidence in civil procedure are:

(i) Whether electromagnetic data are admissible as evidence of the existence of

a claim under the Japanese Bankruptcy Code.




(ii) Whether electromagnetic data are admissible as evidence of the existence of

an equitable lien under the Japanese Civil Enforcement Code.

Although these issues are yet to be finally resolved, hard copies which represent machine-
readable forms of electromagnetic data have been admitted as evidence in bankruptcy proceedings.
However, there is no record of the same having occurred in relation to the execution of equitable

liens.
(c) Resolving Conflicts in Electromagnetic Data.

Although this issue is yet to be tested in the Japanese courts, it is inevitable that conflicts of
this kind will arise. For example, where a seller's data relating to a quantity of goods purported to
be sold through an EDI transaction differs from the buyer's data relating to the same transaction. All
that can be stated in relation to such conflicts of evidence is that Japanese civil law gives the court
the power to evaluate the competing evidence and exercise its discretion in favor of the more
credible argument. In resolving these issues in the future, it is likely that the courts will look very
closely at the transaction security procedures adopted by the various parties and would be likely to
resolve any conflict in favor of a party which is able to prove that it has the more effective

procedures.
4.2  Agreement for Evidence

Under Japanese law, there is a concept of "agreement for evidence" in which certain things
shall be used as evidence of certain agreed facts in advance of making the contract. An example of
this in the EDI context is where the parties agree in advance that data held by the seller shall be
proof of conclusion of the contract. However, for the moment, it is still not clear whether and to
what degree such EDI contracts will be recognized by the courts. For example, it is not clear
whether such contracts will be recognized unconditionally by the courts, or whether the courts will

inquire as to the accuracy of the seller's data sought to be relied upon.
4.3  The use of Electromagnetic Data for Tax Purposes.

Japanese corporate tax law does not contain any explicit rule as to whether or not
electromagnetic data are admissible in lieu of documentation {including contracts) for tax purposes.

This is likely to become an important issue in the future.

For the moment, there is no definitive understanding as to whether or not a tax filing can be
made using data created on an EDI system without first creating paper documents. In this respect, it
may be relevant that the Corporate Tax Law does not explicitly mandate the creation of documents

for any individual transaction, but only requires the retention of such documents as have been




created. On this basis, it is arguable that there is no obligation to produce documentation of
transactions executed through EDI.  Although this argument is attractive, for the moment, there is
no clear authority in Japan that suggests that EDI records will be accepted for tax purposes.
Accordingly, there must be a risk in filing returns with the tax authorities based solely on

electromagnetic data. Again, this is an area which is in need of review by the Japanese government.
4.4  Issues in Signing and Sealing Documents

When parties conclude a written agreement in Japan, the document is executed by affixing a
seal. Both individuals and corporations have seals which are registered with the authorities. A
personal seal is registered with a municipality, whether it be a city, town or village whereas with a
corporation, the representative director can register his seal at the Bureau of Legal Affairs
(Homukyoku). The Bureau of Legal Affairs deals with commercial and real estate registration.
Both personal and commercial seals may be searched at the respective offices and a certification of
the seal may be obtained. Although in some circumstances it may be possible to execute agreements
through the use of a hand written signature, in Japan, it is still the custom to execute documents
with a seal rather than a signature. Documents which bear a seal are given special status by Article

323 of the Japanese Code of Civil Procedure. This provides that:

"A private document shall be deemed to be authentic if it bears the signature or seal

of the principal or his representative.”

In this context, it would appear that the word "authentic” differs in meaning from that
commonly understood in the EDI context. However, there is still a possibility that Article 323 may

be interpreted as applying to EDI contracts.

For the moment, there has been little academic discussion on the point and no judicial
precedent on the status of electronic seals, signatures or stamps. However, if the term "signature or
seal” includes such an electronic identification system, it is possible that Article 323 will apply. It is
also possible that an official certification system for electronic identification may be introduced. If
so, this would greatly enhance transaction security and increase consumer confidence in EDI

systems.




5. Conclusion

The Japanese legal system appears to have the flexibility to accept EDI transactions in the
formation of contracts and in the use of the resulting electromagnetic evidence. However, much of
the current law has been drafted to take account of documentary transactions and is now being
applied to technologies that were not considered at the time when this legislation was drafted. As
the technology becomes increasingly sophisticated, it is inevitable that Japanese law will need to
evelve so as to deal expressly with the challenges provided by EDI transactions. Similarly, the
global nature of EDI makes it inevitable that legal reforms in Japan will need to display a degree of
consistency with international legal regulation so as to provide certainty in commerce. This will
require recognition of different legal systems and business customs and the identification of

common elements which can be imported into domestic law.

For the moment, Japanese law has been able to provide a sufficient framework to allow the
evolution of EDI systems at least in their early years. In the future, it is likely that laws will be

adopted to more specifically deal with the challenges provided by this new and exciting technology.
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