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Preamble

`

Thisbookletisintendedtoprovideanintroduction.tothe

legalissuesrelatingtoElectronicData・Interchange(EDI)in

Japan.Asinmanyothercountries,EDIisinitsinfancyinJapan

butisdevelopingveryquickly.Asaresult,abodyof'legal

principlesisemergingtocontroltheuseofthisimportantnew

mediumandtoprotecttheinterestsofthosewhouseit.Insome

arease・xistinglegalprinciplesareprovingade.quate,whilein

others,suchasinthefieldofauthentication,.Japaneselaw.is

onlyjustbeginningtodealwiththemainissues.

CentraltothedevelopmentofEDIinJapanis.the

internationalframeworkwithinwhichthelawmustdevelop.Data

maybemovedfromcountrytocountryaseasilyasitmaymove

withinasingleoffice.Thissuggeststhatadegre.eof

internationalconformityisessentialinthedevelopmentof

domesticlaw.Thiswillbepossiblewithacommonunderstanding

oftheissuesinvolvedinEDIandcooperationataninternational

leve1.

InJapan,theCenterfortheInformatizationofIndustry(CII)has

beenappointedbytheMinistryofInternationalTradeandIndustryto

conductresearchintothefieldofEDI.In1989,CIIestablisheda

committeefortheconsiderationofEDIissuesinJapan.Thecommittee's

membersareacademics,attorneysandbusinesspeople,allofwhomare

activeinthefieldofinformationtechnology.

Theintentionofthisbookletistointroducgthemainlegal

issuestogetherwithanexplanationofthepracticalaspectsof

EDIinJapan.PartldealswiththebasicconceptsofEDIandthe

4ssociatedlegalissues.Part2dealswithdatatransmissionand
theformationofc'ontracts.Part3discussestransaction

security,asdistinguishedfromsystemsecurity(suchaswiththe

duplicationofsystemdatabyatelecommunicationlineorahost

computer).Part4dealswiththeuseofEDIasevidence.Part5



istheconclusion.

ThisbooklethasbeenpreparedbyMasamiMuromachi,of

Miki,Yoshida&Muromachi,aJapaneseattorneyandmemberof

theCIIco .mmittee.TheauthorwishestothankCIIfor

commissioningthisbookletandtheirassistanceinitswriting.

Theauthorhasreliedonnumerousarticlesandsourcesof

informationpublishedinJapan,theprovenanceofwhichhasnot

beenacknowledgedinthetext.Themajorityofthesesourcesare

onlyavailableintheJapaneselanguage;afullbibliographyis

availablefromCIIuponrequest.

Althoughthisbooklethasbeenpreparedwiththefull

cooperationofCII,theviewssetouthereinrepresentthoseof

theauthorandarenotnecessarilytheviewsofCII.

MasamiMuromachi
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1. Introduction

1.1AnOverviewofEI)linJapan

InJapanaswithmanyothercountries,EDIisbecomingan

increasinglyprevalentmeansofdatainterchangeandisexpected

tobecomeanintegralpartofJapanesecommercialtransactions

intheverynearfuture.Usingelectronicfundstransferasan

example,accordingtotheFinancialInformationSystemCenter's

WhitePaperoftheFinancialInformationSystempublishedin

l994,inAugustl .993theBankofJapanFinancialNetworkSystem

(knownastheNichigin-NetSystem)carriedanaverageof30,100

transactionsperday.Theaveragetotaltransactionvaluefor

thisperiodwasverylarge.TheNationalBankersAssociationacts

asaninter-bankclearinghouseandusesanElectronicFund

Transfer(EFT)systemcalledthe"ZenginSystem".Inthel992

financialyearthissystemcarriedtransacti・onswithatotal

valueof1,710trillionyen($17.ltrillion).

FETSunver(Source:TheFederationofBankersAssociationofJapan,1993)
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Ano .therexampleoftheincreasinguseofEDIisinthearea

ofsupermarkettransactions.ManyJapanesesupermarketshave

introduced`'EmptyOrderSystems"and"JustinTimeSystems"・

Thesesystemsstoreinventoryinformationandallowautomatic

orderingofreplacementproductsassalesarerecordedatthe

pointofsale.Thesesystemshavebecomeincreasinglypopularin

Japanandhaveacceleratedthespreadofelectroniccommerceinto

themanufacturingandwholesalingsectors.

1.2DefinitionsofEDI

Throughouttheworldmanydefinitionshavebeenadoptedfor

EDI.InJapan,CIIhasbeenstudyingthedevelopmentofEDIsince

l989.CIIhasadoptedthefollowingdefinition:

"Exchangebydifferentcommercialentitiesofdatathat

isnecessaryforcommercialtransactionsbetweentheir

computers(includingterminals)viatelecommunication

linesaccordingtoastandardizedprotocol".

TheUnitedNationsCommissiononInternationalTr・adeLaw

(UNCITRAL)haspreparedadraftsetofuniformrulesonthelegal

aspectsofelectronicdatainterchangeandrelatedmgans'ofdata

communication(UNCITRALDraft).TheUNCITRALDraftadoptsthe

samedefinitionastheUnitedNationsRulesforElectronicData

Interch
.angeforAdministration,CommerceandTransport.The

UNCITRALDraftdefinitionofEDIstates:

'eElectronicdat
ainterchange(EDI)meansthe

computerizedtransmissionofstructureddatabetween

independentcomputersystems".

TherearethreemaindifferencesbetweentheCIIand

UNCITRALdefinitionsofEDI.Thesemaybesummarizedasfollows:

(a)TheContentoftheMessageTransmittedbyEDI

EICctroniccommunicationtechnologieshavemadepossible・the
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transmissionofmanykindsofdataincludingdatarelatingto

everydaycommercialtransactions,medicaldataandadministrative

data.Recognisingthis,theUNCITRALDraftdefinitionincludes

alldatatransmissions.Incontrast,theCIIdefinitionincludes

onlydatanecessaryforcommercialtransactions.However,

differentconsiderationsapplytodifferenttypesofdata.For

example,thetransmissionofmedicaldatasuchasbloodanalysis

requiresnotonlyahighdegreeoftransactionsecuritybutalso

messageintegrity(inthesenseofbeingcompletelyaccurate).

Althoughthiscouldbesaidtoapplytootherfieldsaswell,

thereisclearlyaneedtoimposestrictcontrolsover

informationthatcouldpotentiallyaffectthelivesofpatients.

Conversely,thetransmissionofcommercialdatawhichare

transmittedintheformofacatalogueofadvertisementswill

generallyrequirealowerstandardofmessageintegrity.Ifit

isassumedthatthesamesecuritystandardappliestobothtypes

ofinformation,thenitmaybeunlikelytoproduceafairres .ult.

Itisclearfromtheabovethatdifferenttypesof

informationhavedifferentrequirementsofmessageintegrityand

messagesecurity.Astherangeofinformationtypeshasno

effectivelimit,theonlypracticalwaytodealwithdisputes

regardingthecontentofatransmissi
.onistoensurethatthe

partieStoatransactionhaveacommonunderstandingofthe

standardswhicharetoapplyifandwhenadisputearises.This

understandingneedstobecompletedatthetimethecontractis

made.Forthepurposesofthisbookletithasbeenassumedthat

thedatareferredtoareofthetypewhicharecommonly

encounteredineverydaycommercialtransactions.

(b)TheEDIParties

IftherangeofEDItransactionsislimitedtocommercial

information,itislikelythatthepartiestothetransaction

willthemselvesbecommercialentities.However,therearemany

casesinwhichpartiestoatransaction.maybeconsumersor

governments.Inthesecases,forexample,itmaybenecessaryto

haveadditionalformsofconsumerprotectionforthebenefitof
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theevery
.dayconsumeror"homeshopper".Thisappearstohave

beenaddressedintheUNCITRALDraftwhereastheCIIdefinition

expresslyexcludesconsumertransactions.

GovernmentEDItransactionsinJapanaregovernedbySection

29-80ftheAccountingCode・Thislegislationrequiresthat,in

principle,thecontractmustbeinwrittenform,theparties'

namesmustappearonthecontractanditmustbesignedand

sealedbytheparties・Thisdiffersfromtherulesgoyerningthe

formationofcontractsbetweencommercial(i.enon-government)

entities.Itisthoughtthatthepurposeofthisprovisionisto

establishandmaintainfin'ancialandadministrativecertaintyin

government・

TheCIIdefini
、tionisstatedtoapplyto"different

commercialentities"andmayhavebeenintendedtoexclude

Governmenttransactions.Althoughtherehasbeenlittledebate

aboutthisissueinJapan,aquestionarisesastowhetherthe

causeoffinancialandadministrativecertaintyispromotedby

EDI.

(c)TheRequirementofaStandardizedProtocol

TheC
.IIdefinitionmayhavebeenintendedtointroducea

standardizedprotocol.However,becauseofthedegreeof

interoperabilitybetweendifferentcomputersystemsa

standardizedprotocolislikelyto・beoflittleuse.As

interoperabilityisfurtherdeveloped,thestandardizedprotocol

requirementmaybereplacedbythe"structured"requirementin

theUNCITRALDraftdefinition.

1.3TheModelEDIAgreementinJapan・

InrecognitionofthegrowingimportanceofEDIinJapan,

anumberofmodel.EDIagreementshavebeenformulated.These

include:

(a)TheBasicAgreementforOn-lineTransactions

－4一
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UsingStandardSystemspublishedbytheElectronic

IndustriesAssociationofJapan("EIAJtt)fortheuseof

EIAJmemberstradinginelectroniccomponents.This

agreementwasdraftedinl990andrevisedin1992.

(b)TheMemorandumforDataExchangeAgreement

BetweenBusinessEnterprisespublishedbytheJapan

.PetrochemicalIndustriesAssociationforuseby

petrochemicalcompaniesintransactionsinvolvingchemical

products.Thismemorandumwasdraftedinl993.

(c)

publishedby

inl993.

TheStandardAgreementforEDIUsingCI-Net,

theConstructionIndustryInformationCenter

(d)TheAgreementforStandardOn-lineSystem

TransactionsUsingHII-Net(HousingIndustryInfOrmation

SystemNetwork)publishedbytheHousingInformation

Servicesin19'92.

Thesemodelagreementscontainbothproceduralstandardsand

clarificationoftheapPlicationoflegal』principles.For

example,intheEIAJ'smodelagreement,provisionsrelatingto

thefollowingareincluded:

Presumptionsastothereceiptofdata

Themanneroftheformationofeachcontract

Modificationofeachcontract

Prohibitionsonthealterationofdatastoredinthe

mailboxesofpartiestoEDIagreements

EachofthemodelEDIagreementsreferredtohavebeen

draftedforparticularindustryorbusinesssectorsandmaynot

beappropriatecodesforuseingeneralEDItransactionsrelating

toproductpurchase,EFTorotherareas.

Forthisreason,intheeventofacombinedEDIsystembeing

introduced,anewmodelagreementwillberequired.
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2・TypesofI)ataTransmissionSystemsand .theFormation

ofaContract

2.1TypesofDataTransmissionSystems

(a)OneWayDataTransmi'ssionSystems

AonewaydatatransmissionsystemisanEDIsystemused

incommercewhichdoesnotreq .uireresponseoracceptancedata

fromthereceivingParty.Anexample'ofthisisasupermarket

whi
.chdealsdirectlywithawholesalerincircumstancesinwhich

thesupermarketagreestotheboundbyitsorderswithoutreceipt

ofconfirmationfromthewholesaler.Thistypeofarrangement

isnotuncommonwherepartieshaveacontinuingbusiness

relationshipwhichusuallyinvolvestheregularordering,of

quantitiesofgoods.Wherethistypeoforderinginvolvesdaily

orweeklysupplies,1tlsclearthatthebuyerintendstobe

boundbytheorders.Intheeventofanorderingerrora

supermarketisoftenabletocompensateforshortfallsorover

orderinginthefollowingperiod.Asthisexampleillustrates,

therearemanycircumstancesinwhichaonewaydatatransmission

systemispreferabletothepartieswhilebeingcostandtime

effective.

Theuseofgnewaydatatransmissionsystemsin

shownasfollows:

Japancanbe
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2.2LegallssuesintheFormationofanEDIContract

(a)GeneralIssues

Inthefieldofelectroniccommerce,substantialvolumesof

dataareexchangedbymeansof.EDI・Ininterpretingthelegal

effectofthesearrangements,Japanesecontractlawappliesthe

principleoffreedomofcontractunlessthereissomespecific

restrictionimposedbystatute.Forexample,underthe

AccountingCodecontractsarerequiredtobeinwritingbutthey

arenotrequiredtobeinanyprescribedform.Thisfactor

togetherwiththenon-litigiousnatureofJapanesesociety,has

ledtotherebeingverylittlediscussionontheformationofEDI

contractsbetw.eencommercialentities.However,underJapanese・

legaltheory,freedomtocontractincludesfreedominthe

formationofthecontractandonthisbasis,itseemsclearthat

anEDIcontractcanbebinding.Thisargumentisparticularly

forcefulwherethepartieshaveagreedinadvanceastothe

methodoffOrmationofthecontract.Inthesecircumstancesit

issubmittedthatEDIcontractswillbevalidunlessastatute

providesotherwise.

(b)OneWayDataTransmissionSystems

Theformationofacontractusingaonewaydata

transmissionsystemissupportedbyArticle5090ftheJapanese

Commercial・Code.Thisprovidesthat:

"lncaseswhereatraderhasreceivedanoffertoenter

intoacontractwhichfallswithinanyofthebranChesof

thebusinesscarriedonbyhimfromapersonwithwhomhe

isinregularbusinesscontact,hes.hallwithoutdelay,

dispatchnoticeofacceptanceorrejection・Ifhehas

neglectedtodispatchsuchnotice,heshallbedeemedto

haveacceptedtheoffer.tt

Thisillustratesthatevenwherethereishoexpress
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consent,itisstillpossibleforacontracttobeformedwithout

thereceiptofacceptancedata.Clearly,thetestof"regular

businessrelations"isasubjectiveoneandmustbe'determined

onthefactsofeachcase.Theprevai・1ingviewofJapanese

lawyersisthatArticle509isapplicabletoonewayEDIsystems

andthatthesesystemscancreatebindinglegalobligatio .ns.

InanyEDIsystem,thereisalwaysapossibilitythatthe

messagemaynotbereceived,eitherasaresultofdatalossor

deliveryerror.Toovercomethisproblem,itispossibleto

introduceaformofacknowledgmentofreceipt,evenwhentheone

waydatatransmissionsystemisadopted.Incaseswherethe

offerorhassuperiorbargainingpower,itispossibletocontract

withtheoffereesoastotransferalldeliveryrisktothe

offeree.Anexampleofaclausepurportingtodothisisas

follows:・

"Theofferingdatashallbesenttothedesignatedmailbox

asmutuallyagreed.Thepartiesagreethatwhenthe

offeringdataissenttosuchmailbox,suchdatashallbe

dee㎞edtobereceivedbytheseller.tt

Asanadditionalmeansofprotection,itisalsoadvisable

toincorporateasystemwherebytheofferdatacannotbereceived

andacknowledgedmorethanonce.Thisproblemmaybeovercomeby

astipulationthatoncedatainadesignatedmailboxhavebeen

readtheymustbedeleted.

However,anadditionalproblemposedbyonewaydata

t「ansmissionsystemsisseCurity.Intheabsenceofsecu.rity

means,itispossiblethatunauthorizedaccesstotheofferor's

datamayresultinthedatabeingdeletedpriortothedatabeing

readoractionedbytheofferee.Inthesecircumstances,itis

difficulttoagreethatthereceivingpartyshouldbedeemedto

havereceivedtheofferinaccordancewiththedraftclause

suggestedabove.Althoughthereisnojudicialauthorityonthis

point,itissubmittedthattheclausewouldnotbeeffectivein

creatingabindingcontractinJapanduetothefailuretoadopt
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securitymeans.ThisissueisdiscussedfurtherinPart3.

(c)TwoWayDataTranmissionSytems

Withtwowaydatatransmissionsystemscontractformation

isbasedontheusualofferandacceptanceprinciplesapPliedto

writtenororalcontracts.Inrelation・totheconclusionof

writtencontracts,Article5260fthe.JapaneseCivilCode

providesasfollows:

"Acontractinter
absentescomesintoexistenceatthetime

whenthenoticeofacceptanceisdispatched".

Theeffectofthisisthatintheabsenceofanyspecial

agreementtothe.contrary,anEDIcontractcomesintoexistence

atthetimeatwhichtheacceptancedataistransmitted.In

practice,writtenc6ntractsinJapanusuallyprovideforthe

contracttocome、intoexistenceatthetimeatwhichnoticeof

acceptanceisreceivedbytheofferingParty・Ifap;actice

developsinwhichthisprovisionisadoptedinEDIagreements,

twowaydatatransmissioncontractswouldbeconcludedupon

receiptoftheaccep.tancedatabytheofferor.Theeff『ctofthis

wouldbetoexcludetheapplicationofArticle5260fthe

JapaneseCivilCode.

2.3CancellationandModificationofData

InusingEDIsystems,therearemanyoccasionsonwhich

transmitteddata(i.e.messages)willneedtobecancelledor

alteredduetoerrorsinthedescriptionofthedataorintheir

processing.ThefollowingprovisionsoftheJapaneseCivilCode

arerelevanttothisissue:

(a) SubsectionlofArticle521provides:

1tAnoffer』specifyingaperiodforacceptancecannotb
e

revoked't.
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(b)Article524provides:

"Anofferwhichhasbeenmadeinterabsenteswithout

limitingatimeforacceptancecannotberevoked

beforetheexpirationofsuchtimeasreasonably

necessaryfortheofferortoreceivethenoticeof

acceptancett.

Inthecaseoftransactionsbetweencommercial

Article5080ftheJapaneseCommercialCodeprovides:

の
partles,

"Whenareceiverofanofferwithoutlimitontim'efor

acceptancedoesnotprovidethenoticgofacceptance

withinreasonabletime,theofferwillbevoidfrom

thefailureofsuchnotification".

Itissubmittedthattheseprovisions・willapplytoEDI

contractsinJapan.Theeffectofthisisthatanyofferwhich

providesforacceptancewithinaspecifiedperiod,oranyoffer

whichismadewithoutspecifyingaperiodforacceptance,cannot

becancelledorrevokedunilaterally.However,inaccordance

withth・p・i・ ・i
.P1・ ・ff・eed・m・f・ ・nt・act・iti・p・ssibl .ef・ ・th・

partiestoanEDIcontracttoagreetopermitrevoca!ionofthe

contractprlortoacceptance・

Inrelationtothealteration

JapaneseCivilCodeprovides:

ofdata,Article5280fthe

t'Iftheaccept
orhasdeliveredtheacceptancenoticewhich

addsalconditiontoormodifiestheoffer,heshallbe

deemedtohaverejectedtheoriginalofferandtohavemade

anewofferhimself".

ThisissuefrequentlyarisesinthecontextofEDI

contracts.Again,inaccordancewithJapaneselegalprinciples,

itispossibleforthepartiestoagreeinadvanceastothe

modificationoralterationofofferingdataatthetimeof
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acceptance.Althoughthereareinherentdangersinadoptingthis

practice,therearecircumstancesinwhichtheofferorofa

volumeofgoodsmayagreetotheoffereeacceptingalesser

quantityofsuchgoods.

Otherthanasdescribedabove,therearefewspecific

provisionsofJapaneselawwhich,dealwiththeissueof

cancellationoralterationofanofferoranacceptanceinthe

courseofmakingacontract.GenerallyinJapantheseissuesare

resolvedpursuanttoanagreementbetweenthepartiesorbusiness

customs.IntheEDIcontext,theseissuesaredealtwithinthe

variousindustryagreementsdiscussedabove.Again,pursuantto

theprinciplesoffreedomofcontract,mutualagreementsrelating

tothecancellationandalterationofmessagedataaredeemedto

bevalid..Theonlycaveattobeaddedtothisisthatin

circumstancesinwhichaconsenttoalterationofdataisdeemed

tobeunfair,suchconsentcouldbevoidundertheJapaneseAnti-

MonopolyCodeorrelatedlegislation.Forthemoment,however,

therearenoprecedentsastotheapPlicationoftheanti-

monopolylegislationtoEDIagreements・

3. TransactionSecurity

3.1RisksRelatingtoEDI

Thereareavarietyofri.skswithEDIthatdonot

necessarilyariseincommercialtransactionswhereagreementsare

recordedinpaperdocuments.Theseinclude(i)risksimposedby

computersystemfailuresandtheinterruptionofcommunications,

(ii)risksinvolvedinnetworksystemizationsuchaswherethe

insolvencyofamemberbankinvolvedinafinancialsettlement

systemcausesachainreactioneffectonothermemberbanks

(theserisksaresometimesreferredtoasttsystemrisk"),and

(iii)risksinvolvedincomputerization,suchasunauthorized

dataoriginationandunauthorizeddatatransmission・TheSerisks

mayinfluencethestabilityandcertaintyofcommercial

tranSaCtlOnS.
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Inordertominimizetheserisks,itisnecessaryto

understandtheunderlyinglegalissueswhichapplytoeach・area.

Althoughresearchintotheseissuesisongoing,itmustbe

acknowledgedthatinJapanmuchmorestudywillbenecessaryin

ordertomakeEDItransactionsassecureandreliableaspaper

documentedtransactions.

InJapan,theMinistryofInternationalTradeandIndustry

(MITI)andtheMinistryofPostsandTelecommunicationshave

establishedsecuritystandardstominimizetherisksidentified

above.Withrespecttocomputersystemfailure,thesecurity

standardsdealwiththeduplicationofcommunicationcircuits,

theinstallationofindependentelectricpowerplantsasbackup

facilitiesforpowerfailuresandgeneralcountermeasuresfor

naturaldisasterssuchasearthquakes.

Althoughtherehavebeennopost-warbankruptciesofmajor

financialinstitutionsinJapan,theJapanBankersAssociation

hasadoptedmeasurestodealwithproblemsar'isingfromnetwork

systemization.ThesehavebeenappliedtotheClearingHouse

Systemwhichisthebanks'managementsystemfordealingwiththe

remittanceofsamedaysettlements.

Inrelationtocomputerizationrisks,problemsof

unauthorizeddataoriginationanddatatransmissioncreatea

considerablethreattothestabilityandcertaintyofEDI

transactions.Thishasproducedafieldofresearchwhich

focuseson"transactionsecurity`'.

3・2FunctionsofTransactionSecurity

Theireseemstobenointernationalconsensusastowhether

EDIrulesshouldbeappliedexclusivelytothetransmissionof

commercialdataorwhethertheyshouldalsobeappliedtoother

formsofdatatransmissionsuchasadministrativedata(for

example,inthedeliveryoftaxdemands).Astheoverwhelming

majorityofEDItransactionsarecommercialinnature,this
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sectionanalyzest「ansactionsecurityissuesrelatedtothese

tranSm1SS10nS.

(a)Unauthorizedandfraudulentoriginationand

tranSm1SSIOn.

InEDIsystems,informationfromboththeofferorand

offereeisprocessedinbinaryform・Atsomepointduringthis

processing,theidentityoftheoriginatorofthe・information

needstobeverified.Themostpopularmeansofachievingthis

verificationisthroughtheuseofpasswordsandsecretcodes・

Themostimportantlegalissueisin』determiningwhat

happenswhenathirdpartyusesapasswordwithoutthe

authorizationoftheowner,originatescommercialdatainthe

nameoftheownerandtransmitsitanotherparty.Wherethe

unauthorizeduseisbyarepresentativeoftheowner,theanswer

tothisquestionliesintheapPlicationofArticlellOofthe

Japan .eseCivilCode.Thisprovidesthat:

'tIf
,wherearepresentativehasdoneanactinexcess

ofhisauthority,thethirdpersonhadjustreasonto

bel・ievethattherepresentativehadjustauthorityto

dosuchact,theprovisionsoftheprecedingArticle

[109]shallapplymutatismutandis."

TheeffectofArticle109istomakethepersonwhich

apPointedtherepresentativeresponsiblefortherepresentative's

acts.

Wheretheunauthorizeduseisbyapersoncompletely

unrelatedtotheowner,theownerwillnotberesponsible.

However,intheEDIfielditis』oftendifficulttoprovethe

identityoftheoriginatorofthemessage.Inaddition,in

systemsrequiringtheverificationofapassword,itis

questionablewhetherthegoodfaithandabsenceofnegligence

requirements(impliedbyJapanesecaselaw)areapplicable.
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Perhapsthemostreliablemeansofprovidingtransaction

securityisthroughtheuseofencryptedmessageswhich.arethen

translated`ordecryptedbythereceiver.Encryptionenhances

transactionsecurityandsoincreasesthereliancewhichmaybe

placedonanEDItransactionshouldadisputearise.

(b)TheLegalEffectofEntryError

If,forexample,apurchaserofprodpctAmakesanordering

errorandinfactrequestsproductB,asellerwhoreceivedthe

orderforproductBwould,inaonewaydatatransmissionsystem
,

proceedtodeliverproductBtothepurchaser.Uponreceiptof

P・ ・d・ ・tB・th・p・ ・ch・ ・e・m・y・1・im中 ・tth・ ・eh・ ・been・mi・t・k・

andcouldseektoreturnthegoods.Inthiscase ,Article950f

JapaneseCivilCodeprovidesthat:.

t'Adeclarationofintentionshallb
enullandvoidif

madeunderamistakeinregardtoanyessential

elementsofthelegalact;however,iftherehasbeen

grossne』gligenceonthepartofthedeclarant,its

nullitycannotbeassertedbythedeclaranthimself ."

However,itisnotalwaysclearwhat"grossnegligence"or

therequirementofgoodfaith(asimpliedbyJapanesecaselaw)

inanEDIcontextactuallymeans,andhowastandardfor

measuringd・egreesofnegligencecanbeclearlydefined .

Toavoidtheseproblemswhenentering

followingproceduresmaybeadopted:

datainJapan,the

(a) Thepurchasershouldenterboththeproductcode
expressedinnumeralsandtheproductname

expressedinkana(aJapanesealphabetical

script)witheachorder,and

(b)Datashouldonlyberegardedasvalidttordering

data"foraproductwhenboththeproductcode
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andproductnamerelatetothesameproduct・

Incircumstancesinwhichthisprocedurehasbeenagreedin

advancebythe'Purchaserandseller,asellerofgoodsinreceipt

ofthedatamaythenactiontheorderwiththeconfidencethat

itiscorrect.Thisisanotherinstanceoftransactionsecurity.

Onthebasisoftheabove,輌tcanbeseenthattransaction

securitymaybeimplementedbythepartiestoEDItransactions

・g・eei・gt…e・i…fp・ ・ced・ ・e・whi・h`m・ ・tb・f・ll・w・df・ ・

eachtransaction.Theseproceduresmaybearrivedatthrougha

courseofdealingbetweenthepartiesalthoughwrittenagreements

arepreferable.Thisgivesthepartiestothetransactionadded

confidenceastothecorrectnessofdatareceivedandencourages

greateruseoftheEDIsystem.

3.3PhaSesofTransactionSecurity

Thevariousaspectsoftransactionsecuritythatrequire

furtherstudyinJapanmaybeidentifiedateachphaseoftheEDI

process.Thesemaybesummarizedasfollows:

(a)Thephaseofdataorigination.Inthisphase,it

isnecessarytodeterminethatthedatahasbeenoriginatedby

anauthorizedpersonandthat・thecontentsofthemessageare

correct.Confirmationofthesetwofactorsisessentialto

tranSaCt10nSeCUrlty.

(b)Thephaseofdatatransmission.Anydata

originatedthroughEDImustbereceivedby・electrical

transmissionbyapersonspecifiedastheaddresseeinawaythat

ensuresthatthecontentsofthemessageareidenticaltothe

dataoriginatedandtransmitted.Further,thereisa'lwaysa

possibilitythatamessagemaybealteredordistortedduring 、the

courseofdatatransmission.Althoughtheserisksmaybesmall,

thereareinstancesinwhicherrorsinprocessingorconverting

datacanoccuranderroneousdatacanbetransmittedtoa

recipient.Arelatedproblemisthemis-deliveryofdataeither
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througherrorsindefiningtherecipientorthroughother

tranSm1SSIOnerrOrS.

Eachofthesetransactionsecurity「problemsmaybeavoided

oratleastsignificantlyreducedbymeansdesignedtoconfirm

thatthedatahavebeentransmittedwithoutalterationandthat

theyhavebeencorrectlyaddressed.

(c)Thephasei .nwhichdataarereceived.Thisphase

isobviouslyrelatedtobutcannotberegardedasidenticalto

thetran .sferphase.Atthispoint,itispossiblethqtother

problemsmayoccursuchaswheredataarecorrectlytransmitted

totheaddresseebutarereceivedandstoredinafilewithihthe

addressee'ssystemwherebytheybecomeunreadableduetosome

systemerror.Ifthedatac .annotbecompletelydeciphered,th .e

problemisdefinedasoneoftransactionsecurity.Thismaybe

overcomebymeasurestoconfirmthatthe.completemessagehas

beenreceivedbytheaddressee.

3・4ConceptsRelatingtoTransactionSecurity.

InordertoproperlydiScussanddealwith'theissues

arisingfrollitransactionsecurityitisnecessarytohaveaclear

understandingoftheconceptsinvolved.Threeofthoseconcepts

are:

"Authentication":Theactofverifyingthecla
.imed

identityofanindividual,stationororiginator.

"Identification":Thepro
cessthatenablesrecognitionof

auserdescribedtoanADP[automaticdataprocessing]system.

Thisisgenerallybytheuseofuniquemachine-readablenames.

"Non -repudiationofEDInotification":Thisprovidesthe

recipientofanEDIN[EDInotification】withproofoftheorigin

oftheEDINwhichwillprotectagainstanyattemptbythe

originatoroftheEDINfromfalselydenyingsendingtheEDIN.
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ThesefirsttwoofthesecomefromtheSecondDraftglossary

ofITSecurityterminologydraftedbytheInternationa1`

OrganizationforStandardizationandtheInternational

ElectrotechnicalCommission.ThethirdcomesfromRecommendation

F.4350ftheInternationalTelegraphandTelephoneCon'sultative

Committee.

Inadditiontotechnicalmeansoftransactionsecurity,it

isalsopossibletoprovidephysicalbackupsystemsto

acknowledgethereceiptordispatchofdata.Forexample,by

issuingawrittennoticeofreceiptbyfaxtoacknowledgean

order.Thistypeofbackupsystemisgivenadditionalweight

wherethepartiestoatransactionhaveagreedinadvan・cethat

faxedconfirmationlettersshallbeprovideda .ndthatsuchshall

constituteirrevocableevidenceofreceipt.InJapan,thistype

ofdeviceisnottechnicallyregardedasbeingPart .of

transactionsecurityasitisnotdependentonthesame

electronicdata 、network.Itmayalsobeviewedasdefeatingthe

realadvantageofEDI,namelythefacilitationofcommercial

transactionsinapap「erlessenvironment.

Asavariationonthisidea,itisalsopossibletotransact

businesspursuanttoacontractthatrequiresthatwhenordering

dataisreceived,anacknowledgmentofreceiptisprovidedwhich

restatestheoriginalord・er.Again,thistypeoftr'ansactiondoes

notrequirespecialcomputerorcommunicationtechnologiesasthe

cOnfirmationmaybesentbyfaxorbypostasaprecaution

againstdatatransmissionfailure.Thismethodovercomesthe

unlikelyscenarioofonlypartofanorderbeingreceivedand

beinginterpretedasbeingthewholeorder・

3.5.TheCashCardCaseandTransactionSecurity.

Therearefewreportedcases

transactionsecurityissues,however,

decision,knownasthe"CashCardCase",

inJapanrelatingto

atleastoneimportant

doesexist.

ThiscasewasdecidedbytheTokyoDistrict 、Courtand was
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thefirstoccasiononwhichtheuseofapasswordtoverifythe

identityofapartywasconsideredbyacourtin .Japan.The

decisionofthecourtwasaffirmedbytheTokyoAppellateCourt

andtheSupremeCourt.However,thefindingsoffactandthe

reasoningofthehighercourtsdifferedinsomerespectsfrom

thatoftheTokyoDistrictCourt.

Thecaseinvolvedtheuseofacashcardtomakea

withdrawalfromanautomatictellermachinebyapersonother

thanthepersontowhomthecashcardhadbeenissued.The

personmakingthewithdrawa.1usedthefour-digitnumerical

passwordregisteredwhenthecardwasissued.Thepersontowhom

thecardhadbeenissuedsuedthebankwhichhadissuedthecard,

allegingthatthebankwasliabletomakegoodthelosssuffered.

Bothatfirstinstanceandonappealthebankwasfoundbythe

courttohavenoliability.Thereasonforthisfindingwasthat

thecashcardsystemhadabuiltinsecuritysystem,namelythe

retentionofthecardbythepersontowhomitwasissuedanda

passwordsystemofsufficientcomplexitytomhkeitsdeciphering

ortheforgeryofthecarddifficultwithoutexpertknowledge.

Inshort,thesecuritysystemestablishedbythebankwas

sufficientinthecircumstances.

Thiswas .acaseinvolvingaconsumerandrelatingtoabank

transaction,whichwouldnormallyrequireahighdegreeof

security.Therefore,itisunclearhowfarthereasoningcanbe

appliedtoacaseinvolvingEDIin,forexample,amerchandise

tradingtransaction.WhatisclearisthatinanopenEDI

system,inwhichitislikelythatthepartiestoatransaction

wouldneverhavemetordealtwitheachotherbefore,themethod

ofidentificationwillbeveryimportant.Itmaybenecessaryto

revisitthe"commercialreasonableness"aspectsoftheCashCard

Caseinthefutureinordertoresolvethisquestion.

3.6.FurtherLegalIssuesinTransactionSecurity

Transactionsecurityisvitaltothemaintenance,stability

andcertaintyofcommercialtransactionsusingEDI.Thisneedhas
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beenwidelyrecognized.IntheUnitedStates,Article4Aofthe

UniformCommercialCodeintroducedasystemofEFTsecurity

proceduresinl989.Similarly,asYstemofauthenticationis

includedintheUNCITRALModelLawonInternationalCredit

Transfers(1992).

Althoughtransactionsecurityhasimprovedsincethe

introductionofEDI,thereareanumberofkeyareasthatwill

needtobestudiedinthefuture.Theseincludethefollowing:

(a)Theappropriateleveloftransactionsecurity.

Inthefinancialsettlementsystem,ahighdegreeof

transactionsecurityisessentialtoavoidseriousfinancial

losses.Inthissystem,sophisticatedencryptionmethodsare

justifiedinviewofthesubstantialrisks・Anexampleofthis

istheNichigin-NetSystemoperatedbytheBankofJapanwhich

hasintroducedDataEncryptionStandardstogetherwithahigh

levelofsecuritymeasures.Theseincludechangingthekeytothe

encryptionsystemdaily.

Attheotherendofthecommercialscale,therearenumerous

usesofEDIwhichcan』notjustifytheextraexpenseincurredin

themaintenanceofhighlevelsoftransactionsecurity.

(b)Shouldstandardsofcommercialreasonablenessbe

introduced?

Thisissueisrelatedtothenecgssityfortransaction

securitydiscussedabove.'℃ommercialreasonablenessttisa

requirementincontractualrelationshipsunderanumberofcodes,

suchastheUNCITRALModelLawonInternationalCreditTransfer

(1992)andtheUniformCommercialCode(1989)oftheUnited

States.Underthesecodes,thetransactionsecuritymeasures

thatpartiestoacontractagreeuponwillnotbeenforceable

unlesstheyare"commerciallyreasonable".Althoughthereare

signsthat .arequirementofcommercialreasonablenessmayoneday

becomepartofJapanesecontractlaw(see,forexample,theCash
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CardCasediscussedabove),suchadevelopment,ifithappensat

all,willtakealongtime.Onereasonforthisisthat, .since

differentconsiderationsapplytodifferenttypesofdata,itmay

bedifficulttoestablishatestofcommercialreasonableness

whichcanbeappliedgenerallytoEDItransactions.

ForthefutureofEDIinJapanitwillbeimportantto

determinethelevelofcommercialreasonablenessthatshouldbe

impliedintoEDIagreementsandtheextenttowhichanyofthese

protectionsmaybevariedbyagreement.

Ifastandardofcommercialreasonablenessistobeadopted,

itwillneedtobedraftedsoastotakeaccountofthe'many

typesofEDItransactions,perhapseventakingaccountof

technologicaldevelopmentswhichareyettobeintroduced.Even

attheconsumerlevelinJapan,transactionsecurityhasproduced

greaterefficiency.Forexample,thenumberofcashcard

forgerieshasdecreasedinJapansincetheintroductionof

personalidentificationsystems(suchastheZeroPasswordSystem

andtheHostComputerCheckSystem)inwhichthe.passwordisnot

magneticallyprintedonthecard.

4. TheUseofEI)IDataasEvidence

4.1Theuseo・felectromagneticdataincivilsuits.

(a)Admissibility.TheJapaneseCodeofCivil

Proceduredoesnotprovideanyspeciallimitationsonthe

admissibilityofevidenceincivilsuitsexceptinspecial

circumstancessuchaswhereevidencehasbeenobtainedillegally.

Todate,therehasbeennodisputeastotheadmissibilityof

electromagneticdataasevidence.Therehavebeenseveralcases

inwhichsuchevidencehasbeen'usedincivilsuitsinJapan.

(b)TheProcedureUsedtoExamineElectromagnetic

Data.Themosttopicalissueregardingtheuseofelectromagnetic

dataisinhowtheeviden'ceistobeclassifiedandexamined.

Althoughacademicopinionisdivided,thepositionmaybe
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summarizedasfollows:

(i)The"documentaryevidencetheory"or'`quasi

documentaryevidencetheory".Thisisillustratedbymachine

readableformsofelectromagneticdata.Inthiscase,thedata

themselvesmayberegardedasdocumentaryevidenceorquasi

documentaryevidenceandifso,thesameprocedureisadoptedas

withtheexaminationofdocuments.

(ii)The"newdocumentaryevidencetheoryet.This

theorysupPortsthepropositionthatahardcopyrepresentinga

readableformofelectromagneticdataisitselftheoriginaland

thatdocumentaryevidenceandtheelectromagnetictapesorfloppy

discstoringrecordsarethesourceofthehardcopy・

(iii)The"verificationtheory".Accordingtothis

theory,electromagnetictapesandfloppy.discsshouldbe

subjectedtoverificationbeforebeingacceptedasdocumentary

evidencebecausetheycannotbereadwithoutmechanical

aSSlstance.

TheLowerCourtsinJapanhaveruledthatelectromagnetic

tapesare"quasidocuments".Anexampleofthisrulingisa

decisionintheOsakaHighCourtonMarch16,1978(Koto

SaibanshoHanreishuVol.31,No.1,page38).However,itshould

benotedthattheJapaneseCodeofCivilProcequreiscurrently

underreviewandtheissueofhowtodealwithelectromagnetic

dataasevidenceisbeingaddressedaspartofthatreview.

Otherissuesrelatingtoelgctromagneticdataasev輌dence

incivilprocedureare:

(i)Whetherelectromagneticdataare

evidenceoftheexistenceofaclaimunder

BankruptcyCode.

admissibleas

theJapanese

(ii)Whetherelectromagnetic.dataareadmissibleas

evidenceoftheexistenceofanequitablelienundertheJapanese

CivilEnforcementCode.
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Althoughtheseissuesareyettobefinallyiresolved・hard

copieswhichr'epresentmachine-readableformsofelectromagnetic

datahavebeenadmittedasevidenceinbankruptcyproceedings.

However,thereisnorecordofthesamehavingoccurredin

relationtotheexecutionofequitableliens.

(c)ResolvingConflictsinElectromagneticData.

AlthoughthisissueisyettobetestedintheJapanese

courts,itisinevitablethatconflictsofthiskindwillarise.

Forexample,whereaseller'sdatarelatingtoaquantityof

goodspurportedtobesoldthroughanEDItrans'actiondiffers

fromthebuyer'sdatarelatingtothesametransaction.Allthat

canbestatedinrelationtosuchconflictsofevidenceisthat

Japanesecivillawgivesthecourtthepowertoevaltiatethe

competingevidenceandexer'ciseitsdiscretioninfavorofthe

morecredibleargument.Inresolvingtheseissuesinthefuture,

itislikelythatthecourtswilllookverycloselyatthe

transactionsecurityproceduresadoptedbythevariousparties

andwouldbelikelytoresolveanyconflictinfavorofaparty

whichisabletoprovethatithasthemoreeffectiveprocedures.

4.2AgreementforEvidence

UnderJapaneselaw,thereisaconceptof"agreementfor

evidence"inwhichcertainthingsshallbeusedasevidenceof

certainagreedfactsinadvanceofmakingthecontract.An

exampleofthisintheEDIcontextiswherethepartiesagreein

advancethatdataheldbythesellershallbeproofofconclusion

ofthecontract.However,forthemoment,itisstillnot・clear

WhetherandtOWhatdegreeSUChEDICOntraCtSWillbereCaOgniZed

bythecourts.Forexample,itisnotclealrwhethersuch

contractswillberecognizedunconditionallybythecourts,or

whetherthecourtswillinquireastotheaccuracyofthe

seller'sdatasoughttobereliedupon.

4.3TheuseofElectromagneticDataforTaxPurposes.
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Japanesecorporatetaxlawdoesnotcontainanyexplicit

ruleas.towhetherornotelectromagneticdataareadmissiblein

lieuofdocumentation(includingcontracts)fortaxpurposes.

Thisislikelytobecomeanimportantissueinthefuture.

Forthemoment,thereisnodefinitiveunderstandingasto

whetherornotataxfilingcanbemadeusingdatacreatedonan

EDIsystemwithoutfirstcreatingpaperdocuments.Inthis

respect,itmayberelevantthattheCorporateTaxLawdoesnot

explicitlymandatethecreationofdocumentsforanyindividual

transaction,butonlyrequirestheretentionofsuchdocuments

ashavebeencreated.Onthisbasis,itisarguablethatthere

isnoobligationtoproducedocumentationoftransactions

executedthroughEDI.Althoughthisargumentisattractive,for

themoment,thereisnoclearauthorityinJap'anth.atsuggests

thatEDIrecordswillbeacceptedfortaxpurposes.Accordingly,

theremustbeariskinfilingreturnswiththetaxauthorities

basedsolelyonelectromagneticdata.Again,thisisanarea

whichisinneedofreviewbytheJapanesegovernment.

4・41ssuesinSigningandSealingDocuments

WhenpartiesconcludeawrittenagreementinJapan,the

documentisexecutedbyaffixingaseal.Bothindividualsand

corporationshavesealswhiChareregisteredwiththe

authorities.Apersonalsealisregisteredwithamunicipality,

whetheritbeacity,townorvillage・whereas
.withacorporation,

therepresentativedirectorcanregisterhissealattheBureau

gfLegalAffairs(一).TheBureauofLegalAffairsdeals

withcommercialandrealesta『teregistration.Bothpersonaland

commercialsealsmaybesearchedattherespectiveofficesand

acertificationofthesealmaybeobtained.Althoughinsome

circumstancesitmaybepossibletoexecuteagreementsthrough

theuseofahandwrittensignature,inJapan,itisstillthe

customtoexecutedocumentswithasealratherthanasignature.

DocumentswhichbearasealaregivenspecialstatusbyArticle

3230ftheJapaneseCodeofCivilProcedure.Thisprovidesthat:
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"Aprivatedocumentshallbedeemedtobeauthenticif

itbearsthesignatureorsealoftheprincipalorhis

　 　ロ
representatlve・

Inthiscontext,itwouldappearthattheword1'authentictt

differsinmeaningfrolhthatcommonlyunderstoodintheEDI

context.However,thereisstillapossibilitythatArticle323

maybeinterpretedasapplyingtoEDIcontracts.

Forthemoment,therehasbeenlittleacademicdiscussion

onthepointandnojudicialprecedentonthestatusof

electronicseals,signaturesorstamps.However,iftheterm

e'signatureorsear'includessuchanelectronicidentification

system,i、tispossiblethatArticle323willapply.Itisalso

possiblethatanofficialcertificationsystemforelectronic

identificationmaybeintroduced.Ifso,thiswouldgreatly

enhancetransactionsecurityandincreaseconsumerconfidencein

EDIsystems.

5. Conclusion

TheJapaneselegalsystemappearstohavetheflexibility

toacceptEDItransactionsintheformationofcontractsandin

theuseoftheresultingelectromagneticevidence.However,much

ofthecurrentlawhasbeendraftedtotakeaccountof

documentarytransactionsandisnowbeingappliedtotechnologies

thatwerenotconsideredatthetimewhenthislegislationwas

drafted.Asthetechnologybecomesincreasinglysophisticated,

itisinevitablethatJapaneselawwillneedtoevolvesoastp

dealexpresslywiththechallengesprovidedbyEDItransactions.

Similarly,theglobalnatureofEDImakesitinevitablethat

legalreformsinJapanwillneedtodisplayadegreeof

consistencywithinternationallegalregulationsoastoprovide

certaintyincommerce.Thiswillrequirerecognitionof

differentlegalsystemsandbusinesscustomsandthe

identificationofcommonelementswhichcanbeimportedinto

domesticlaw.
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Forthemoment,Japaneselawhasbeenabletoprovidea

sufficientframeworktoallowtheevolutionofEDIsystemsat

leastintheirearlyyears.Inthefuture,itislikelythat

lawswillbeadoptedtomorespecifi'callydealwiththe

challengesprovidedbythisnewandexcitingtechnology.

*********************************
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