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Why Networks are Not Secure
H wm

u Lack of password encryption
u Lack of personmel with experience
u Lack of management backing
u Authority
u Responsibiiity
u Legal and political issues
u Lack of recurring effort
u Budget
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What is being protected?
m ——
u Your dats

u Secrecy - what others shonld pog know
u Integrity - what others should not change
u Aveilability - your ability to vse your own systomn
u Your resources
u Your systems and their computations! capshilities
u Your reputation
v Confidence is shaken in your
w Your site can b used ssa point for crime
u You may be used ss & distribotion site for swwantcd dats
@ You muy bo used by impostors s cwase serioas prodbiems
u You may be viewod ss “untrastsd” by customers snd peers
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Spoken Language Problems
== A W
I

u In any security system, most consumers do not
have enough expertise to properly configure
and manage the systems themse|ves

u If a system is written in English and used in
Japan, there will be additional interpretation
problems with messages and configuration

u It is critical that security systems be adaptive
and localized to the in-country language to
simplify security management
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Best Network Security
| ——

u Tiered (“layered”) network security sschitscture provides

the best security facilities:
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— New Firewall Concepts:
A Firawall on Every slstom
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Firewsll Securiry
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Security Certification
| e —— —
u Centified Information System Security
Professional (CISSP) now in year four
u Effort to combine with Certified Computer
Professional of ICCP
u Enhancement to Certified Network Expert
testing for security facilities
u More effort by traditional sccurity
organizations 1o emphasize technical
security as well as management issues
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1 How much does it cost?

1 Who does it make angry?

u How does lack of action
end up affecting politics
and budget at the
company?

u How are responsibility and
authority dealt with at the
company?
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Step 6: Security Products

| e —— N ———
1 Authentication

u Encryption

u Passwords

u Audit end logging

u Key management

u Certificate authority

u Digital signatures

u TCB and OS5 ools

u Firewalls”
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Step 9: War Footing

A

"1

u Assess threat

v Implement scourity
1 Monitor security

u Detsct attack

u Delay and analyze
u Counterattack

u Clean up

u Reassess & modify
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Step 10: Update and Train
Mm

u Updates are always
required just like any
technology

u Training is essential

u Users
u System people
_u Network people
u Management
u Update threats
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