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Online Privacy Studies/Surveys

By the year 2003, electronic commerce is expected to be 2 $300 billion marker,
94% of respondents in the US are concerned about “possible misuse”
of their personal information (Consumers, E-Commerce and Privacy
Survey, Alan Westin)

* 87% of Net users are concerned about their personal privacy whils
online (AT&T Survey)

* The majority of online ysers arc not comfortable providing credit card
{73%), financfal (73%) or personal information (70%) 1o businesses
online (National Consumers League)

* 91% of Net users, and 6% of thuse who buy products and services
online, say that it is important for business web sites (o post notices
explaining how they will uss the personal information customers
provide when buying online (AT&T Survey)

* 66.7% site lack of information about how their personal data will be

used a3 the reason for not filling out registration forms online (Georgia
Institute of Technology Poll}
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Privacy Notice

* Intended uses

* Web site contact

* Excluded areas or information
* Third-party {ransfers

* Merged data

* Access and correction
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Choice/Disclosure/
Transfers

* Intended use notice defines choice

* Needs reasonable specificity

* “Opt out” for undisclosed (new) uses
* “Opt out” for all third-party marketing

* Reasonable steps to assure third parties protect
transferred data

* No transfer of prospect information
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Security

* Physical security

Encryption for sensitive personal, medical,
financial data

Logs or other documentation
Periodic review

* Training

Managerial controls, written policies
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Compliance/
Monitoring
* Rigorous initial, annual compliance
assessment

* Random verification by Underwriters
Laboratories, Inc.

* Third party information sources
* Complaint process
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Children’s
Privacy Program

SEAL HOLDERS MUST:

* Take steps to keep kids from divulging individually
identifiable information

* Follow special rules when sending email 1o kids
* Remind parents to monitor their kids
* Coilect minimal information

ik
* Use language kids understand f’:}:‘\
* Follow special rules for hypertinks N
Kd's Privocy
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Common Problems Found
* Privacy notices almost never contain all the
required notices
* Privacy notices difficuit to find on website
* Many sites are uncertain how to implement access
* Encryption for sensitive data

Often a failure to provide link to privacy notice
when information collection forms are hosted by
an outside service

* Links between different websites owned by the
same company but with different privacy policies

* Terms of service statemeats often conflict with
privacy policy
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