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BHOTHEZ LRV,

S RERME
(1) RRABAEZEASICRET 2 [EHOBEFAER] (LUT [BSRE] £ ).) CR ETEZZHFSORA.
WiR. HAFOEROFEE ZFIRELRVEVERICIZ 32D DLITOREEHALHBDEV D,

7 BEESEIh TOWEVWREDESHESXRILT —2F. REINTVWAWERDEEL T -2 ICRIES
BENDAEAPTOINZ A 2T —IAPFEETIHEIE. ZO1 271 - MEOTFT—2DAH
NEFTIA 2T —XE MBI L D THD &,

1 BSEEE. UTOREREZETZIDHDTHI EEHIC, BEEBEDRMFEZ LICHEEZ EDEROEE
PREREINTVWBEHDOTHBEZ &,

(7) B#fEEHEE: B, ERE. BEOBRSILEREEXET 5 o DHEE

() EEEKE: BSREAKONIL. ZERFSLENEBENI A —2DBAE BSRELEHET
% 7= DRERE

7 RTEBERSENDT —2DLZHEOET /-0, BSEER. UTOWThrOMEBHE X1 T
1 XRPBLOSNTVBZ &,

(P) BEERENIC F v THEL DL BB, IC F v THEE CRERELMEOTERL I—7 1 >
STAPNTVBIE,
46
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() BEEBICHN-—PHRINTVWIGE, YENEBRATEICN L, BSEEDHEEDEIE. AT
— ZDNEIMEEDMW R W RIPBELCOSRTWEZ &,

() BESREDEXRICHTAZ) v bd LI RBIPHFET BHE. Th5RB+2/NEL0 »D0 B
SNTICEFRDFETO-TENBZ EERLETBMENIBLONATVEZ &,

I BEXBILRIETEZBRRSOERICEAL. UTOBEFrHEL SN TWBEZ L,

(7) BERENTRTEZRHSOERETHOHE. T2 RUABERT7IVI) A LERAVSHDT
HB &,

(1) BERENODRTEZBEBHSOALNETIHEICE, UTOWTAPDOARTHB 2 &,
O RTEZBEFSIW/SILSNhLTAEAEINBZ &,

@ RTEZBLRHFS €2 OULOBRERICHEIL TAHAN 2T B8R, BSREICKH L TEET
22 EEL. RTEZRFSORIBRERICH T IREEDOTFTOhNBZ &, £l BITE
ERFESOEEBRERIG. BSREANTHE. FEIhsd I &,

(7) BTEZBRRSERSILINTOVWEAVWVKEBTESRENICRET 2HBE5R. ABHLSTI7EXT
EhHVWVEHEAET B &,

() ROTEZRFSEEETIRICE, RTEZRRSIOMDO X2 71 /NT X - ZEMET
SHEEERT B &,

(2) LR ICrP DO T BESERBEERE T IBFIAERDOANL —T 1 > TV AT LENUTOREE - B %
w7 U, REIEBAFEBRUBARBELARO LX) T W REBT I EICSYEAFENRLENIBRTE
BIZEICIE. ThICRABZENTE S,

T BESREEHETAALOOVI bTITEE, ETAUEI-FOADETA XA b—ILERhTWVWEI &,

1 BEYIrI17. BEFNSIOMOEEL X 1) 71 /XT7 X —4%, HIEER. REBEHRSFL. AH
NEEBTBODEEERBADINL—T 1>V XTLDERTICHB T &

) ERES. RIAT -2 ITOMOEELEX 1V T ANTA—REERELT IV EAENSRET D0
DHBER BT HANL—FT 4 > T VAT LPRAVWSONATWEZ &,

I () 7OMEBHICHII LA 271 —AETR2REE®mAIAVGER, BEELT—2DAHAIE
EERBANBTASIEROANRL — T VTV AT LEICEN)BOT -2 ERBLBZEDEVWEIR
EREAETERIND Z &,

F LR ADO5. BEEZEDEROBFEN CEHEVEE, BERBEERETIEFAEROFT <L —
TACTIVRATLEFICLSREEDRENTASZ &

N1 BESREDME L /ERPLUITOVWT A DIFE, FIEBFOREDLRLLIHFANDRE. BFHHEE
DYMENEHBICH T 2ERERETCOEZ 2 RUHENERBICH T 2EFAEEOI L —FT 1 >
TVRATLETRESINTWVEZ &

() ICF v 7D, RELETI7EAEDNPRAONAEZ EEBAPTRELRBANDI—FT 1 > T TEHONL T
3z,

(f) BEEEITNEHLERTHN—ZFIPHBINTEY, FELZT IV EIEIPRAS NI & E%F0]
BELEAREBRD I —FT 4 > TCEONh TV Z &,

F OEELMN)I(M)ICAL. BEREERETIBFAEROANL—T 1 2TV RFTLFICLY, EEE(1)
I (1) ORUV@DARXLNTIE, AHATZLEWLSHEESNBZ &,

$3 RIERBOVREORBOERHEME

g

1. #
REDMEEE Z. RAUBSRICRET HFAEOERDEENAFEND S S, BEOEBICEVWTEHRAT 3 AE
ROZDAEICEWERT 2FHAEENEBOERDI-HDERDIEEREHSPULDBHETEIENTEBZIHNE
EE

2]

2. FIRENRMAOTERDFi
(MNFARENEREERBTIICHL-> TR, HAENEREERT -0 D0EHITHAR. B, BIHREC
BWTELETHDI I L EHEABTHENDET B,

(2) REACLBFHARAADZEICEVWTIREERD ZERERE . FAZEIKEACKH LEET 3FHPIAA
DARBHEBEICECES N TVLBDHDE WD,

(S FAENERDHEBEFAEL S DHAEZBRAFSORBE ERBICTHEVZEICHEV TR, FAEE
BRI S DREE CEROERB 2T o FEEY — BT 522, VAERNGS (BBOHEIRE L AFA
FLSMIBAYBEVER) e HZAAFICETAEZLECLVERETO>60DET 5,

(4) EFFIRENEHFICH T HFAEOEBOERBERABSRE2IHOMEICL VT IHBEICHEVTE, FIA
DRAHICHEBBERICEL SN AFAENEFERERIAL. HEBFERICRIBFARAZIC OV TEIIC
BT 2BMPEHRINTVWENWZ BT EHNDET B,

(B) FRENERDHERET O ICH > TRHBPEL BBV, H5PLONEEL - TEOSNEF
fLlciE-> T, MAEBOEBOHEZBOFHRETI>DNET S,

$4 BRIERBOREOFE (FIASEOEMABOMERASEZR<.) M

1. #5

FEOCEE1EEIS. RAFECERVIEHFESENOFE1 AZETICHET 2B EROERDAEICET S
BECHEETIELE. BEEOEBSICHIBIRMKESICHAD &, BERMEELEE. ABIORDITIZL
DTEZKETEEDEREFH /L TVWDII RV, BEERBETHECLIVEBREERTANE Z EHBES
DFIEEETEDHNEZICSEVWTEEICESD SN THEY ., D, ZOABRP IR TOMERICKINIC L TIEMBEL
h, Efgdh, D, #IFIhTWn3dZEEWVI,

2. RERISEREICEINRAEZLAFSRUONRAERNTFSOERE
(1) RAFEGFEISICRET S [FAEZRFTS EBAERENERTEHE] VTR, ROBEEZECD
DET B,

7 FREZRFSOERIE. FBERBEANBRAFNLLEIBETZIREICEVTERATTONS
Z &,

1 YFAAFZEHFSOHRECHAZORRVE, EHFERZEOLLMNIEFRSNAERETITONBEZ &,

7 URAAEZENS EFAEICIAIEEGF Lz ZE, FAEPSREENRINICETIHNES
HITBHZ &,

(2) HAFEG6REISD2ICHET 2 [FIAEZRFS EFNAENFRTIHEICHVT. HEHAEZRFSIC
MY BFAEZRIRAFNS £BAEXREPERBEEMREBL TRETIHAEICLSEE] ITHBVTIL K
DHEEEECDHDET %,
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7 EHEARAZFOBEICAVAHAERMNGS R, Rt RUELBERT NIV ILERVWTERTSHD
&L, BARMEXRRENKLENIBERTEZIRIRICENT, EHATITONBZ &,

1 HNAENEFARELRTTIRICE. FMAEIFFSOZROER»ITObh TVEZ &,

7 FAEFNFGSIE. FRIRBESRZENOTEMNTEE T E S RIBICESLEDREZEL TRETS 2 &

I FRAEIFFIRERNGS 2XET AR, HEFSERETIEFHERORBALVICBREATNDE
BRUGEEBET 2HENMTTORATVWS I &,

#F FIBEEOERNCAW-FIBEEBNFTESH T W LEOBIMBRICAVN S EWL D LEEBEESICETS 2 &

3. 1IR&EZEAFSORADHER
RAEORESSICRET 2EFIAREICKHRT SHAEZRREAFS . FAEZRFSICL-TiIThbhk
EFERt U BAEZRRIRS EAVWURET 2F0AEICL ). FIBEY SEFAREZZRAFTSICHICT
BFAEBERSEHREBELTIVEI BRI IHNDET B,

4. FIRAEICRIEEF DA

BFARAEICRH S N AHAZEORBEFCOVWTDRIRANEIC L 2RBEDH RN TH S 5 25cik L -IFHROSR
e UFBFARASZICLHT A k. RAFEORESSICHET 2 [FIAENRBEZ DMOFIHENREE (F
BEORA. FRRUVEFRBAER<,) ICOVWTDIRAERERMEZICRI BN THS CRBT B2 & &ML
TBH0DBYLHEE] ICELETEHIHDET B,

5. RITAZRRIEFSFORBORKDSE
BFAIAEICRTEZRRA[TS L OMLELFROZRBE LR T I LR FRUECREISICHET 5[5
TEZBRAFTS T OMULELERERSICAFIEIEN TESLIICTH-HDHEBBE]ICHETIHNET 5,

6. EFMAZOXMNDICEATEFHE
(1) BBAEEXE . BSFAPBEORYDOFRMET oL Z . BEFLRAEORE1 1 SOEBELZHETIHNL
T3,

(2) RAEG6RFE1 1 SICHET 2 [RWICHT2ERERZICHERTEHEFTES] i3, RMDEHE N S h
1B FRIPAE £5Cs L 2B FAEBAERM ) X FORR. #2714 D ICL 3B FRIAEREHER 70 baJLICE
ZEFIFAEDORE (KMICETIEHRZEPEHRINTVILED) ICDOVTDEROEFEZOMI NS EF
EOMBEEETILOLBBELEET I EEV D,

7. FIREDRABDHERED=HICAVLSh-ERFNHT
FAIEO6RE1 4A5OREICL W FBENDEBOERD-HICAVWS N -BEEZRTT2HBEICHVTE.
TOFEKE LAEDBERICERDZIBHEICEDVWTIRETINAEFIAAZENDEBATH I LEHATHIHNET B,

8. EBOFIRFICZSRIZRR

(1) RAE6RFE155ICAET S [FHBOERICEHTSHIR] &, BEESY. RAFE6RFE1 ISICHE
THERBERURAIEORFE1 S55MICRETIEBOFIRFICADEZ, BHEICEESINTVWS I L 2HRT 3
FODEBRICHEZIELEEZ VD, BEETOBRRV X2 U7« WREMORHDENR EZHEE 2. KBRUR
BEORBELIEVICITONBIEEINTVEIHDE WD,

(2) RAIE6EFE1 5ENICHET 3 [FIAEDEROERICEE L TV ISEROBRIMERDOEILED 2D
BLEE] £ UTOBDEWV,

7 BEABBROBBVRFREICET IRENBRRICED SN TNBE I &,

1 HRZEROBMRVOAE. BFARENDEHEE ICOVWTHAEDAREZ TS5 &

| 17 BEFBARUTEIEBICET 25 ICE DK BERAEHBOREICET 354

() MRAIE6XEN1 55 MIRET S [BHEERICEATSIEIR] 3. RTEZBBVHSORBAIEXBKEZICLS
BEOREICHT 2HICKRVBEEFIETH>T. UTOFEREETCHDEWV D,

T ROEZEFSHIERIEL. XBBRIELAES I HZBEICIE. BESICETLAETNTOEFLRA
EOVWTRMDFRETI 2 &o

1 RTEZRHFSORMIENBKEZICLIREORENEEREFAEISBML. »D. BERAE ICH
RTBIERVEZDAE

7 RETEZEFSPERAILL. XBERIELAES T D H25ERVKEX FBAEBARMBOHESEIC
LN EBRFEE ICH T 2 EFAABORMICERZBEROREIPRAFE6RE 1 3SICRE T 85X
DEMBICETZHEICED BFEEEA TFIEL., »D. BRREE ICKH L ZDFEILEOEXDORRI T
bhah S5 EZEICHNTIR. BEBIC. HEREOAR. RELR. HERLFHEEINTVWIRIEE
FHEREICEBRT B2 &,

9. RERIMRBEZW/ET HLHDHEE

EHE1 ORFE2FICHET S [RITEZBERAFTSICHRIEFAPENEEZSHA—1, SHA—-256. S
HA—384XWESHA-5120550WThh—LIETERUAEICSL > (RBEDMFEBEHET S £ &3,
REDBAEHF CHV SN ZRTEZRFTS ICHICT 2 RITEZ SRR S €508 L EFARAENMEICOVT/VY
YaBHSHA—1, SHA—256, SHA—38384XIESHA-512D550WThhr—LLETEHRTSZI L
ICEWBONZEEZAVT, FRAZEZOMOEIBEDMEBFEHECE DL HEEE VL., D, WS ABLE
BEPHBINTARINZZEPETFNZHDET B,

5 RIXBOREICEAYT 5HIERER

(1) RRIE6RE1 ISITRET 5 [FBAXBEOEEICEAT IR (I3, BHE1 2RIHBITZFEDEY,. &
FRIFAE DR, ZDRHKICHRIEE, TRICHVWISHAVICHKHRT H2FRICRIRERVZOARTERTE
T3HbNDET B,

(2) 1581581 2RF1EESSICHET 2 [EFARENDKIVNFEKICE T 2FI1E] (IC3. EFIPAENRHEH (B
AIREEDTRICER TS DDEET.). KMDFERKDARX. KMDFHERKEXISFEKBRICICHIISHTA
EERIHE, FREOEBOWEROAE., KMICHT Z1BEMOELHDOFHRE. KUICRET 2XBOMIIEDY 1 7L FE
NEENBIHDET B,

(3) 1681 2RF1IRE O SICHRET 5 [EFAEREORIICEAT B BERDOEBDAERVHERTHIENTE
ZHRICEY 3FIE] IS, ARSI WA RMICHERZBROAR. RROAERVZOEHOEMA. KRS
EFFFAEDHAENDBNDTE. BREREOEBRICERIRIEH» SEBFAREORMICET HI1FHICD
WTREZR I BEORICHEENEEN26DET 5,

(4)EHE1 2RBI1REB7SICHET 5 [BAEFICHEIEX2U T ICHTIER FIAEICHIBEAERD
BIRWVICE T 2FREET.) ] 03, YEFBEAEBIPHRAL W X2 )7« % HiMFEEZFICETSSE
HEFEENBHDET B,

556 IREFOREFME

1. #&&

(1) RRIE 1 2KF1RESICHB 2IREEED. FBORAENIEFIARENKNNFEKRE Z DMOFIHESE
PORHINZEENIEFINBERICOVTIR. ZOZEOBAMRUZEE LAEDORANICET 21E8RY
BEDIIONTRFESINTWVEIEET B,

(2) RRIE 1 25%F1IBESH. EFAAENOFRICET 25CHR Z DMOBERBOERICE T BCHRIC DOV TR,
ZOEBRODAMAEVICHEEBEER L 2ERVYZEFICOVWTEEEZA T 3EDORFICEHT 315RIEE
DHShTEBEINTVNEIZEET B,
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2. RIERBOHADORAHICET HREEH

(1) RAE 2RBI1IEF1 SFICRET 5 [RTEZIRHSOERRUERICET 25C8] k. L1, @0
EROAMUECICHZEREER L AAERVEZEBICOVWTEEREET32EOHBANCET ZEROIE,. EH
REXREF1 7TRBI1EDEEEZ I LENBEDNEHFCHWT, RTEZRHSOERRVERENIE. A
BIRUIES IS - TITDM TWB LR AET I - OICDELELEZRHTH-> . UTICETZIHDE VD,

7 ROTEBERSOERBEEORE

1 ETEZRHFSOER. RF

7 ROEBEHSOERAERAEEE L. NIITEEE § 3B EBHEBOHEENESE
I RTEZBEFSONYIT T

F RETEZEHRSOET

N ROTEZRFSDEZE

(2) RAE1 2KF1EE1SVICHET S [FIAEL» SOREE] 3. THAORAEETHIATEI8EES
ISR, HBVREBEBFERIFSNEZDDEN I,

. BFIAEOXAICEAT S IREESR
MAE1 2RFB1IRB2S5MICAET S [RDICET 2HMICET 558 &1 BFABEORYDFEKRED
EBROEBICERLEENEZECHDE WD,

4. RIFERFOMBEILICAT HRESHER
(1) RRZE1 2KF1REIS/\OREFHKE . BAFBICRET 2 ELICHAT 2 EBHXBHFFHIRZETHNE VI,

(2) RAIE1 2RF1IREISKICEAT B5ciRE . BEEFHRIR RERICERSINWIEREZET). BEERE
g (BHNICERINIERICHTZHD) RUBERRICEAD(RELEREEE VD,

5. BRERUVRLMREEICAET HRGEHMAF
(1) RAE1 2FFB1EE 4S5 A DECsRE @, AREDORBFRUE. AREEOHAICET 3 1FRALVICARE
ICRIREOERMEDCHRVEBERICEATILREECHDEL D,

(2) FREAIZE1 2XKF1IBF4SANEHER. 771774+ —ILRUBABH S X TLDEBEDS 5, EELIRE
AT (BEREOAKE. X ETEFAEHOIP 7 RL X, BEASFEEHDOIP 7 RLX, FHLAE
E7O0MINE) 258HDE VI,

() ARANE1 2FFE1EE 45/ \DCHRE &, PBAEFRFHKMOEBEICET 35LHD > 5. BEDEBICHRSIEE
LSADOBREICET 3B RUVEEICEATIHDE L D,

(4) FRAIE1 2KFE1IRE A4S DR E 3. FFADRBKRI E ISR S N AFFRICHRIRE ICED CHEREENDE
DR EECHDE VD,

(5) MRBIZE1 2KFE1IEFE 4 S RDiEHE E. HEORTFICEATIEHERV A TLOERBICEATI2BEEET D
DEWVD,

(6) REIZE1 2B 1 IRFE A4S DEHFE . BAXMENDRELRA, FBAEHBOFIEE L  BRELRIER
URBEISRMRED NREERRENFILE UK BAECRECHETIEH (771774 —VRURARI Y X
TLOBENDS B, BELREERTELRER). ThoNEFICHTIREBERVZDOEIRICET 28RS
EEECHDEV D,

6. EWMFIEICI SR
MAIZE 2REATRICHET 5 [EHNAEICS BERICRIERER] (CL3FRFTFEE. UTOVWThALPOE
HEmi-TAECLBREFEN D,

7 LEEKREAROABTERTTEIEN TED LIS, EFETERZOMOMER. AXL—FT1 TR
TLROT TV =23 a4l - RELTH I &, IS, EFEIERZOMOMEE. T —T 1
PUVATLRUOT TV = a2 ¢ BHT 25618, SEGREREDEBEEBRTIIEHFICSL
W, RERAEEELSELWT &

1 LUECHREFOFEIEHECLZ I ENFRINIFOHEICIE. FIBORREFRICEEL DD &R
BFIBZEEPBTHREV, 2720, TOE REABTDOELMRUBEEEBREH LV -DDO+SEERE
PEIhTWVWBI &,
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21 BF B4 - RELRBICREYT 3 EFFOME

¢y | =n

2-1

BTESR - BIARBICHET B E5FNOAE

M. EFEL  FAXEBEEOESE| TRNUVAETESR - BAEBICHET 2 ESETHVSNTWVWIHED

BRPERICOVWT(EEHE L,

EFEL

ERHNECHFICEHRT I EN TEBIBRICOVWTITOLNBEETH > T. RDEH
DVTHICHEETIHEDE VD,
1. YR LB E T EEDERICRBI DD THBIZEERTEDDHDT
Hd &,
2. HEBRICOWTHENITTHNTVWEWDE DL EHRT I ENTEDIHDT
HdZ &,
EFEREIBMPIUIMEZERT D20, BEOHEMIERE L Thiauwy, HEES
T3, PKI (Public Key Infrastructure: /ABSEERRIER) BT EX-—XILAET I
WEBDWBFEREDEEEH/NL-LTVWBIEWVR D,

S H8— 2-2. PKI (Public Key Infrastructure: ABi##s3sEE4R)

L= p e

EFHAR. BENAXZOMBAOMBICE > TRRET I LN TCELEVWART
ESNBEC8TH-> (. BFHERICLIZBERNIEORICHINEI B D E WD,
—MBEIZIE. T ZXIRICH— REEICEFEINEDDE VD,

PRAERT

FNAZERUVEZBRRAEL EDOKRDICICL., HERAAENEFERET DD TH
32 EMRTHEDICHVSNBER (FU2NEBLDHBEEFIAEEDARRE)
WYUFZFAEICRDIODTHD I EEAPATHERZEE VD,

HERIRE

BFEEDISE., TDARICICL TERANLEZIPFTHIZENTEZHBDE L TEHE
STEHIREREIHEETEIHDICDOVWTITONBRAEZE VD,

FRRERRRERTS

BETERFZEOREREE WL L. BEEZVLEEDAEXRHZ VD,

RIERM AR

REAEBORICHEHT 35D 5> b EFIFAZEDERNIIEERICHV 2 EFETE#Z
DEDEEIEE VD,
S 2.2 $35EF (CA: Certification Authority)

SRR IR

BEoBEFAFAENHAELER T3 -HICHVWSONBEHEE LD,

FIRE MR R

HEoONAEFRRUTAERNFS ERBF T2 HICAVONZEREE VD,

RERRE

RAXFHRMERETIEE VD, /2L, BAEBARMBD > 5. ERARK
FEDHANPHES N TVBEERR,

RELEMBEIC I, ERFBA AV ANREEERE, ERE -4 -FICL3ERY
AT LENRLMERZ X2V T BRI VETH S,

FIRRAE

BARBOFIHOFALET2EE VD,

HRAE

BOWTIOEFERICOWIRIIESEZFAETI2EZ VD,
BRAICES N, EARETEL,
S H— 2-2. F|F%& (Subscriber)

ELIRAE

FREEL SEFERIPTTHONABEROEEEZS T, HYEFAEN N ULETERETT
SbDTHBIZEEHERTHEE VD,
S HB— 2-2. #R5F#& (Relying party)

ETFIAE

[FIRAEZERRITS] WUZFEEICRZI OO THDZ L BT 2D IC1ER
T 2 ERMEHEE VI,
EFAEICIE. FIREOEFIHFAESCRABNOEFIRAE L EN H B P, BFE
ZBEICEWTHICEFIIBE R L -HE1E. FHEEOEFIIFAZE 25T,
BH— 2-2. EFIAHE (Certificate)

ETFAIRAZ DX

EFIFAEOKRI & 1E. EFFAEOEMHBATH 2 ICHHES T, YULEFIIH
EDMHERDEBRZEE WD,
BFIAEE. ZOADHBRICEVW T, FIREED S EFABAZTORDDFERY H
S EENEEFHRREICKHEH INI-FRHICERELEGSIDOPERIN - ES
EICRIEN B,
/o, BEFEFREDKRIDICEAT 21EIRICOVWTIE, UTOEBEBEIPRBEREE L TE
HENTUWDB,
1.BF G CUZEFIRAEORMNNOER B Z DMOERIICRET 218% & SN A&
IC&VECERT B &
2. EFAIFAEDEHEAICE W T, BRIZFFAEH, S5 DKRHIZIE U BEIMIICEET
DHEZDMDAEEICEY ., BRRIAEPRNICEAT 21B5HREBTSZICHER TS &
PTEBLIICTBI &,

S H&— 2-2. CRL (Certificate Revocation List : EFEFBAZEX%Y X 1)

HRAEELREIFES

NAENPEFBERET LD THB I 2RI HDICHVSNBRFETE LD,
B~ 2-2. FIAEARR

HRAEELFS

HNAENPEFZELETOLDICAVWIRSE VD,
SH—2-2. FIREWERR

RITEELNLIFS

ERRIENEFARENORTE MBI S LDICHVRIFS £V D,
S~ 2-2. FREIR D AF#

RIOTEELFS

EFRENRTE 2RI 2 -ONHBETH> (. RITEVETFARENETE
BICHWRRFSE WV D,
SH— 2-2. R/ OME

fesait

FIREZRFSOPRTEZRGSY) B, BAVFECLNMBAICE > TERAZ L
BARBICHEBZEEW D,

ROTEEATSOER.
ERICERTSESRE

RTEERNS FREIROMER) 2R CERLRETIEEEZ LV D,
£ H8— 2-2. HSM (Hardware Security Module)
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BEFEROFRN
(BEFERAD=HDOT N
JVZXL)

EFELRUDGEBEICET 2 ERICEDCBEZMRBODBE RS 188T] TR
HE5NTWVWBARIE. RDBEYTH B,
(FR21F4R240 #BE EHBE. BEEFESTE 11 SIS LV —HBAIE)

ORSAARTH-T. Ny aE@HELT

SHA—-1%2FERT3HD (727 F8RIF 12840 113549 1 15)
SHA—256%#FHT2b0D (#7217 F#AIF 128401135491 1 11)
SHA—-384%#FEHT3b0D (#7217 F#HIF 1284011354911 12)
SHA—512%FHAT2bD (#7217 blAIF 128401135491 1 13)
DIB, EV1TRELBIEREN 1024 Ey NUEDBHD
ORSA—PSSAX (# 7Yz pl#RIF 1284011354911 10) TH-T.
Ny 2BEEELT

SHA—1 (#7277 &RIF13143226)

SHA—256 (#7217 bR F 2168401 1013421)
SHA—384 (#7217 bR F 2168401101 3422)
SHA—512 (#7227 bR F 2168401101 342 3)
EERATIHON G, EV1T7AELBIAREN 1024 Ey MUEDED
OECDSAAKXTH-T. Ny PaE@HELT

SHA—1 2FEHT2HD (77 FRIF 12840100454 1)
SHA—256%#EAT3bND (4717 M#BIF 12840 10045 4 3 2)
SHA—384%#FAT3bMD (#7217 M#AIF 12840 10045 4 3 3)
SHA-512%FRAT26D (#7217 FlAIF 12840 10045 4 3 4)
N6, EAHROESEERUMEN 160 Ey MUEDHD
ODSAAXRTH-T. Ny aBFELT

SHA—1 2FEHT26D (717 bRIF 12840 10040 4 3)
THY ., D, EV21T7RELBIRE, 1024 E Y FOBHD

¥ SHA-1 (Zx L. SHA-224, -256. -384. -512 3. £ &HTSHA-2 &EvwWwbhh
TWa,
BB 2.2 #7217 MEFIF (OID:Object Identifier )

LA FUANELEEORE

EFELZDS B, PKI (Public Key Infrastructure: /ABISEFREIEAE) T2 N— XL ATF Y RIVEBZHMICEE
TARIERHEICOWTEEDE L=

ETAIAERTIKE

sl & .
\2, 3

BTSSR

BEREH

(FAFEREF)

RITEERIRIFTSICHF
PEFIERAENEZ
SHA-1 TE# L /-f&

REIENEFAEE /Ny S 2BHTH S SHA-1 FHVWTEBRLAEZ160EY FD
Ny a{EEWVD,
BEE— 22 Ny afE

> > LS

(CPSPRApFHREFREA)

BFARERT (WGl N (5o soniEREsR)

©

4 A )
FIFADERA BTE
¢ BTHE

(BTIHE ] AR BT IRE

FATHREE) ﬂ BT IREDRA G @ ﬂ

SfaEOsN gy Al || e |-----
ﬁ;. ) LQ M
s v YT 2l PN
-\
)

EFHEA
(REEHOFIAEE)

EFNE -
M) SEEB
ﬂ (231 %)
e | E o= )

(REEENT)

N AV} - |
BFNE

— I\ a(E

EFESR EFER EFEL ]
O A DR &= ﬂ <1-
] — B REAMKL sts
N— 2y
R—H» B D A

— Ny afE

ARL (Authority
Revocation List :
EEISHLEES D)

DR DEFRIFAE R UAEEBEEPAE DA EARHI(C. SRAER DMERDETA1L.
HERMEAEERFDERICL ) KU RARDEFAEAE R VBERRE
DIVZA b 2DV MMIIF KU -BFRPAE 2T L LBERPEFERE1T D0

CP (Certificate
Policy : SEFAZEKR ¥)

WALE N EFIAE 2 RT T 2RDERAAH 2 ED -XE

CPS (Certification
Practice Statement:
REERFERRE)

DR/ DEREME. TEMEMANICRT OIS, BRABDOER. BOERK - BIE.
FZCELT, ERAAHEEDL S ICERASE DL EED -XE,
S BB —{1$% B. CPS DIBKE

"

o
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| 22 FUANBLEENRAE

CRL (Certificate
Revocation List :
EFHASEHBUAD)

EFIIFAEOEDEEFIC. EFAETHEANRTDOERE. BEROMHK - BHED
BRHICEKY., BITUAEFARAEERIL RIS, BBABIPAKRT 2EFIAZED
KNERTIBRD Y X by EFFEAZTERR) X M. KL A-EFIFAENES.
KB, KDEHEEHNTHINTVS, ZOU X M, KU -BFEREE
ERITULBIABDEBRZRYVMEI NS, EFHAEOXINEREEMT I2FEEL
T. ftiC OCSP 7" % %,

SHB-{1$# A-2. CRLOZ7O7 71 JL

CSR (Certificate
Signing Request)

BEFIAEZRITISBRDTE L 5T — %, CSRICHEBFAAENETEKRENA

FRIEENTHE). TOLRBICRTENEREMNE L (EFAREERTT %0

T2 LT, PKCSH#10 B ENH B,

GPKI

(Government Public
Key

Infrastructure : BT
PREEELR)

ERFETHHEEDETI O 2—%y MFEEZFIHL TRV Sh3EFXEIC
D2WT, ZOXNEPEICZDREAN “J:o’(T’FﬁJ?,éﬂ\ ARICHEN, W &%
HICHERT 200 HEA, B8, BEFMICIE. ARRBESHFANICLIZ2ZREAY
TR DEREE S X T LT H V). BCA t%W‘é‘ CA » 5 Eh 3, GPKIIC
BEY 31ERIE. http://www.gpki.go.jp/ ICTAREhTW3,

HSM (Hardware
Security Module)

BEREDENR. FRE. FIALEICHVWT, EXa VT« 2BETIENTERT

BN—FKY17, RETI7ERXIHAD-0ODIERE (TH4E >/ HEBE) #BA T3,

IA (Issuing
Authority : #1TIR)

FEABOEHBD S5, BFIRERTEBRUBLERONBEROER. EEETD
HR,

OCSP (Online BFHAEIRIL TWEIDEI P EERTE/-0DF 51 /L_ot 3 EFIEAE

Certificate Status BIFIETHY . ¥—/¥ (OCSP LXK Z) ICHLT. 75147k (OCSP V)

Protocol) JIX%Z) POBFIARAEI KL VI ERVEDE. *f—/%\%lil%’&%h‘
W3,

PKI ’A\Eﬁﬁﬁﬂﬁ‘“ﬁt SBTFVANEBRERWERI LV XATLT, &) TELXEBB

(PublicKkey EBEEA 22—y PBELEEICHEIZDEF ) T HEROE-ODIFMITH S,

Infrastructure:

DR ER)

RA (Registration
Authority : B8#F)

BERBDORBD > 5. BERFHBETOHEE, T0FHE. ETFAAERTHRED
AAWER, EFAIFAERTICLELBEROER. IAICH T 2BFIIFABRTEKRE
THdo

URI (Uniform
Resource Identifier)

IETF @ RFC2396 (CHWT. URI & URL PEZES N T3,
URI I3 AR XL 28T ESEL VY- (14 -3y FEICREL W)
ERTET 2 7-HDREHKXTH S,

URL (Uniform
Resource Locator)

URLIEA > EZ—2y PED) Y —ZXEBETE-0NDRIEERTH 3,
=& A, http.//www.ledec.or.Jp/ DEHICFEEh 3,

X.509

(Information Technology-
Open Systems
Interconnection-

The Directory:
Authentication Framework)

ITU-TORREET L —LT—T7ICEATBRIET. EFFEAE T+ —~7 v MIDWTE
ELTW3,

ISO/IEC 9594-8 £ LTHMEI LTV 3,

RFC3280 Tl& X.509 (1997 E) n"&BIhTH V., EFIFAZEIE X.509ver3 ©
k. BFEEAE RSN X M iE X.509ver2 DRI HWLS N T3,

F7T U MBRIF EEMIC—EHR & h 2 EEEFER (SO, ITU-T) ICE#FLAHINFTH D, &

(OID : object FHAETERI2BR7IVIVILBEIE. #7227 MEAFELTEH SN

identifier) TWaHDHEHRI NS,

|7 NEABEESARICH I ARBEMWBRERONT,
BNRTD—HDHETHESIELEZDDIE, BRTOMEDERTUHIESTZHVWKEE
O, —FH (ERE) zH=IC L. bh (AR 22T %,

EEET—4 HSM (BBSEY1—I). Y X7 L, KEBFEEHHIT (BT 3) OICEKkSh.
HEEINBZDENDH DT —2ETRUADED, (Bl : PIN, ISZATL—XEE) 7
J5F14J1—3> F—%4 (Activationdata) EHLV I,

X)) TF+EE VATFLXXy NI —TEORE. BMECOWTEF VT ELPSEBINDIER

EEE&EE“% Enuni%@@ﬁﬁﬁgc\_ij’b—( EQQHEEQ$MT§E—(%% [/fC%%nEEH anl‘.ul—tﬁm
NEFEDIE UM ZRIET D 7-DICRITT 2BIARBDEFIIRE

SENEEEE CP., CPS & E DU EBAIXFNERICEE T 2HTESEICHK > (EBPIPERI N
DPEILEFHET S &,

ELIRLE FUANELEZ MY, BRIETHEOANE Y —NEEIET, KEEDHLLIR

(Relying party) EHEEZLOHRBIIHEV H 3.

*EEE%EE%E!H% 2 o@ﬁtﬁ 5 nun.EE |‘ X ’I’ /@;mniE}E.lb\ % h% n%?ﬁ' l/ 7‘:: %%HEEH§€$EEHUEET 5
=2, HEICRITT 2EFIIFAE, GPKI Tli. iT& CA E REI CABCEZERE
SREIGIRAZE # XA B 4. Zh 7 nb‘ BCA AR GIGIFAZE 2 XX|T 2 2 & IC &
> CHERHLZTTO.

[ IAY 115 RET7V7H2ZXCH LT ZDOBRADEREZRLEY., T—2%EHETIZ &L,

TF— R RET DHEE, FET7 7 XD ER T AIEFBRIEEE. RET7 7 XD
57— R 5BhET DAEREME. RE7 7 XL TT—2%HET 30
BT D RIEXHAERESE N & B,

T1LIMIY—I

EENGT L7 MNIIBEERES. 2y N7 —UVRBATRET S EVAIEELT —
ZN—AZT, BFAAECAMERZEEBML TART S EICFIAET NS,

EFiIAS NRBIFAZEE DV, HIRFEEE. LHINLEBIPRETEIZEZIATIE
FHIXE, RIAB/PILEANREERBD O A, RABDEREMNESETZZET. 7D
NBBROIEYUMERIIT 5, EFAEICIE. BTER. FIRER. EFRAZED
B3R, FIREOARSELE ENVEE I N TV,

SHB{142 A-1. EFEBHEOO7 7ML

EFIAESOEEAR ETFIIFAERTEIICEKET 2 EFIFAEL B T H 2 HiR,
BFMICIEEFIRE 707 7 1 VORKBBAR ERTHEBOB OB TH 3,

RLE EFAEDRIT - BHF - k3h. RA/DOWBRBOLER - RERVFHENDER %

(CA : Certification THOHE, —MRICBIIBIE. FIREOEE - B4 21T7O BB (RA). SFIIEEE

Authority) DREIT - EEBZTORTH (A). SFHARASORDEREEEZARTIVURI MY
HEICLWIEBR SN D,

EE S [FN¢: EBRRIAEHIFHEDEFIAEHICMINTWIRBRIIENER 2R T 2K ICH

W38,
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R/ DOWE R REIEPFEEDEFIIAESE #RITT3BIC. FIREOSFIREENERICH
W3,
Ny aiE XNEPHFELEENT -2 (AN1E) 2—EORIDTF—% (HAOE) CTBH]-T S/

HOFIE (%) ocezNny Ya@HeEVvw, Ny L BEERAVWTHAS N
B [Ny > afE] ER, Ny P 1BHIE. BE42200AHEL»SELCHDE
FEHTA PR EHED S, £/ HOEIPSANEEBETEZEBR
HTHd, Ny TafEld. Ny Y 1BAROBET—RICRESZZENS T2 H—
Tk (B Ebbh T3,

TV SRR

BRYORFLD CHERAIAIFAE 2 30 U, AR EFIREE T ABIRN I &o 18

7 2 ZIVE B ELE DI IR

3-1 IETF (Internet Engineering Task Force)

(BCA:Bridge CA) BRIk & LT A2 & T . RBAF/IIBCA EMERBII T B &1L,
B4 BCA ICED 3510 CA TRITENAESFIFAENRIINI TE. HHEEALF
BEE B,

7a7714N EFHEAER VU CRL/ARLICE TN B3 F—2DAREEEL BN,

SB-18R A1 EFEHEEOCO7 71

U 574 )
(Repositories)

BEFAIFAE RV CRL/ARLZ 2L ART BT —N—Z, T4 LI MUH =N
PERINBZZENS,

FIRE FOANBREER L, ZTRADOANELEY—NEEIET, MAEERETS

(Subscriber) BAEbLH D,

FIRE AR RSA. DSA & & D ARBEERMI THEHRAI NI ERTO—H CRIERFZICARS
h 38,

FIREMER RSA. DSA & EDARBRESHM TERAINZIEBNTO—H THRAZEARADAH R
BHL. AICHRIZT 28, MRETELINADOEI. YFMWBHRICHISLAA
HBTULIERBIITE AL,

) J5IRAE IR OMEHIFIC, FAIFCHEET A EELEIHULVERARDHENT EH VR

BOBENT OREFRERLET 5 720 ICRTS W B3 EFIFRE,

IETF PKIX
(Public-Key
Infrastructure
(X.509))

128—%y MIHIZ 70 INVOFEMOBELEREFT L TVWE M2 -3 b
DFTRYEEIERS IETF (Internet Engineering Task Force) Dt ¥ 12U 7 1 HHD
1207 —*%>57IW—7, EFFFAERY CRL/ARL D707 71 J)L% PKIICE
HEY370 M ERETL TV, IETF TEE I h /=413 RFC (Request For
Comments) & L CARENh 3B,
http://www.ietf.org/html.charters/pkix-charter.html

RFC2560

(X.509 Internet Public Key Infrastructure Online Certificate Status Protocol-OCSP)
FLIALICEBEFARERMERLETO7ARMINERELZRF2 X2 b,
http://www.ietf.org/rfc/rfc2560.txt

RFC 3279 (Algorithms and Identifiers for the Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL) Profile)
ETFAFAZPETIAELRNY X MW EZAREEDES TN IY XL EZDA T
17 MERIFICEET 3 RFC Th %, ANRFC OFE & L T, 2005 & 6 BIZ RFC4055
EPHESNhTVWE, BR7INIVILDF TV 17 MVERIFIREFIRAE O 77 1)L
D signature 7 4« —JL KD algorithm (CEE& s h B,
md2WithRSAEnNcryption

OID={iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1) pkes-1 (1) 2}
md5WithRSAENcryption

OID={iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1) pkes-1 (1) 4}
sha-1WithRSAENcryption

OID={iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1) pkes-1 (1) 5}
sha224WithRSAEnNcryption

OID= {iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1) pkcs-1 (1) 14}
sha256WithRSAENcryption

OID= {iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1) pkes-1 (1) 11}
sha384WithRSAEnNcryption

OID= {iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1) pkes-1 (1) 12}
sha512WithRSAEnNcryption

OID={iso (1) member-body (2) us (840) rsadsi (113549) pkcs (1) pkes-1 (1) 13}
id-dsa-with-sha1

OID= {iso (1) member-body (2) us (840) x9-57 (10040) x9cm (4) 3}
ecdsa-with- SHA1

OID={iso (1) member-body (2) us (840) ansi-X9-62 (10045) Signsture (4) 1}
B http://www.ietf.org/rfc/rfc3279.1xt http://www.ietf.org/rfc/rfc4055.txt
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3-1 IETF (Internet Engineering Task Force)

3-1 IETF (Internet Engineering Task Force)

IETF PKIX
(Public-Key
Infrastructure
(X.509))

RFC3126

(Electronic Signature Formats for long term electronic signatures)
TUANBREDME, TURNBRIINT B 21 L2 TOFE, EFiIHAEL
KIBRMORFETHOZEN TES LIS, REPBFDEL M2 TEITWA2E
HTWIRABZ T+ —~ v MEFEERELAZRFF 1 X2 K,

[RX http://www.ietf.org/rfc/rfc3126.txt

PKIX EFEDH S
=% TIN=T

RFC3280
(Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile)
PKI DEKRK LA, BFIIFAE CEFARERIIV I MOT7AT 71 IVICET
% RFC T. RFC2459 OE#HTH %, ARFC DffiE & LT, 2006 £8 AIC
RFC4630 &5 h T3,
[RX http://www.ietf.org/rfc/rfc3280.txt
2008 £ 5 A(Z RFC3280 ME#hR & L T RFC5280 @& s h T\ 3,
[RX http://www.ietf.org/rfc/rfc5280.txt

SE-R A EFHEAERVCRLOTAT 71V

PKI Profile for IPsecPKI4IPSEC WG
X.509 ;ERRE M IPsec CHOFBICEATIRNT XTIV —TTH 53,

S/MIME WG

128—2y bDEFA—I (MIME) OtX1UT1 2 RTZ:0HIC. TU%
IWEBEZXESE EDHRDIFEELERFEL TWEIT—F 2T JTI—-TTH3,
http://tools.ietf.org/wg/smime/

TLSWG

128—%y MIHITBEREE 70 b2V TH 3 Netscape Communications #t 4
U7 SSL OIZE(LERFT L TVWBT—F 2T T —TTH 5,
http://tools.ietf.org/wg/tls/

Z DOAthiZ. Long-Term Archive and Notary Services & & ##5F L TWd T —F% >
TIW—ThENH 3,

RFC3647
(Internet X.509 Public Key Infrastructure Certificate Policy and Certification
Practices Framework)
CPECPSODIL—LT—U5BELERF 242k,
AR RFC (3. RFC2527 MFEFHHR T & V). 2003 £ 11 A Informational RFC & % - 7z,
[RX http://www.ietf.org/rfc/rfc3647 .txt

ZH—{}8% B. CPS DEKE

RFC4210

(Internet X.509 Public Key Infrastructure Certificate Management Protocols)
BFRIAEDMFR. ERICHP L TOREICEATA7O0MINVERE L KF 2 X
> b T. RFC2510 DEFHIRTH %,

[RX http://www.ietf.org/rfc/rfc4210.txt

RFC4211

(Internet X.509 Certificate Request Message Format)

BFIIAEERA v t—2 T4 -7y FERELAZRF 2 X2 M T, RFC2511 D
EHRTH B,

[RX http://www.ietf.org/rfc/rfc4211 .txt

ZOMBIC, BRENWARF 2 X2 NPEFIHAREORI Y —NET7 I/ €X 7O D
JVEFRTE L 7= RFC3029 (Internet X.509 Public Key Infrastructure Data Validation
and Certification Server Protocols) . % 1 L X 2 > 7IZBIE L 7= RFC3161 (Internet
X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)) %> RFC3628 (Policy
Requirements for Time-Stamping Authorities) % E® RFC 7% %,
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3-2 ITU (International Telecommunication Union)

ITU-T
(International
Telecommunication
Union-
Telecommunication
Standardization
Sector)

ITU RERRES (UN) OFEPIHERETH Y 3 DDZRELTEFIN S 5,
ZND1D2TH3ITU-T Tk, EXEEOUZE. GENFIHZENE L -EEER®E
EEEDESRBERELIFATH 3,

http://www.itu.int/ITU-T/

X.500 > —X
LEEGY—EX&RMHET S22 BRI ITU »BAZFE L 7= OSI (Open Systems
Interconnection) M5« L7 ~VICEAT 5 &% (Recommendation) o

X.509

(Information Technology-Open Systems Interconnection-The Directory :
Authentication Framework)

ITU-T DRBFET L — L7 —JICET 5848 T, BFRIAE 7+ — < v bCOWVWTESR
LTwW3,

ISO/IEC 9594-8 £ L THMESI N T3,

RFC3280 Tl X.509 (1997 E) #&BahTH V). EFIFAZE X X.509ver3 O
K. BFFFAELRZN X M3 X.509ver2 DFXPABAVS N T3,

X.520

(Information Technology-Open Systems Interconnection-The Directory: Selected
Attribute Types)

ITU-T DRBRMERICET2HETH B,

RFC3280 Tl X.520 (1993) W& &I h T35, BFIAZEORTECFHHAED
BlEE, ABIEICERL TV B,

SESl | ROMT Y 2 NBLMEOIEE(LILR - 85

NIST
CREFERITHMAR
National Institute
of Standards and
Technology)

NIST #%R7E L /= FIPS CKEEIRIEHRULIZIZ# Federal Information Processing
Standard) M5 6., FURINEZICEET 2ELIZEITIRDEN) TH D,
http://www.itl.nist.gov/fipspubs/

FIPS 140-2

(Security Requirements for Cryptographic Modules)

O E1—2EBEVRTLOBESEY 2 —VMICEAT2 X271 ERGE2EEL
W3,

XL VTABELANICE. RELANILADPSLANILT ETH B,

FIPS 180-1 Secure Hash Standard (SHS)
TIURIWEBRZICAWS /Ny 2 BBOERICOVWTEEL TV,

FIPS 180-2 Digital Signature Standard (DSS)
TFTUANEBRZICAWSREZTINI) XLDOERICDOVWTERL T3,
2000 FIZ FIPS 186-1 DFEFHhk & L T FIPS 186-2 /AR S h 7=,

PKCS
(Public-Key
Cryptography
Standards)

K[E RSA Data Security #t(Z & 5 /AREIES HICE T 3 FHATHELE D PKCS (Public-
Key Cryptography Standards) T#H V). T 2IERICEET 2 ELEEITRDE
VTH B,

http://www.rsa.com/rsalabs/

PKCS#1 Cryptographic Cryptography Standard
RSABES AR ETERE LA TH Y. BRI Version 2.1 TH 3,
http://www.rsa.com/rsalabs/node.asp?id=2125

PKCS#7 Cryptographic Message Syntax Standard

TUANEBEPREEEEC A v t—JICAT I —MIEBNEESE LR TH Y.
RIS Version 1.6 25 HTH 3,
http://www.rsa.com/rsalabs/node.asp?id=2129

PKCS#10 Certification Request Syntax Standard
BFIAAERTEKRTERXEERZ LK TH Y. FHEE Version 1.7 TH %,
http://www.rsa.com/rsalabs/node.asp?id=2132

PKCS#11 Cryptographic Token Interface Standard
ICH—FREEDBESTNAADALEZ2T1—XETEELEAETHY .. BEIL
Version 2.20 T&% %,

http://www.rsa.com/rsalabs/node.asp?id=2133

PKCS#12 Personal Information Exchange Syntax Standard
EREEFIARABELL BT I -ODHEEEELEHETHY . BER
Version 1.0 T& %,

http://www.rsa.com/rsalabs/node.asp?id=2138

Z OhiZ PKCS #8 (Private-Key Information Syntax Standard) & E» % %,
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CRYPTREC
(CRYPTography
Research &
Evaluation
Committees)

ARICHIIBESRMOFIMM IO 7 FTH 3,
EFEREICHIIIETEBRDLLMEIE CRYPTREC DFHMAEiER I SEICI LTV
%,

CRYPTREC EEBNDAR & LT, [EFHATHERS) X ] PRBEES L UOREE
EEDPLRARINTWVWS,

TR 15 EFE2 RICRES WA [EFHBATHERS) X M ICRARRHES - BR L
L T DSA. ECDSA. RSASSA-PKCS1-vi_5. RSA-PSS»&H ). /Ny > 1%L
L T RIPEMD-160. SHA-1. SHA-256. SHA-384. SHA-512 »*% %,
FEBEFEREICETIBSICOVWTORMIREZT> TV 3,
http://www.cryptrec.go.jp/

ISO/IEC
JTC1/SC27

ISO (ERRIZ#{LH44E International Organization for Standardization) & IEC (E
RETIEHESEE International Electrotechnical Commission) D#EIZEE% (Joint
Technical Committee 1) M1 DTH VY. BFREFx 21U 7+ HNEROEFIEEE
AT LT3,

SC27 (IT Security Techniques) (C1Z. IBES 2O WG »HY) . WG2 T IT &
FAUTAEMEADZILAKE LT, FEEX TV 2INEBERZEZDZEE(LICERY)
HATWD, WG TlEHREF 1 7 BREM LMERM. WGB3 Tldtx 2V
T A FHMEREDZEE(LEED TV B,
http://www.iso.org/iso/stsndards_development/technical_committees/list_of_iso
technical_committees.htm

ANSI
(CRERBIGS

American National
Standards Institute)

ANSI TlE. KEICH 2 TEHRX Y —EXDHRIEROHE—IZELEREFTLTWVD
HRITH V). ANSI X9.30 X ANSI X9.62 £ ETT IV RIEBRICAT IZEEED
W3,

http://www.x9.org/home

ETSI

(ERMEREEFELES:

European

Telecommunications
Strandards Institute)

ETSIEFRMICH 1T 2 EHMEFRROZEELET L TV SHETHY) . EFERICE
HEIB3XEEARALTWS,
O ETSI ES 201 733 Electronic Signature Formats (REIZEZ 7 5 — < v M)
OETSITS 101 903 XML Advanced Electronic Signature

(XML IRREABEZ 7+ —~ v b)
http://www.etsi.org/WebSite/homepage.aspx

ZOMOBEFERICEAEYT 2 - e L TIETREY H 3,

O CEN (ExMiZ#{tZE% : European Committee for Standardization)
http://www.cen.eu/cenorm/homepage.htm

O IEEE CREIEZEREFFS | Institute of Electrical and Electronics Engineers)
http://grouper.ieee.org/groups/1363/index.html

O W3C (The World Wide Web Consortium)

http://www.w3.0rg

ETERAZE RUCRLD ﬂ
ZR 771 oy

A

HILEE ) dn bl @7

RFC3280 ICEBE L THh D, BFHAE O 771 LOELEBICOWTRRLE T,

FAENPEFIPAE AT 3FRICIE.

EFFIFAENREANR 2 EAICHEDRTIVLENHVETH, BFICERLIA

B & LT, subject (FIFEE ). subjectAliName (FIFERIR). validity (BX)ERRE). issuer (RIT&ER) & &

nHYET,

FFfl3. RFC3280 #&HL TT &L,

FHZFRAEDIE B I
AR
version EFIFAERRD X.509 DEFEIAET X/ -2 3 >
N—Y3> 5l 2 (X.509ver3 #%& )
serialNumber RTES EBTiRAEE 1 =— 7 #HAT 28BS

signature

ZBL7INTY XL

BFIREICEE T RICHAT3EET7ILTYXLDOID
5l 1.2.840.113549.1.1.5 (shalWithRSA)

issuer

RITER

RITE BRI T 5158

C (E% : countryName) il JP (A7)
O (#B#% : organizationName)

OU (#B#tERFT : organizationalUnitName)
CN (Bf7#&E D3RR commonName) % &

validity
notBefore
notAfter

BRHHARE

BFRIFAE DA AR
(B & & 2R C B T L < & BT RERE)

subject

HAEEHR

FIFEE %857 2155

C (B4 : countryName) il JP (H#)
ST (#RERFE R : stateOrProvinceName)
L (FRETALLT O1EFR localityName)

CN (FIF#E DK% commonName) % &

subjectPublicKeyInfo
algorithm
subjectPublicKey

FIAE OARRIER

ARPOTILIY) X LB ENRHR
5l 1.2.840.113549.1.1.1 (RSAEncryption).
ARBEOE v b5

HRIRFEI

authorityKeyldentifier SRAL B SRR T BB DEFIIPAE DFERICHV 3585 F

5l EBERBDARED (SHA1 BED) Ny afE
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3.1 Initial Registration THAE SR
3.2 Routine Rekey EFIAREDEH
3.3 Rekey after Revocation EFARERDEOBRT
3.4 Revocation Request EFIIRRE DRIEEK
4. OPERATIONAL REQUIREMENTS EREH
4.1 Certificate Application EFIREDHREE
4.2 Certificate Issuance EFIREDHIT
4.3 Certificate Acceptance EFIEAAE DO ZEHER
4.4 Certificate Suspension and Revocation EFIIFAE D—BHZIE &K%
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5. PHYSICAL, PROCEDURAL,
AND PERSONNEL SECURITY CONTROLS

5.1 Physical Controls
5.2 Procedural Controls

5.3 Personnel Controls
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6. TECHNICAL SECURITY CONTROLS
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6.1 Key Pair Generation and Installation

6.2 Private Key Protection

6.3 Other Aspects of Key Pair Management
6.4 Activation Data

6.5 Computer Security Controls

6.6 Life Cycle Technical Controls

6.7 Network Security Controls

6.8 Cryptographic Module Engineering Controls
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7. CERTIFICATE AND CRL PROFILES

EFIAEE CRLOTOT 7ML

7.1  Certificate Profile
7.2 CRL Profile
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8. SPECIFICATION ADMINISTRATION EAREIR

8.1  Specification change procedures TR FH &
8.2 Publication and notification policies ARROERAE
8.3 CPS approval procedures CPS ABFH =
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1. INTRODUCTION

B3

1.1 Overview

1.2 Document name and identification

1.3 PKI participants

1.3.1 Certification authorities

1.3.2 Registration authorities

1.3.3 Subscribers

1.3.4 Relying parties

1.3.5 Other participants

1.4 Certificate usage

1.4.1 Appropriate certificate uses

1.4.2 Prohibited certificate uses

1.5 Policy administration

1.5.1 Organization administering the document
1.5.2 Contact person

1.5.3 Person determining CPS suitability for the policy
1.5.4 CPS approval procedures

1.6 Definitions and acronyms
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2. PUBLICATION AND REPOSITORY RESPONSIBILITIES REAEVRTI MY
2.1 Repositories JRI R
2.2 Publication of certification information NEEE
2.3 Time or frequency of publication PEDAZE (AREPEXEHFZ1I2T)
2.4 Access controls on repositories DARY M) DBREE
3.IDENTIFICATION AND AUTHENTICATION kBl & ’REE
3.1 Naming B
3.1.1 Types of names E Sk
3.1.2 Need for names to be meaningful Al DERRT S
3.1.3 Anonymity or pseudonymity of subscribers B & X 1R E DFI A
3.1.4 Rules for interpreting various name forms Al DEERARA
3.1.5 Uniqueness of names HAlBD—BM
3.1.6 Recognition, authentication, and role of trademarks EIZZEIC DV T
3.2 Initial identity validation FRESFEF DO HE AR AR
3.2.1 Method to prove possession of private key WERROFEHRZBLHE
3.2.2 Authentication of organization identity FIHEOBHEROERHE
3.2.3 Authentication of individual identity FAERANDWERSE
3.2.4 Non-verified subscriber information RBTEHWHIAEER
3.2.5 Validation of authority FIAE OB CHEFIICRI T 2 FERHERT
3.2.6 Criteria for interoperation HEERICET 2EH
3.3 Identification and authentication for re-key requests FEEHRFOFIFHE A AFEED
3.3.1 Identification and authentication for routine re-key BXDERRE T (4 O EEFAFOF AEAN A DR
3.3.2 Identification and authentication for re-key after revocation KIDEDFEEIICH T A AMERS & FBAE
3.4 Identification and authentication for revocation request | K%hEEKEFDFIFEE RN DR
4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS BFIREDT A 741 JILEREMH
4.1 Certificate Application EFIIAAEDREE
4.1.1 Who can submit a certificate application FARAE
4.1.2 Enrollment process and responsibilities FIHRAEDREI EEE
4.2 Certificate application processing EFIIFRERFEEE (BHRER)
4.2.1 Performing identification and authentication functions | FIF&E A N DHESRETE
4.2.2 Approval or rejection of certificate applications EFARERFOHES
4.2.3 Time to process certificate applications EFARAERFEDIC L DR
4.3 Certificate issuance EFAFRERTER
4.3.1 CA actions during certificate issuance BFAIFAERTEBIROFRE PHEBER
4.3.2 Notification to subscriber by the CA of issuance of certificate | B FRIFAERITICEET 2 FIHEADEH
4.4 Certificate acceptance BFEIFAE D Z MR
4.4.1 Conduct constituting certificate acceptance BB DS EER A &
4.4.2 Publication of the certificate by the CA RETRICL 2 BERDEFAAED AR
4.4.3 Notification of certificate issuance by the CA to other entities | TR » 5 BB & EANDOEFIBAERTAN
45 Key pair and certificate usage FIHES S UBRBRAEICH T IENT EEFIAREOHE
4.5.1 Subscriber private key and certificate usage FIEEICH T 2TRGEEETFIAEORE
4.5.2 Relying party public key and certificate usage ZEIREE CH T B /AFE E EFIAREDHE
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4.6 Certificate renewal

4.6.1 Circumstance for certificate renewal

4.6.2 Who may request renewal

4.6.3 Processing certificate renewal requests

4.6.4 Notification of new certificate issuance to subscriber
4.6.5 Conduct constituting acceptance of a renewal certificate
4.6.6 Publication of the renewal certificate by the CA
4.6.7 Notification of certificate issuance by the CA to other entities
4.7 Certificate re-key

4.7.1 Circumstance for certificate re-key

4.7.2 Who may request certification of a new public key
4.7.3 Processing certificate re-keying requests

4.7.4 Notification of new certificate issuance to subscriber
4.7.5 Conduct constituting acceptance of a re-keyed certificate
4.7.6 Publication of the re-keyed certificate by the CA
4.7.7 Notification of certificate issuance by the CA to other entities
4.8 Certificate modification

4.8.1 Circumstance for certificate modification

4.8.2 Who may request certificate modification

4.8.3 Processing certificate modification requests

4.8.4 Notification of new certificate issuance to subscriber
4.8.5 Conduct constituting acceptance of modified certificate
4.8.6 Publication of the modified certificate by the CA

4.8.7 Notification of certificate issuance by the CA to other entities
4.9 Certificate revocation and suspension

4.9.1 Circumstances for revocation

4.9.2 Who can request revocation

4.9.3 Procedure for revocation request

4.9.4 Revocation request grace period

4.9.5 Time within which CA must process the revocation request
4.9.6 Revocation checking requirement for relying parties
4.9.7 CRL issuance frequency (if applicable)

4.9.8 Maximum latency for CRLs (if applicable)

4.9.9 On-line revocation/status checking availability

4.9.10 On-line revocation checking requirements

4.9.11 Other forms of revocation advertisements available
4.9.12 Special requirements re-key compromise

4.9.13 Circumstances for suspension

4.9.14 Who can request suspension

4.9.15 Procedure for suspension request

4.9.16 Limits on suspension period

4.10 Certificate status services

4.10.1 Operational characteristics
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T2 7A LAPAER MMM Y - EXDRHEICONT
I >4 LiIPRERIEER Y — EXFIRHOES
Z Db DEBFFREE T HE
BOBIEROIFRIZEH
ETIRE—BELOES
ETAIFAE—BEIEERE
ETIIFAE D —RHE R TR
—RHE L AT RERARS

T 274 LEAIPAERIIMMERR S —E X

T 274 LAFRE AR Y — EXDERAE

| B CPS OiERKE
4.10.2 Service availability #2514 LAERER MR Y — EXDOFIA
4.10.3 Optional features By —EZDRFICDONT
4.11 End of subscription FIFEED 5 DFIFETERFEICDWNT
4.12 Key escrow and recovery F-IX70O0— () C#ET
4121 Key escrow and recovery policy and practices ¥F-—IX70O0-ERETICAET 2 EERFIE
4.12.2 Session key encapsulation and recovery policy and practices | v > 3 >80 H T HIL EBRIETICRAT 5 A8t & £HFIE
5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS e - B8 - ERHEOER
5.1 Physical controls YRR EIE
5.1.1 Site location and construction BT & BEEE
5.1.2 Physical access MBT 7R
5.1.3 Power and air conditioning BiR & 2R
5.1.4 Water exposures IKERHIERT SR
5.1.5 Fire prevention and protection B AR
5.1.6 Media storage BHREDKERR
5.1.7 Waste disposal BEEEALIE
5.1.8 Off-site backup AT NN IT T
5.2 Procedural controls ES lik=gd
5.2.1 Trusted roles BEBDKRE
5.2.2 Number of persons required per task ZEEOPDEANE
5.2.3 Identification and authentication for each role BEB DA NS & B3
5.2.4 Roles requiring separation of duties ESDHERSE
5.3  Personnel controls BEEE
5.3.1 Qualifications, experience, and clearance requirements | Z8 D& - 1R - &4 3
5.3.2 Background check procedures REDWR AL
5.3.3 Training requirements BHINR
5.3.4 Retraining frequency and requirements BHEIROEREE & B
5.3.5 Job rotation frequency and sequence EBO-T—Ya DEEEHE
5.3.6 Sanctions for unauthorized actions EBNERIFE
5.3.7 Independent contractor requirements FRZHOEH
5.3.8 Documentation supplied to personnel EEERER
5.4  Audit logging procedures ExOy
5.4.1 Types of events recorded FCERT DI N b
5.4.2 Frequency of processing log ESOJ DFERSEE
5.4.3 Retention period for audit log EEO J{RFHARE
5.4.4 Protection of audit log EEOJORELAE
5.4.5 Audit log backup procedures EEOTDINY TT v TFE
5.4.6 Audit collection system (internal vs. external) EEROYT Y AT LDEREBET (KSR & 5HER)
5.4.7 Notification to event-causing subject AN MEREE AN DR
5.4.8 Vulnerability assessments JiEB5] kRl
5.5 Records archival IRESE (153
5.5.1 Types of records archived RETIRESE (1BHR)
5.5.2 Retention period for archive REEE (1FHR) DORFHRE
5.5.3 Protection of archive REEE (B3R DREFHE
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5.5.4 Archive backup procedures

5.5.5 Requirements for time-stamping of records

5.5.6 Archive collection system (internal or external)

5.5.7 Procedures to obtain and verify archive information
5.6 Key changeover

5.7  Compromise and disaster recovery

5.7.1 Incident and compromise handling procedures

5.7.2 Computing resources, software, and/or data are corrupted
5.7.3 Entity private key compromise procedures

5.7.4 Business continuity capabilities after a disaster

5.8 CA or RA termination
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6.TECHNICAL SECURITY CONTROLS
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6.1 Key pair generation and installation

6.1.1 Key pair generation

6.1.2 Private key delivery to subscriber

6.1.3 Public key delivery to certificate issuer

6.1.4 CA public key delivery to relying parties

6.1.5 Key sizes

6.1.6 Public key parameters generation and quality checking
6.1.7 Key usage purposes (as per X.509 v3 key usage field)
6.2  Private Key Protection and Cryptographic Module Engineering Controls
6.2.1 Cryptographic module standards and controls

6.2.2 Private key (n out of m) multi-person control

6.2.3 Private key escrow

6.2.4 Private key backup

6.2.5 Private key archival

6.2.6 Private key transfer into or from a cryptographic module
6.2.7 Private key storage on cryptographic module

6.2.8 Method of activating private key

6.2.9 Method of deactivating private key

6.2.10 Method of destroying private key

6.2.11 Cryptographic Module Rating

6.3 Other aspects of key pair management

6.3.1 Public key archival

6.3.2 Certificate operational periods and key pair usage periods
6.4 Activation data

6.4.1 Activation data generation and installation

6.4.2 Activation data protection

6.4.3 Other aspects of activation data

6.5 Computer security controls

6.5.1 Specific computer security technical requirements
6.5.2 Computer security rating

6.6 Life cycle technical controls
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6.6.1 System development controls 22T LEREERE
6.6.2 Security management controls X2 UTr ERERE
6.6.3 Life cycle security controls SATHALIILDEx1 T 1 EE
6.7 Network security controls E R EAE SRS ¢
6.8 Time-stamping 2L LRET
7.CERTIFICATE, CRL, AND OCSP PROFILES EFEIFAE. CRLE OCSP O 7O 771 L
7.1 Certificate profile EBFFFAEOTOT 7 1L
7.1.1 Version number(s) EFIPAEDN-Y 3 %S
7.1.2 Certificate extensions BFELRAE DR
7.1.3 Algorithm object identifiers TIWTYXLF T 7 NERIF
7.1.4 Name forms Al DR
7.1.5 Name constraints A& DHK
7.1.6 Certificate policy object identifier CP #7717 hiRlF
7.1.7 Usage of Policy Constraints extension FRREAR U SRR D {ER
7.1.8 Policy qualifiers syntax and semantics FREEAR ) AT DB R OB
7.1.9 Processing semantics for the critical Certificate Policies extension | 7 U 7 1 #JVEEBEEAR Y L Hi5R
7.2 CRL profile CRLZ7OZ 71
7.2.1 Version number(s) N=2 3 &S
7.2.2 CRL and CRL entry extensions CRL & CRL entry #k5R
7.3  OCSP profile OCSP 7O 774
7.3.1 Version number(s) N—=I 3 %S
7.3.2 OCSP extensions OCSP #i5k
8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS HEYMER & Z OMETRE
8.1  Frequency or circumstances of assessment EEBDIRE E EREM
8.2 Identity/qualifications of assessor EBEADEE
8.3 Assessor's relationship to assessed entity EEE A ERREHER
8.4  Topics covered by assessment ERRE
8.5 Actions taken as a result of deficiency ERREROMIC
8.6 Communication of results ERRERDOAR
9.0THER BUSINESS AND LEGAL MATTERS O E T 2 ARV EES
9.1 Fees #e
9.1.1 Certificate issuance or renewal fees BFIFAZEORITRUEFFE
9.1.2 Certificate access fees EFIRAEDNT 7 & XL
9.1.3 Revocation or status information access fees BFIIFAE DRINEHRS BRI E
9.1.4 Fees for other services Z DMEREEY — E X ICEET 2814
9.1.5 Refund policy R UAE
9.2 Financial responsibility MEHEE
9.2.1 Insurance coverage 1R &R
9.2.2 Other assets ZDMDEEICDNT
9.2.3 Insurance or warranty coverage for end-entities FIFREENDIRE
9.3 Confidentiality of business information ET 2 X EDOWMBRIBEROEEICDOVNT
9.3.1 Scope of confidential information AREROHNREIE
9.3.2 Information not within the scope of confidential information | FAZRIFMDITRIEIB
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9.3.3 Responsibility to protect confidential information
9.4 Privacy of personal information

9.4.1 Privacy plan

9.4.2 Information treated as private

9.4.3 Information not deemed private

9.4.4 Responsibility to protect private information

9.4.5 Notice and consent to use private information
9.4.6 Disclosure pursuant to judicial or administrative process
9.4.7 Other information disclosure circumstances

9.5 Intellectual property rights

9.6 Representations and warranties

9.6.1 CA representations and warranties

9.6.2 RA representations and warranties

9.6.3 Subscriber representations and warranties

9.6.4 Relying party representations and warranties
9.6.5 Representations and warranties of other participants
9.7 Disclaimers of warranties

9.8 Limitations of liability

9.9 Indemnities

9.10 Term and termination

9.10.1 Term

9.10.2 Termination

9.10.3 Effect of termination and survival

9.11 Individual notices and communications with participants
9.12 Amendments

9.12.1 Procedure for amendment

9.12.2 Notification mechanism and period

9.12.3 Circumstances under which OID must be changed
9.13 Dispute resolution provisions

9.14 Governing law

9.15 Compliance with applicable law

9.16 Miscellaneous provisions

9.16.1 Entire agreement

9.16.2 Assignment

9.16.3 Severability

9.16.4 Enforcement (attorneys' fees and waiver of rights)
9.16.5 Force Majeure

9.17 Other provisions
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