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"Recommendation of the Council concerning Guidelines Governing the Protection of Privacy and Transborder
Flows of Personal Data"BABMDOESLUFY D FIIREDBEMICOVWTIZERBROEE CTHSJIPDECHETEE
T2, HARTAV DAY FIIREAREBIR THREFICA—BHROONDHE. FYTFIUVROTFIHMBESIND, FF
FRIFRERTH > T, EREICIRFEX ZS RNz,

The quality of the Japanese version of the work which is "Recommendation of the Council concerning
Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data" and its coherence with
the original language text of the work are the sole responsibility of JIPDEC as the author of the Japanese version
of the work. In the event of any discrepancy between the original work and the Japanese version of the work,
the text of the original work shall prevail.

OECDIZ &34 Y P FIVIR(FEZEIRET T2 ZZBIR) IZU T DI A MV THRITSINTWVS:

Recommendation of the Council concerning Guidelines Governing the Protection of Privacy and Transborder
Flows of Personal Data

Recommandation du Conseil concernant les Lignes directrices régissant la protection de la vie privée et les flux
transfrontieres de données de caractere personnel

© 2013 JIPDEC for this Japanese edition

Originally published by the OECD in English and in French under the titles:

Recommendation of the Council concerning Guidelines Governing the Protection of Privacy and Transborder
Flows of Personal Data

Recommandation du Conseil concernant les Lignes directrices régissant la protection de la vie privee et les flux
transfrontieres de données de caractere personnel

© 2013 JIPDEC for this Japanese edition

BHEMEXE

Annex

T73ANI—RELBAAT - OEBRRBICOVTDOH SISV
Guidelines governing the protection of privacy and transborder flows of personal data

B8 M
PART ONE. GENERAL

EE
Definitions
1. RHARZAUIZENT,
1. For the purposes of these Guidelines:
a) [F—2EEE|LE. BRECL>TAAT —ORABRVABICBBLTCREERZEI2EZRRL. SZEHEENIE

ZORIBAD, BET -2 E. RE. LEELCIRET 20BN EMDE,
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BABHRREZOCHIBRE A

a) “Data controller” means a party who, according to national law, is competent to decide about the contents
and use of personal data regardless of whether or not such data are collected, stored, processed or
disseminated by that party or by an agent on its behalf.

b) MAAT—%]LiE. BRI SNICXEHISNIZBEAGT—ER)ICEIZTRTCOBHRERLET 5,

b) “Personal data” means any information relating to an identified or identifiable individual (data subject).

) [FIANY—%RETEI L. BERNOERIETRAUNZERL. UHEDOMITICED. RHARIAVE—BMHEER
THEAANT —SREOHREB T 5,

c) “Laws protecting privacy” means national laws or regulations, the enforcement of which has the effect of
protecting personal data consistent with these Guidelines.

d)  [TIANRS—HITHEBB LG, TIANY—%RET DERORITICHRIETZB L. AEOEBIIHTFREEZXTS
SHEREE T MBELIRE T 2LANEEAZEKRT S,

d) “Privacy enforcement authority” means any public body, as determined by each Member country, that is
responsible for enforcing laws protecting privacy, and that has powers to conduct investigations or pursue
enforcement proceedings.

e) MAAT—20EKBRBILEERZEZ T AT —90RBIETIILEEZEKRT D,

e) “Transborder flows of personal data” means movements of personal data across national borders.

HARSA > DEREE
Scope of Guidelines

2. RHARSAVIE MBAAT -5 ONIBOEKEEFBOMEE LFBERICEL, TIANY—RBAAOERANOBEHE
B5<7-0. AN SFIZRMAFICET2EAT —F OB WICBERT %,

2. These Guidelines apply to personal data, whether in the public or private sectors, which, because of the
manner in which they are processed, or because of their nature or the context in which they are used, pose a
risk to privacy and individual liberties.

3. AIARSAY QRS EICHTENGERBRICHD . TXRTORAZHEEFENICERLETNEESEN, ROARSA I,
ROZEZWIF2HDEBIRLTIERSL,

3. The principles in these Guidelines are complementary and should be read as a whole. They should not be
interpreted:

a) EAAT—sOMBERVZORE. RE. WEBERFRHEOBERIL. BAT—SOBEDEBVNCGUT, EL2RERE.
BRTHZE. X,

a) as preventing the application of different protective measures to different categories of personal data,
depending upon their nature and the context in which they are collected, stored, processed or disseminated; or

b) FIAOBAEAHKICHIRTIHD,

b) in a manner which unduly limits the freedom of expression.

4, EITARZADBEADBRASINDHINE. BROEHE. BRORLRERFRFRBICEFRIZDOHED

4. Exceptions to these Guidelines, including those relating to national sovereignty, national security and public
policy (“ordre public”), should be:

a) TEBIRNDLECTBIE. RU.
a) as few as possible, and

b) ERIHMLLOZZLE,

b) made known to the public.

5. EREROIDIIFHNDOBEICE. TARIALOEFE, EHPHICHITIENDODILICE > TEEERITHIELDH D,

5. In the particular case of federal countries the observance of these Guidelines may be affected by the division
of powers in the federation.

6. ETARSAVIIRIBERORELEDZHDTH o, TIANY—ROMAADEREREST 2-ODEMNNEELHTS
BIZOICAWBIENTE AAT—FOMBERBICHEELE25HDTHD,

6. These Guidelines should be regarded as minimum standards which can be supplemented by additional
measures for the protection of privacy and individual liberties, which may impact transborder flows of
personal data.
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F28 ERERICHITSERRA
PART TWO. BASIC PRINCIPLES OF NATIONAL APPLICATION

UREFIPRDRAY
Collection Limitation Principle

7. BAT—2DOWNEICEFIREFRIT. WVOEDEAT —5d, BEIOREEFRICE- T RUDEIGCTT —FEHIC
BHRIL. NEREZEIL ETNEITRETH S,

7. There should be limits to the collection of personal data and any such data should be obtained by lawful and
fair means and, where appropriate, with the knowledge or consent of the data subject.

TF-IRBDRA
Data Quality Principle

8. BAT—%E. FIBENOBERICEVNTHAL, »OMBENOERICHELHEFATER. T2 RUEHORAIC
RORETH 2,

8. Personal data should be relevant to the purposes for which they are to be used, and, to the extent necessary
for those purposes, should be accurate, complete and kept up-to-date.

BB DR
Purpose Specification Principle

9. BAT—2ONEENIE. T NESNTHFALDHENICHFEL. BEFNBENOERICHELRENICEITIEEN
GRRAXEZ0OENTOFA . ZOFMBENICFAELEVWAETITO. MBENEZZEEIIICHI->TIERZD
HMEBENEREIRETDHD,

9. The purposes for which personal data are collected should be specified not later than at the time of data
collection and the subsequent use limited to the fulfilment of those purposes or such others as are not
incompatible with those purposes and as are specified on each occasion of change of purpose.

FIRAFIRDEE
Use Limitation Principle

10. AAT—%id. EOHICLVIFESNI-BNBAOBROT-OICBRT 22, FIRATRELREBICECIEXIZZDOMBDO S
THRALTRAEDRW, 72720, UTOBERIDORI TEGRL,
10. Personal data should not be disclosed, made available or otherwise used for purposes other than those
specified in accordance with Paragraph 9 except:
a) TIERORBLDHIHE. XiF.
a) with the consent of the data subject; or
b) ERICEIIBLE,
b) by the authority of law.

REREREORA
Security Safeguards Principle

11, AT -2 ZORKELIZAET /LR, 8. FEFA. ASAXBRIVWEDOBHICXL. BN TR RER
BEHEITOINETH S,

11. Personal data should be protected by reasonable security safeguards against such risks as loss or
unauthorised access, destruction, use, modification or disclosure of data.
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BABHREZOCHIBRE A

VNG|
Openness Principle

12.  BEAT—5DFER. BV, RFZDFEIZOVWTE, RESNI-—IEHEHCE DO RITNIEEDEV, ZDHEIER,
BAT—OBEERPHEEICHLT. 20X ELFBENELDICT s EEEOHI XS BE OFEMEZRMTEEH
BILETRIRETH D,

12.  There should be a general policy of openness about developments, practices and policies with respect to
personal data. Means should be readily available of establishing the existence and nature of personal data,
and the main purposes of their use, as well as the identity and usual residence of the data controller.

EASIDEREEA
Individual Participation Principle

13,  BAAEIROENZE TS,
13. Individuals should have the right:
a) TYEBRELIBCIKEIZT—IEHRBLTIVILENCOVWT, Ty EEBENFZOMOEI OEREEZZL,
a) to obtain from a data controller, or otherwise, confirmation of whether or not the data controller has data
relating to them;
b) BZICEIET—9RELTVSEICNL. B%T 9%
b) to have communicated to them, data relating to them
. BEMGHIRMIAIC.
i. within a reasonable time;
i. DEDPDHIHEE. BEICLESAVWERT,
ii. atacharge, if any, that is not excessive;
i. BEMNLHET. D,
iii. in a reasonable manner; and
V. RADEHELPTVWHIET,
iv. in a form that is readily intelligible to them;
BEicEolLobndz e,
c) EtR@ERUD) OBERNSEETINIBEICIE. ZOBANRBEINZIERVEZOLIGETICHLTERERILTEIIL
BTEDHIE,
c) to be given reasons if a request made under subparagraphs (a) and (b) is denied, and to be able to
challenge such denial; and
d) BCKBT2T SN TERERLUTIIERVEZOEBLROONIBEICIE, 20T 5% H K. FTE. BL1b.
WHIHDZE,
d) to challenge data relating to them and, if the challenge is successful to have the data erased, rectified,
completed or amended.

BEOERA
Accountability Principle

14, F—sEEEIT. LROERANEZERTI/-HODOIEETETIELEHET 2,

14. A data controller should be accountable for complying with measures which give effect to the principles
stated above.

£33 HEDETT

PART THREE. IMPLEMENTING ACCOUNTABILITY

15, FT—9EBEFIUTOZLCETEET 2,
15. A data controller should:
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a) UTOTFANS—AxIANT OIS LEBETEIE,

a) Have in place a privacy management programme that:
. BETICHEZINTOBMAT—FIITEIHARIA> L.
i. gives effect to these Guidelines for all personal data under its control;
i. BIRWOGFE, RE, &, > T4ETAIZIBL T,

. is tailored to the structure, scale, volume and sensitivity of its operations;

iii. 7ZANY— YR E D GEURREFREBE L.

iii. provides for appropriate safeguards based on privacy risk assessment;

iv. BNF 2 REENDHEAANEREBEEXD =X LEMHEILL.

iv. is integrated into its governance structure and establishes internal oversight mechanisms;

v. EERFA TV IDONIGETEZ S 0.

v. includes plans for responding to inquiries and incidents;

vi. I GRE=SY T RN E R LI RELEERT DL,

vi. is updated in light of ongoing monitoring and periodic assessment;

b) LRI IANY—IRIXNTATITLIBUNCEBSNTNSI LR T IERETUV. I, HEREBI2TI4N
T—HATERE N SITHREE LBETARSA VIR D520 LAZEDRVRODETRES LI ETHEEZE
TEZDMDIEBHN DD KD ICIGLTXIIRT DI E,

b) Be prepared to demonstrate its privacy management programme as appropriate, in particular at the request
of a competent privacy enforcement authority or another entity responsible for promoting adherence to a
code of conduct or similar arrangement giving binding effect to these Guidelines; and

c) AAT—FICEEERIEFTERGEFAVTAEELD-7HE . DEICIGCTT I —ETHREI L ftb D B @E RS IC
BHAIEZE, T AVTARENT — I ERICAMRE RIZTTLBRSNZGEE. Ty EEE IR R LHEET—
FEMRICBRLGTNLEDEWL,

c) Provide notice, as appropriate, to privacy enforcement authorities or other relevant authorities where there
has been a significant security breach affecting personal data. Where the breach is likely to adversely affect
data subjects, a data controller should notify affected data subjects.

B4R ERNERICHIEFRR - BHETBELESENHE
PART FOUR. BASIC PRINCIPLES OF INTERNATIONAL APPLICATION: FREE FLOW AND
LEGITIMATE RESTRICTIONS

16. F—yEEEIZ. BETICHIEAT —FICTL T, H&XT —JOMEICHARE(ETEE LT 5,

16. A data controller remains accountable for personal data under its control without regard to the location of the
data.

17, MBEE. BELEOELOMICEFHEAAT —SDEBRRBICOVWT, TARSAVIC—BI M EREOL IV E
Foredic. (@) OEITARIA > EREMNICETLTVWDEE. XiE (b) RENERITAHZXLRVT -5 EEH
ICEDBASNZBULHEBEZ SO, TOLRERENDHIHE. ZORBEHIIRITOILERIOINETDH D,

17. A Member country should refrain from restricting transborder flows of personal data between itself and
another country where (a) the other country substantially observes these Guidelines or (b) sufficient
safeguards exist, including effective enforcement mechanisms and appropriate measures put in place by the
data controller, to ensure a continuing level of protection consistent with these Guidelines.

18. AAT—OEBERBICITE2VHNELHIRED. BETIURZICHBHILIFIRTRFNIEELT, T—50E>¥FTaE
TAMMICNIBOBHN RS EREERTRETDH D,

18.  Any restrictions to transborder flows of personal data should be proportionate to the risks presented, taking
into account the sensitivity of the data, and the purpose and context of the processing.

E5% ERERE

PART FIVE. NATIONAL IMPLEMENTATION

19. HARSALVERITS2ICHI0. MBEBUTOERZERITRETDH D,

19. In implementing these Guidelines, Member countries should:
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a)
a)
b)
b)
c)

c)

)
d)
e)
e)
f)

f)

9
9

h)
h)
D
i

BABHRREZOCHIBRE A

BUR LA CREBEZToIRELRMLICERO T SANY—REHHERESE.,

develop national privacy strategies that reflect a co-ordinated approach across governmental bodies;
TIANY— % RETDEEEMBL.

adopt laws protecting privacy;

TIANY =TI AR LTI L. SRS OERE D ROICITHEL. BEHNIORET—ELLEECEOCGR
EEATI-OICHBETERMER. VY — X BITNEFMSzHR.

establish and maintain privacy enforcement authorities with the governance, resources and technical
expertise necessary to exercise their powers effectively and to make decisions on an objective, impartial and
consistent basis;

TERBEXIEZOMOERICLZ2EERERHLRIZIEL.

encourage and support self-regulation, whether in the form of codes of conduct or otherwise;

BANDEN ZTHET2/-DDEENEFETIRML.

provide for reasonable means for individuals to exercise their rights;

TIANY —%{RETHE/ BT INEVES BYGHBROEFEFIREL.

provide for adequate sanctions and remedies in case of failures to comply with laws protecting privacy;
HERUVEREFH. e HBREULTICTIANY—REICEI IRMNEBEORN L2 80, HTRLLIEEDFIREZHREIL.
consider the adoption of complementary measures, including education and awareness raising, skills
development, and the promotion of technical measures which help to protect privacy;
T—9BEBEUNDENRIZTAREHE e, ZEAOEENIGCTRESL.

consider the role of actors other than data controllers, in a manner appropriate to their individual role; and
T ERBPRRELRENEZFENLIICTEIIL,

ensure that there is no unfair discrimination against data subjects.

65 BB HEREERM
PART SIX. INTERNATIONAL CO-OPERATION AND INTEROPERABILITY

20.

20.

21.

21.

22.

22.

23.
23.

BEE. TIANY—ROEBTBI TR AERBICTEIHOIC. FIT, TIANY—HTHBOMTIERLEE L+ H
£92ZLIcED, BYLHEBEEZHT INETH D,

Member countries should take appropriate measures to facilitate crossborder privacy law enforcement
co-operation, in particular by enhancing information sharing among privacy enforcement authorities.
MBEE, KAARTAVICEENICEES RIZT T IANY—TL—LT—ROEEER M (RESE2E BB EER
THEEL. ETRETH D,

Member countries should encourage and support the development of international arrangements that
promote interoperability among privacy frameworks that give practical effect to these Guidelines.

MBEE, TIANY—RMMEAAT - OERRBICET IBORRE SO RACMRERME T 27.0IC. BRMICERTSE
SFHEIEIRORBF CHE T RETDH D,

Member countries should encourage the development of internationally comparable metrics to inform the
policy making process related to privacy and transborder flows of personal data.

IRBEIR. ZTARIA> DEFRRDFEMERNRITRETH D,

Member countries should make public the details of their observance of these Guidelines.

XOECDTZANY—HARI4> (RFR) &, JIPDECHOECDOF#EEZBT. —BAFLELE EIBBEKLERE
BRAKRY RAEBRIHBIE FELLEROIHIOHE. BABRURFILIZHBDOTY , HARIAY (R IEAUAT
DYALTHREALTVET,

http://www.jipdec.or.jp/publications/oecd/index.html
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