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IdP  Authenticate

<samlp: Request ...>
<samlp: AttributeQuery>
<saml: Subject>
<saml: Nameldentifier
Security Domain="ecom.jp"
Name="rimap"/>
</ saml: Subject>

<saml: AttributeDesignator
AttributeName="Employee_ ID"
AttributeNamespace="ecom.jp">
</ saml: AttributeDesignator>
</ samlp: AttributeQuery>
</ samlp: Request>

SAMLAuthentication

<samlp: Response
MajorVersion="1" MinorVersion="0"
RequestID="128.14.234.20.90123456"
InResponseT0="123.45.678.90.12345678"
StatusCode="Success">

SAMLAuthentication

<saml: Assertion
M ajorVersion="1" MinorVersion="0"
AssertionlD="123.45.678.90.12345678"
Issuer="Ecom.jp"
Issuelnstant="2002- 01- 14T 10: 00: 23Z2">

<saml: Conditions
NotBefore="2002- 01- 14T10: 00: 30Z"
NotAfter="2002- 01- 14T10: 15: 00Z" />

<saml: AuthenticationStatement
AuthenticationM ethod="Password"
Authenticationinstant="2001- 01- 14T 10: 00: 20Z2">

<saml: Subject>
<saml: Nameldentifier
Security Domain="ecom.jp"
Name="rimap" />
</ saml: Subject>
</ saml: AuthenticationStatement>
</ saml: Assertion>
</ samlp: Response>

56




WS-Federation(WS-Trust Token Issuance Request)[WSTRUST]

Palicy
Security
To kqn
Service | Security

Taken

Policy /
Requester
Sacurity
Token \

ﬂ Claims
Policy |
SeWe_b
™ICE
Sacurit
T T|::«L-L:Jv¢'ml:Ir H tlaims “
3-17 WS-Federation Request/Response/
Security Token
<S:Envelope xmlns:S="..." xmlIns=".../secext" xmlns:wsu=".../utility>
<S:Header>
< Security>

<UsernameT oken wsu:ld="myT oken">
<Username>NNK</Username>
<Nonce>FKJh...</Non ce>
<wsu:Created>2001 -10-13T 09:00:00Z </wsu:Created>
</UsernameT oken>
<ds:Signature xmIns:d s="...">

</ds:Signature>
</Security >

</S:Header>
<S:Body wsu:ld="req">
<RequestSecurity T oken>
<TokenType>wsse:X509v3</T okenType>
<Request Type>wsse:Reqlssue</RequestType>

<Base>
<Reference URI="#myT oken"/>
</Base>
</RequestSecurity Token>
</S:Body>

</S:Envelope>
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Response

<S:Envelope xmins:S="..." xmiIns=".../secext" xmins:wsu=".../utility">
<S:Header>

<Security>

<Binary Security Token
wsu:ld="myT oken2"
ValueType="wsse:X509v3"
EncodingType="wsse:Base64Binary">
DFJHuedsujfnrnv45JZc0...

</Binary SecurityToken>

<ds:Signature xmIns:ds="...">

</ds:Signature>
</Security>

</S:Header>
<S:Body>
<RequestSecurity TokenResponse>
<RequestedSecur ity Token>
<Binary Security Token
ValueType="wsse:X509v3"
EncodingType="wsse:Base64Binary">
M IIEZzCCA9CgAWIBAGIQEMtJIZCO...
</Binary Secur ity T oken>
</RequestedSecurity T oken>
<RequestedProofT oken>
<ds:KeyInfo xmins:ds="...">
<ds:KeyValue>

</ds:Key Value>
</ds:Key Info>
</RequestedProofT oken>
</RequestSecurityTokenResponse>
</S:Body>
</S:Envelope>

SAML Assertion
<S:Envelope xmlns:S="...">
<S:Header>

<wsse:Security xmins:wsse="...">
<saml:Assertion
MajorVersion="1"
MinorVersion="0"
AssertionID="Security T oken-ef375268"
Issuer="elliotw1"
Issuelnstant="2002-07-23T11:32:05.6228146-07:00"
xmins:saml="urn:oasis:names:tc:SAM L:1.0:assertion">

</saml:Assertion>
</wsse:Security>
</S:Header>

<S:Body>

</§:.Body>
</S:Envelope>
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Authentication Details
® Liberty Alliance Project
Liberty Authentication Context

identification, technical Protection, Operational Protection

(security audit, records archival), authentication Method(smartcard

Governing Agreement
® \\S-Federation

Profile
® Liberty Alliance Project

POST WML(ECMAScript)

(Bindings Profiles)
® \WS-Federation

Session
IDP SP LAP WSF

Liberty Alliance Project HTML/SSL
WS-Federation WS-SecurityConversation

WS-SecurityConversation

( )
3.5.5
Liberty IdP
SP IdP
SPIdP
IdP SP
) IdP
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3-18 Liberty

3.6
3.6.1 RBAC(NIST)

Role-Based Access Control (RBAC) UNIX

RBAC

RBAC

National Institute of Standards and Technology(NIST)
2001 RBAC RBAC 2004
2 RBAC  ANSI INCITS 359-2004 American National Standard Institute(ANSI)
International Committee for Information Technology Standards(INCITS)
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@

RBAC 6
3-11 RBAC 6
(USERS) S/
(ROLES)
RBAC
(0BS)
CPU
(OPS)
(PRVS)
(SESS)
6 3-19
User Assignment Perrpission
@ Assmnment
user -sessik ﬁssian -roles
3-19 Core RBAC([RBAC] )
) RBAC
RBAC RBAC
rll rl rl ril
ril rl
(rl1l) (rd)
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ri
ril ril ri

ril ril

RBAC

€)
RBAC RBAC

RBAC 2
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3-12

3.6.2 XACML XACML

@

XACML

XACML

XACML(eXtensible Access Control Markup Language) SAML
(PDP  Policy Decision Point)

PDP

XACL(XML Access Control Language)

XACL

XACML  XACL

SAML
XACML ~ SAML J2SE  CORBA

® PEP(Policy Enforcement Point)

PDP PDP
SAML  PEP(

® PDP(Policy Decision Point)

PEP
SAML  PDP(
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® PAP(Policy Administration Point)
PDP

® PIP(Policy Information Point)

PEP SAML
Subject
A
\ 4
L/ |- |-
Requester PEP Context | ppp PAP
) — Context N
Policy
Obligation
Obligation
Service
3-21 XACML
XACML 3-21 Policy Context Context XML
2004 12 Core Specification: eXtensible Access Control Markup Language

(XACML)Version 2.0 Committee Draft

® SAML 2.0 profile of XACML

® XML Digital Signature profile of XACML

® Privacy policy profile of XACML

® Hierarchical Resource profile of XACML

® \Multiple Resource profile of XACML

® Core and Hierarchical Role Based Access Control (RBAC)profile of XACML, Version

2.0
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(@) Context Context
XACML Context <Request>

Context
<Request xmIns="urn:oasis:names:tc:xacml:1.0:context"
<Subject>
<Attribute AttributelD= ...>
<AttributeValue> ... </AttributeValue>
</Attribute>
</Subject>
<Resource>
<ResourceContent> ... </ResourceContent>
<Attribute AttributelD= ...>
<AttributeValue> ... </AttributeValue>
</Attribute>
</Resource>
<Acction>
<Attribute AttributelD= ...>
<AttributeValue>Read</AttributeValue>
</Attribute>
</Action>
<Environment> ... </Environment>

</Requst>
Context <Subject>
<Resource> <Action>
<Attribute>
<Environment>
Context PDP Context
<Target>
Context
Context

<Response xmlns="urn:oasis:names:tc:xacml:1.0:context"
<Result ResourcelD= >
<Decision>Permit</Dicision>
<Obligations> ... </Obligations>
</Result>
</Response>
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Context <Decision> Permit Deny
PDP
<Decision> NotApplicable <Decision>
Indeterminate
<Obligations> Context
<Obligations> <Obligations> PEP
®
XML <Rule>
<Rule> <Target>( )
<Condition> <Policy> <Rule>
<Obligation>
<PolicySet> <PolicySet>
<Target> <Policy> <Obligation>
PAP(Policy Administration Point) PDP
® Rule
<Rule> <Target> <Subjects> <Resources>
<Actions> <Conditions>
Context
<Subjects> <Resources> <Actions>
( Permit Deny) (Effect)
® Target
Target <Subjects> <Resources> <Actions>
3 <Subjects>
<Resources> <Actions> PDP
Context
True False
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> <Subjects>

<Subject> Context
PDP manager
20
Context
<AnySubject>
> <Resources>
<Resource> Context <Resource>
<Subject>
<AnyResource>
> <Actions>
<Action> Context <Action>
SAML(Security Assertion Markup
Language) Read Write Delete
<AnyAction>
® Condition
<Condition> <Target>
<Target> <Condition>
<Condition> True False
PDP Context <Target>
<Condition> <Condition>
Context <Target> <Condition>
True Effect Permit Deny
<Target> <Condition> False <Rule> NotApplicable
® Policy
<Policy> <Rule> PAP 1
<Policy> <Target> <Rule>
<Obligations> ID PDP
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ID(RuleCombiningAlgID) <Policy>

<Target>
<Policy> <Rule> PDP ID
(Permit Deny NotApplicable
Indeterminate)
<Obligations> PDP PEP(Policy
Enforcement Point) PEP PEP  PDP Permit
<Obligations> PEP <Obligations>
<Policy> PDP
3
® Deny-overrides
1 Effect ““Deny””
““Deny>” ““Permit>” ““Permit””
““NotApplicable”” ““Permit””
® Permit-overrides
1 Effect ““Permit””
““Permit”” ““Deny”” ““Deny””
““NotApplicable”” ““Deny””
® First-applicable
<Target>
<Rule> <Target> Match Condition
True Effect ““Permit”” ““Deny””
““Permit”” ““Deny””
Context
““NotApplicable”” ““Indeterminate””
® PolicySet
<PolicySet> <Policy>
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PAP 1

<PolicySet> <Target> <Policy> <PolicySet>
<Obligation> <PolicySet> ID(PolicySetID)
ID(PolicyCombiningAlgID) ID
PDP
3
<Obligation> PDP PEP
[ <polieyset
//' 1 Policy N\

/ | Combining
/ 1 Algorithm AN
1

{<Ob|igations>}—>[ <Policy>
A
Rule

<Subjects>

<Target> <Resources> }

. <Actions>
Combining

Algorithm

3-22

(4) RBAC RBAC-PROF
XACML RBAC
2 Role
Permission Role

Permission <PolicySet> for the manager role
Role Permission
<PolicySet xmIns="urn:oasis:names:tc:xacml:1.0:policy"
PolicySetld="PPS:manager:role"
PolicyCombiningAlgld="&policy-combine;permit-overrides'>
<Target>
<Subjects><AnySubject/></Subjects>
<Resources><AnyResource/></Resources>
<Actions><AnyAction/></Actions>
</Target>

<I-- Permissions specifically for the manager role -->

<Policy Policyld="Permissions:specifically:for:the:manager:role"
RuleCombiningAlgld="¢&rule-combine;permit-overrides'>
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<Target>
<Subjects><AnySubject/></Subjects>
<Resources><AnyResource/></Resources>
<Actions><AnyAction/></Actions>
</Target>

<I-- Permission to sign a purchase order -->
<Rule Ruleld="Permission:to:sign:a:purchase:order"
Effect="Permit'>

<Target>
<Subjects><AnySubject/></Subjects>
<Resources>
<Resource>
<ResourceMatch Matchld="&function;string-match">
<AttributeValue
DataType="&xml ;string'*>purchase order</AttributeValue>
<ResourceAttributeDesignator
Attributeld="&resource;resource-id"
DataType="&xml ;string"/>
</ResourceMatch>
</Resource>
</Resources>

<Actions>
<Action>
<ActionMatch Matchld="&function;string-match">
<AttributeValue
DataType="&xml ;string"">sign</AttributeValue>
<ActionAttributeDesignator
Attributeld="¢gaction;action-id"
DataType="&xml ;string"/>
</ActionMatch>
</Action>
</Actions>
</Target>
</Rule>
</Policy>
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<I-- Include permissions associated with employee role -->
<PolicySetldReference>PPS:employee:role</PolicySetldReference>
</PolicySet>

Permission <PolicySet> for employee role
Role Permission
<PolicySet xmIns="urn:oasis:names:tc:xacml:1.0:policy"
PolicySetld="PPS:employee:role"
PolicyCombiningAlgld="&policy-combine;permit-overrides'>
<Target>
<Subjects><AnySubject/></Subjects>
<Resources><AnyResource/></Resources>
<Actions><AnyAction/></Actions>
</Target>

<I-- Permissions specifically for the employee role -->
<Policy Policyld="Permissions:specifically:for:the:employee:role"
RuleCombiningAlgld="&rule-combine;permit-overrides'>
<Target>
<Subjects><AnySubject/></Subjects>
<Resources><AnyResource/></Resources>
<Actions><AnyAction/></Actions>
</Target>

<I-- Permission to create a purchase order -->
<Rule Ruleld="Permission:to:create:a:purchase:order"
Effect="Permit'>
<Target>
<Subjects><AnySubject/></Subjects>
<Resources>
<Resource>
<ResourceMatch Matchld="&function;string-match">
<AttributeValue
DataType="4&xml;string'">purchase order</AttributeValue>
<ResourceAttributeDesignator
Attributeld="&resource;resource-id"
DataType="4&xml ;string"/>
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</ResourceMatch>
</Resource>
</Resources>

<Actions>
<Action>
<ActionMatch Matchld="&function;string-match">
<AttributeValue
DataType="&xml;string'">create</AttributeValue>
<ActionAttributeDesignator
Attributeld="&action;action-id"
DataType="4&xml ;string"/>
</ActionMatch>
</Action>
</Actions>
</Target>
</Rule>
</Policy>
</PolicySet>

Role <PolicySet> for the manager role
Role Role
<PolicySet xmlns="urn:oasis:names:tc:xacml:1.0:policy"
PolicySetld="RPS:manager:role"
PolicyCombiningAlgld="¢&policy-combine;permit-overrides'>
<Target>
<Subjects>
<Subject>
<SubjectMatch Matchld="&function;string-equal*>
<AttributeValue
DataType="&xml ;string'>manager</Attributevalue>
<SubjectAttributeDesignator
Attributeld="urn:someapp:attributes:role"
DataType="&xml ;string"/>
</SubjectMatch>
</Subject>
</Subjects>
<Resources><AnyResource/></Resources>
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<Actions><AnyAction/></Actions>
</Target>

<I-- Use permissions associated with the manager role -->
<PolicySetldReference>PPS:manager:role</PolicySetldReference>
</PolicySet>

Role <PolicySet> for employee role
Role Role
<PolicySet xmIns="urn:oasis:names:tc:xacml:1.0:policy"
PolicySetld="RPS:employee:role"
PolicyCombiningAlgld="¢&policy-combine;permit-overrides'>
<Target>
<Subjects>
<Subject>
<SubjectMatch Matchld="&function;string-equal*>
<AttributeValue
DataType="&xml ;string">employee</AttributeValue>
<SubjectAttributeDesignator
Attributeld="urn:someapp:attributes:role"
DataType="&xml ;string"/>
</SubjectMatch>
</Subject>
</Subjects>
<Resources><AnyResource/></Resources>
<Actions><AnyAction/></Actions>
</Target>

<I-- Use permissions associated with the employee role -->

<PolicySetldReference>PPS:employee:role</PolicySetldReference>
</PolicySet>
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3.7

[RBAC-PROF] http://docs.oasis-open.org/xacml/cd-xacml-rbac-profile-01.pdf

[1S017090] ISO/TS 17090-2 Health informatics — Public key infrastructure — Part 2:
Certificate profile

[HPKIREPORT]

http://ww.mhlw.go. jp/shingi/2004/09/s0930-10a. html

[JCSICP1] AccreditedSign 1 (V1.22)
http://ww?2. jcsinc.co. jp/repository2/A SignCPS1.pdf

[JCSICP2] AccreditedSign 2 (V2.22)
http://ww2. jcsinc.co. jp/repository2/ASignCPS. pdf

[X509] ITU-T Recommendation X.509 Information technology — Open systems interconnection
— The Directory: Public-key and attribute certificate frameworks

[RFC3281] RFC 3281 An Internet Attribute Certificate Profile for Authorization
http://ww.ietf.org/rfc/rfc3281.txt

[SAML] Assertions and Protocol for the OASIS Security Assertion Markup Language(SAML)V1.1
http://ww.oasis-open.org/committees/download.php/3406/0asis-sstc-saml-core-1.1.pdf

[LIBERTYTUTORIAL] Liberty
http://ww.projectliberty.org/jp/resources/LAP_DIDW Oct 15 2003 jp.pdf

[LIBERTYARCHOVERVIEW] Liberty ID-FF :1.2
http://ww.projectliberty.org/jp/resources/LAP-1D-FF-archtecture-overview-v1.2-JP.p
df

[WSSROADMAP] Security in a Web Services World : A Proposed Architecture and Roadmap
http://ww-128. ibm.com/deve loperworks/webservices/library/ws-secmap

[WSFLANG] Web Services Federation Language(WS-Federation)Version 1.0
http://ww-106. ibm.com/developerworks/library/ws-fed/

[WSSECURITY] Web Services Security:SOAP Message Security 1.0(WS-Security 2004)
http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0.p
df

[WSSUSERTOKEN] Web Services Security Username Token Profile 1.0
http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-profile-1.0.
pdf

[WSSX509TOKEN] Web Services Security X.509 Certificate Token Profile

http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0.pdf
[WSSSAMLTOKEN] Web Services Security: SAML Token Profile
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http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0.pdf
[WSSRELTOKEN] Web Services Security Rights Expression Language(REL)Token Profile
http://docs.oasis-open.org/wss/oasis-wss-rel-token-profile-1.0.pdf
[WSSKERBEROSTOKEN] Web Services Security Kerberos Token Profile 1.0
http://ww.oasis-open.org/committees/download. php/8266/0asis-xxxxxx-wss-kerberos-to
ken-profile-1%200.pdf
[WSFEDLIBERTYOV] LIBERTY ALLIANCE PROJECT Liberty Alliance
WS-Federation 2003 10 14
http://ww.projectliberty.org/jp/resources/wsfed-liberty-overview-10-13-03-JP.pdf
[WSTRUST] Web Services Trust Language(WS-Trust)Version 1.1
ftp://ww6.software. ibm.com/software/developer/library/ws-trust.pdf
[RBAC] Proposed NIST Standard for Role-Based Access Control
http://csrc.nist.gov/rbac/rbacSTD-ACM. pdf
[XACML] 5 PKI  PMI XACML
http://ww._atmarkit.co. jp/fsecurity/rensai/webserv05/webserv0ol. html
6  XACML
http://ww._atmarkit.co. jp/fsecurity/rensai/webserv06/webserv0ol. html
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4.

4.1 e-Authentication
e-Authentication
e-Authentication
EAP(Electronic Authentication Partnership)
e-Authentication
EAP

4.1.1 e-Authentication

@
e-Authentication 2001
(E-Gov) 2 FEA(
)
SAML
Liberty Alliance
i |
! (CSP,IdP)
* Pi
4-1 e-Authentication 3
4-1 FirstGov FirstGov
2 E-Gov http://ww.whitehouse.gov/omb/egov/ e-Authentication

G2C G2G G2B IEE Internal Efficiency & Effectiveness

][ ] ““e-Authentication Initiative: Where we are, How we arrived””(2002/11/21

http://ww.cio.gov/eauthentication/presentations/forum_timchak.ppt [
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e-Authentication

e-Authentication PIN PKI
4 ( ) 4

(2) e-Authentication

e-Authentication
4-2

Policy:
> E-Authentication Guidance for Federal Agencies

> NIST Special Publication 800-63

Tools:

> Trusted Credential Service Provider List

= E-RA Tool (Risk Assessment)

> E-Authentication Technical Architecture

> E-Authentication Credential Assessment Suite
> Approved E-A Technology Provider List

References:

= E-Authentication Cookbook

> E-Authentication Handbook for Federal Agencies

= E-Authentication Handbook for CSPs

> E-Authentication Interoperability Lab Concept of OPs

[ 82 ] http://www.cio.gov/eauthentication/

4-2 e-Authentication

oMB e-Authentication
(e-Authentication Guidance for Federal Agencies) OMB M-04-04
(OMB  Office of Management and Budget) Executive Office of the President Director
Joshua B. Bolten 2003 12
2003 7 1

NIST NIST (Electronic Authentication

7



Guideline: Recommendations of the National Institute of Standards and Technology) NIST

sp800-63 2004 7 Versionl.0 2004 9 Versionl.01
2003 2004 1
2 OvMB
4
OMB NIST 4-3

confidence in
assarted identity
(0.9 7221 LG E)

NIST SP-800-63:
Recommendation for Electronic Authentication

NIST Hifltdi 4% A AELANERISE ST SHHTERET

Litte or no confidence | Some confidence in
in asserted identity auserted identity
{eg. AE®NCLE

usenpassword)

in the asserted idantity
{e.g. 27—+1—F)

4-3 OMB NIST

Trusted Credential Service Providers(TCSP)List: e-Authentication
4
4

PKI PIN

* e-Authentication Credential Service Provider(CSP) Identity Provider(ldP)
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4-1 Trusted Credential Service Provider List(2004/12/22 )

4
Department of the Treasury ( ) PKI 2003/11/03
Department of Defense ( ) PKI 2003/11/03
Department of State ( ) PKI 2004/01/21
Federal Common Policy Framework PKI FICC CPL
http://wmw.cio.gov/ficc/cpl .htm
3
Department of the Treasury ( ) PKI 2003/11/03
NASA ( ) PKI 2003/11/03
USDA/National Finance Center ( ) PKI1 2003/11/03
Department of Defense ( ) PKI1 2003/11/03
Department of Energy ( ) PKI 2003/11/03
ACES/DST PKI 2003/11/03
/
State of Illinois PKI1 2003/11/03
ACES/ORC /ORC PK1 2004/08/18
Federal Common Policy Framework PKI FICC CPL
http://mw.cio.gov/ficc/cpl .htm
2
USDA( ) e-Authentication 2003/12/22 *
ORC, Inc 2004/03/10
OPM( ) Employee Express PIN 2004/12/21
1
ORC, Inc 2003/10/27 & 2004/03/10
USDA( ) e-Authentication 2003/12/22 *
NSF( ) FastlLane 2004/03/15
* e-Authentication
FICC FICC  CPL ( *”Shared Service Providers(SSP)Subcommittee Certified Providers List””)

United States Department of Agriculture/National Finance Center(USDA/NFC)
VeriSign, Inc.
Betrusted U.S. Inc.
e-RA
OomB

5 http://ww.cio.gov/eauthentication/TCSPlist.htm
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e-authentication

1 2 e-RA e-RA
Electronic Risk and Requirements Assessment
e-RA
(CMU/SED) e-Authentication IT
e-Authentication
1.4B
2004
TCSP
e-Authentication
SAML SAML
e-Authentication 3
SAML
e-Authentication e-Authentication
SAML
PIN PKI
(Credential Assessment Framework, CAF)
TCSP
CAF
( ) e-Authentication
e-Authentication SAML 1.0
2004 12 6 9
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4-2

Entegrity

AssureAccess v3.0.0.4

Entrust

GetAccess v7.0 SP 2 Patch 3

Hewlett-Packard

Select Access V5.2

1BM Tivoli Federated ldentity Manager v5.1.1
Netegrity Site Minder 6.0.1.04
Oblix SharelD 2.0

RSA Security

Federated ldentity Manager v2.5LA

Sun Microsystems

JES ldentity Server 202004

Trustgenix

IdentityBridge 2.1

e-Authentication

e-Authentication

e-Authentication
e-Authentication

e-Authentication

Cookbook e-Authentication

e-Authentication

e-Authentication

e-Authentication

e-Authentication

e-Authentication

e-Authentication

81

(CSP)

GOVhandbook

(CSP)

CSPhandbook

e-Authentication

2004

8

Burton



Group BurtonGroupReport

e-Authentication

PMO
ID
e-auth

4.1.2 EAP(Electronic Authentication Partnership)
EAP(Electronic Authentication Partnership)

EAP DC
2003 WG
EAP EAP
6
2004 10
Intent )

e-Authentication

EAP 4
WG
(
WG
EAP
EAP
52004 9 2

(CsIS)
WG
CSIS
2003 12 OMB IT Karen Evans
2004 10
2004 11
136 40 EAP
LOI(Letter of
(PMO) GSA
LOI GSA
WG
WG WG)
WG 3
SWG SWG SWG)
EAP 1
2004
EAP e-authentication

BYLAWS of Electronic Authentication Partnership

(http://ww.eapartnership.org/docs/CompletedEAPBylaws_v1.0.doc)
Electronic Authentication Partnership, Inc.
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EAP

EAP

EAP

e-authentication

(

e-authentication
e-authentication
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EAP Burton Group BurtonGroupReport
e-Authentication EAP
e-Authentication EAP 4-4
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] http://ww.cio.gov/eauthentication/

84



4.2

4.2.1 CEN/SSS(http://www.cenorm.befisss/)
CEN/1SSS(European Committee for Standardization / Information Society Standardization

System)

CEN/1SSS CWA(CEN Workshop Agreement)
CEN/1SSS WS/E-sign

4.2.2 EESSI(http:/mww.ict.etsi.fr/EESSI _home.htm)
EESSI(European Electronic Signature Standardization Initiative)
(EU Directive)
EESSI  CEN/1SSS(European Committee for Standardization / Information Society
Standardization System) ETSI(European Telecommunications Standards Institute)
EU Directive 4

Annex (9]
(Electronic Signature Devices) ( )
IETF  W3C

4.2.3 ETSI(http://www.etsi.org/home.htm)
ETSI(European Telecommunications Standards Institute)
(EU Directive)
EESSI(4.2.2 )

ETSI ETSI ESI(Technical Committee-Electronic
Signatures and Infrastructures) ETSI (ES) ES
201733 2000 ES RFC IETF
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4.2.4 IDA
IDA(Interchange of Data between Administrations)

IDA
ICT(Information and Communications
Technologies)

4.2.5 |ETF(http://mww.ietf.org/)
IETF(Internet Engineering Task Force)

(
) WG Internet

Engineering Steering Group(lESG). RFC(Request for Comments)

PKI RFC PKIXWG RFC WG

S/MIME
TLS IP IPsec W3C XML XMLDSIG
WG
RFC
RFC
RFC 2459 X.509 PKI - CRL

RFC 3280 | (Internet X.509 Public Key Infrastructure Certificate and CRL Profile)
RFC 2459 RFC 3280

RFC 3039 X.509 Qc
(Internet X.509 Public Key Infrastructure Qualified Certificates Profile)
RFC 3739
RFC 3739 X.509 PKI
(Internet X.509 Public Key Infrastructure: Qualified Certificates Profile)
RFC 2246 | TLS vi.0

(The TLS Protocol Version 1.0)

RFC 3281
(An Internet Attribute Certificate Profile for Authorization)
RFC 3075 | XML

RFC 3275 | (XML-Signature Syntax and Processing)

RFC 3075 RFC 3275

RFC 3076 XML 1.0
(Canonical XML Version 1.0)
RFC 3741 XML 1.0

(Exclusive XML Canonicalization, Version 1.0)
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4.2.6 ISIS-MTT
ISIS-MTT(Industrial Signature Interoperability Specification -MailTrusT)
PKI TeleTrusT  T7 Group TeleTrusT(http://

ww . teletrust.de)

ISIS-MTT PKI
Part 1 CRL Part 2 PKI Part 3
Part 4 Part 5 Part 6
Part 7

4.2.7 1SO(http:/AMww.iso.ch/iso/en/ISOOnline.openerpage)
ISO(International Organization for Standardization)

146 IEC
1S0/1EC/JTCL
Information technology -- Security techniques
PKI ITU-T oslI
Directory Information technology -- Open Systems
Interconnection -- The Directory: Public-key and attribute privacy frameworks
X.509
ISO/1EC 9798-3 — — 3

(JIS X 5056-3) Information technology-Security techniques-Entity authentication-Part3:
Mechanisms using digital signature techniques
1S0/TS 17090 — — 1 :
1S0/TS 17090-1:2002 Health informatics -- Public key infrastructure -- Part 1:
Framework and overview

— — 2 :
1S0/TS 17090-2:2002 Health informatics -- Public key infrastructure -- Part 2:
Certificate profile

— — 3 :
1S0/TS 17090-3:2002 Health informatics -- Public key infrastructure -- Part 3:
Policy management of certification authority
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4.2.8 ITU-T(http:/Mmww.itu.intthome/index.html)

ITU-T8( ) CCITTE( )
Recommendation
X O8] 1S0 X.509
X.500 Directory ITU-T 1S0
X.509 | ITU-U - -
Recommendation X.509, "Information Technology--Open Systems Interconnection--The Directory:
Authentication Framework™

1S0 9594-8

4.2.9 OASIS(http://www.oasis-open.org/home/index.php)
0ASIS(Organization for the Advancement of Structured Information Standards)

SGML Open SGML 1998 0ASIS
600 XML
Web
2002 9 PKI Forum 0ASIS PKI TC PKI
Security Service TC  SAML Access Control TC
XACML Web Service Security TC  Web
Digital Signature Service TC
XML 0ASIS W3C(4.2.10 ) XML SOAP
WSDL Web
4.2.10 W3C(http://imww.w3.org/)
W3C(World Wide Web Consortium) 1994 Www 400
Www - URL HTML HTTP
XML XHTML XML
XML XKMS Web Web
W3C
Recommendation
XKNS2.0 | XML 2.0
XML Key Management Specification(XKMS)version 2.0
X-K1SS( ) X-KRSS( )

8 International Telecommunications Union Telecommunication Standardization Sector
° Consultative Committee for International Telephony and Telegraphy
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4.3

[e-auth] e-Authentication, http://www.cio.gov/eauthentication/

[EAP] Electronic Authentication Partnership, http://ww.eapartnership.org/default.htm
[FirstGov] FirstGov.gov: The  U.S. Government®s  Official Web  Portal,
http://ww.firstgov.gov/

[FICC] Federal Identity Credentialing Committee, http://www.cio.gov/ficc/

[OMB M-04-04] e-Authentication Guidance for Federal Agencies, Joshua B. Bolten(Director,
Executive Office of the President, Office of Management and Budget), December 2003,
http://ww.whitehouse.gov/omb/memoranda/fy04/m04-04 . pdf

[NIST sp800-63] NIST Special Publication 800-63 Electronic Authentication Guideline,
Recommendations of the National Institute of Standards and Technology Version 1.01,
September 2004, William E. Burr, Donna F. Dodson, W. Timothy Polk,
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63v6 3 3.pdf
[BurtonGroupReport] Burton Group Report on the Federal e-Authentication Initiative, Daniel
Blum, Gerry Gebel, Doug Moench, August 2004,
http://ww.cio.gov/eauthentication/documents/BurtonGroupEAreport. pdf

[Cookbook] e-Authentication Cookbook, July 2004,
http://ww.cio.gov/eauthentication/documents/Cookbook. pdf

[GOVhandbook] e-Authentication Federal Agency Handbook, July 2004,
http://ww.cio.gov/eauthentication/documents/GOVhandbook. pdf

[CSPhandbook] e-Authentication Credential Service Provider Handbook, July 2004,
http://ww.cio.gov/eauthentication/documents/CSPhandbook. pdf
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1 XML

1.1 ( )

AML
XML

XML
XML
XML
XML

4
Message Syntax)

W3C IETF 1999

XML-Signature Syntax and Processing XML
(ML ) 2002 RFC 3275
XML
XML (sign)

XML XML

XML

XML

XML
XML

XML
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XML
XML
CMS(Cryptographic
CMS
XML
2001 RFC 3075

RFC2807 RFC3275

(signature)



o XML

[ ) XML ASN.1
[ ) XML XML
® XML ASN.1  OID(Object
Identifier) W3C URI
XML o
“+,’
1 L) 0
XML
( )
O
XML
<Signature (1d=ID)?>
<SignedInfo (1d=ID)?>
<CanonicalizationMethod Algorithm=anyURI1/>
<SignatureMethod Algorithm=anyURI/>
(<Reference (1d=1D)? (URI=anyURI)? (Type=anyURI)?>
(<Transforms>)?
<DigestMethod Algorithm=anyURI>
<DigestvValue>
</Reference>)+
</SignedInfo>
<SignatureValue>
(<KeylInfo (1d=ID)?>)"?
(<Object (1d=1D)? (MimeType=string)? (Encoding=anyURI)?>)*
</Signature>
1-1 XML
1-1 XML
Signature XML
Signedinfo
CanonicalizationMethod RFC 3275 2

Required Canonical XML
http://ww.w3.0rg/TR/2001/REC-xml-c14n-20010315

Recommended Canonical XML with Comments
http://ww.w3.0rg/TR/2001/REC-xml-c14n-20010315#Wi thComments
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SignatureMethod

MAC
RFC 3275 2

Required DSAwithSHAL
http://ww.w3.0rg/2000/09/xmldsig#dsa-shal

Recommended RSAwithSHAL
http://www.w3.0rg/2000/09/xmldsig#rsa-shal

Reference
( )
Transforms
RFC 3275
5
base64
http://www.w3.0rg/2000/09/xmldsig#base64
Optional XSLT
http://ww.w3.0rg/TR/1999/REC-xs1t-19991116
Recommended Xpath
http://ww.w3.0rg/TR/1999/REC-xpath-19991116
Required Enveloped Signature
http://ww.w3.0rg/2000/09/xmldsig#enveloped-signature
DigestMethod RFC 3275
Required SHAL
http://ww.w3.0rg/2000/09/xmldsig#shal
Digestvalue xs:base64Binary
SignatureValue xs:base64Binary
KeyInfo
PKC
Object
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1.2 XML

XML CMS
3
> Signature
I~
— Reference
Signature Signature
— Reference Reference
I
SignatureValue SignatureValue
SignatureValue

Detached Enveloped Enveloping

1-2 XML ([@ITXMLSIG] )
® Detached
Signature
XML XML

® Enveloped
Signature Reference
Signature URL
Signature XML

® Enveloping
Signature Object

XML XML
Reference XML

Signedinfo
Reference Reference
SignedInfo
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1.3 (Canonicalization)

XML
XML
XML
RFC 3275 Canonical XML  Canonical XML with Comments 2
RFC3076 XML
Canonical XML
XML XML XML
XML XML

Canonical XML XML XML

° UTF-8

° #xA

o XML

o

® CDATA

o XL (DTD)

°

°

. (

)

o

°

°

°

o
XML XML Canoniical XML

XML
(Exclusive XML
Canonicalization) 2004 3 RFC 3741 RFC3741
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1.4
[RFC2807] RFC 2807 XML Signature Requirements
http://ww. ietf.org/rfc/rfc2807.txt

[RFC3275] RFC 3275 XML-Signature Syntax and Processing
http://ww. ietf.org/rfc/rfc3275.txt

[@ITXMLSIG] @IT:XML XML
http://ww.atmarkit.co. jp/fsecurity/rensai/webserv02/webserv0ol. html

[RFC3076] RFC 3076 Canonical XML Version 1.0
http://ww. ietf.org/rfc/rfc3076.txt

[RFC3741] RFC 3741 Exclusive XML Canonicalization, Version 1.0
http://ww.ietf.org/rfc/rfc3741.txt
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2 XKMS(XML Key Management Specification)

2.1
XML XML PKC PKC
PKC AML
XML ASN.1 PKC PKC
AML
XKMS XKMS

XKMS  X-KRSS(XML Key Registration Service Specification) X-KISS(XML Key Information
Service Specification)

2-1 X-KRSS  X-KISS

X-KRSS PKC
X-KISS XML XML SAML XML <ds:KeyInfo>
XKMS
X-BULK XKMS2.0
X-KRSS  X-KISS
2.2 X-KRSS
X-KRSS
2-2 X-KRSS
Register PKC
X-KRSS
X-KRSS
Reissue PKC Reissue
X-KRSS

Revoke PKC
Recover PKC

X-KRSS

X-KRSS

PKC
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2.3 X-KISS

X-KISS 2
2-3 X-KISS
Locate XML <ds:KeylInfo>
XML
<ds:KeylInfo> <ds:KeyName>
<ds:KeyName>  X-KISS X-KISS PKC
X-KISS
<ds:KeyInfo> <ds:KeyInfo>
Validate Locate
Validate
Validate
2.4

[XKMS] XML Key Management Specification(XKMS 2.0)Version 2.0
http://ww.w3c.org/TR/xkms2/
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1.CRL(Certificate Revocation List)
CRL
2.1D(ldentification)
ID (Authentication)

DNA ID

3.0CSP(Online Certificate Status Protocol)

4_PKI(Public Key Infrastructure)

5.PKC
X.509v3
6 ¢ )
7.
8.
( )
9.

VA(Validation Authority) OCSP Responder
10.

11.

12.
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13.

14.

15.

CRL

17.

CP(Certificate Policy)
18.

19.

20.

21.

22. (Attribute)

(Authorization)

23. (Attribute Certificate)
(AY)
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24.

25.

26.
13 4
102 )
27.

28.

29.

CA(Certification Authority)

30.

CPS(Certification Practice Statement)
31.

32.

33.

34.

101

(Tamper)

12

31



35.

36.

CRL
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(

)

(ECOM)

(ECOM)

NTT

NTT

(

)

NTT
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NTT

NTT

NTT
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