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RFC3161 Internet X.509 Public Key Infrastructure Time-Stamp Protocol TSP
PKI
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— tsa-00.txt 2002-03
TSA

®

ETSI TS 101 861v1.2.2 Time Stamping Profile
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(4) OASIS Digital Signature Services Technical Committee DSS TC

OASIS DSS TC Web
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2.6

2.6.1
ETSI TS 101 733 RFC3126

ES
ES-T ES
ES-C ES-T CRL
ES-X
ES-XLong ES-C CRL
ES-A ES-X
2.6.2
ETSI ASN.1
CMS

SignaturePolicy

SignaturePolicy ::= SEQUENCE {

signPolicyHashAlg Algorithmldentifier, --
signPolicylnfo SignPolicylnfo,
signPolicyHash SignPolicyHash OPTIONAL }
SignPolicyHash ::= OCTET STRING
SignPolicylInfo ::= SEQUENCE {
signPolicyldentifier SignPolicyld, --
dateOflssue GeneralizedTime, --

25

0CSP

0CSP

01D



policylssuerName PolicylssuerName, --

TfieldOfApplication FieldOfApplication, --
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL }

SignPolicyld ::= OBJECT IDENTIFIER
PolicylssuerName ::= GeneralNames
FieldOfApplication ::= DirectoryString

signPolExtensions

SignatureValidationPolicy

SignatureValidationPolicy ::= SEQUENCE {

signingPeriod SigningPeriod, --
commonRules CommonRules, -
commitmentRules CommitmentRules, --
signPolExtensions SignPolExtensions  OPTIONAL}

SigningPeriod ::= SEQUENCE {

notBefore GeneralizedTime,
notAfter GeneralizedTime OPTIONAL - }
notAfter
CommonRules
CommitmentRules
attributeTrustCondition algorithmConstraintSet
CMS
CommonRules ::= SEQUENCE {
signerAndVeriferRules [0] SignerAndVerifierRules OPTIONAL,

signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL,

26



attributeTrustCondition

[3] AttributeTrustCondition OPTIONAL,

algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [5] SignPolExtensions  OPTIONAL}
CommonRules CommitmentRules
* signerAndVeriferRules;
* signingCertTrustCondition;
* timeStampTrustCondition.
CommitmentRules
CommitmentRules CommitmentRule
CommitmentRules ::= SEQUENCE OF CommitmentRule

CommitmentRule SEQUENCE {
selCommitmentTypes
signerAndVeriferRules
signingCertTrustCondition
timeStampTrustCondition

attributeTrustCondition
algorithmConstraintSet
signPolExtensions

SelectedCommitmentTypes :
Empty

recognizedCommitmentType

SelectedCommitmentTypes

CommitmentType ::= SEQUENCE {

empty

SelectedCommitmentTypes,
SignerAndVerifierRules OPTIONAL,
SigningCertTrustCondition OPTIONAL,
TimestampTrustCondition  OPTIONAL,
AttributeTrustCondition OPTIONAL,

[0]
[1]
[2]
[3]

[4] AlgorithmConstraintSet OPTIONAL,

[5] SignPolExtensions OPTIONAL}

1= SEQUENCE OF CHOICE {

NULL,
CommitmentType }

CommitmentType

CommitmentType
CommitmentType

27



Identifier CommitmentTypeldentifier,
fieldOfApplication [0] FieldOfApplication OPTIONAL,
semantics [1] DirectoryString OPTIONAL }
SignerAndVeriferRules
ETSI

SignerAndVerifierRules ::= SEQUENCE {
signerRules SignerRules,
verifierRules VerifierRules }

SignerRules

SignerRules ::= SEQUENCE {

externalSignedData BOOLEAN OPTIONAL,

-- True CMS

-- False CMS
mandatedSignedAttr CMSAttrs, -- CMS
mandatedUnsignedAttr CMSAttrs, -- CMS

mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly,

mandatedCertificatelnfo [1] CertinfoReq DEFAULT none,

signPolExtensions [2] SignPolExtensions OPTIONAL }
CMSattrs ::= SEQUENCE OF OBJECT IDENTIFIER
CertRefReq ::= ENUMERATED {
signerOnly (1), --

fullpath (2) --

mandatedCertificatelnfo
CMS  SinedData

CertinfoReq ::= ENUMERATED {

None ), --
signerOnly (1), --
fullpath  (2) -- }

28



VerifierRules

VerifierRules ::= SEQUENCE {
mandatedUnsignedAttr MandatedUnsignedAttr,
signPolExtensions SignPolExtensions OPTIONAL }

MandatedUnsignedAttr ::= CMSAttrs -- CMS

SigningCertTrustCondition

CertificateTrustTrees

CertRevReq
SigningCertTrustCondition ::=  SEQUENCE {
signerTrustTrees CertificateTrustTrees,
signerRevReq CertRevReq }

CertificateTrustTrees

CertificateTrustTrees :: SEQUENCE OF CertificateTrustPoint

CertificateTrustPoint ::= SEQUENCE {
Trustpoint Certificate, --
pathLenConstraint [0] PathLenConstraint OPTIONAL, --
acceptablePolicySet [1] AcceptablePolicySet OPTIONAL, --
nameConstraints [2] NameConstraints OPTIONAL, --
policyConstraints [3] PolicyConstraints OPTIONAL --
CertRevReq

CertRevReq ::= SEQUENCE {
endCertRevReq  RevReq,
caCerts [0] RevReq }

29



endCertRevReq
TSA
caCerts CA

RevReq ::= SEQUENCE {
enuRevReq EnuRevReq,

exRevReq

EnuRevReq ::= ENUMERATED {
clrCheck  (0), --
ocspCheck (1), -- OCSP
bothCheck (2), --CRLs OCSP
eitherCheck (3), --

@, --

©) -

CRLs ARLs

noCheck

other

ttsCertificateTrustTrees

TSA
signatureTimestampDelay
TtsCertificateTrustTrees
TtsRevReq  TSA
TimestampTrustCondition ::= SEQUENCE {
[0l
[1]
2]
[3]
[4]

ttsCertificateTrustTrees
ttsRevReq
ttsNameConstraints
DeltaTime
DeltaTime

cautionPeriod

signatureTimestampDelay
DeltaTime ::= SEQUENCE {
deltaSeconds INTEGER,
INTEGER,
INTEGER,

INTEGER }

deltaMinutes
deltaHours
deltaDays

cautionPeriod

SignatureTimestampDelay

30

SignPolExtensions OPTIONAL}

CRLs

CertRevReq
NameConstraints

TSA

CautionPeriod

0CSP

CertificateTrustTrees OPTIONAL,

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL }



oID

SignPolExtensions ::= SEQUENCE OF SignPolExtn
SignPolExtn ::= SEQUENCE {
extnlD OBJECT IDENTIFIER,

extnValue OCTET STRING

2.7

2-9

2-9

pkcs#7 XML
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3.3

3.3.1

3.3.2

- Java J2SE v1.4.1
- Oracle8i Enterprise Edition R8.1.7

PKI
Carassuit Verl.0
- Solaris8  SPARC
- CPU UltraSPARC 111 440MHz
256MB
NTT
EDI
PKI
XML
XAdES XAdES  WEB Ww3C
XML XAdES
HSM*1
1HSM Hardware Security Module
XML API*2

2AP1 Application Program Interfase JAVA
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